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1. References

11

1.2

1.3

The following references provide additional infotina on the CC2540, the Texas InstrumeBitsetooth®
low energy (BLE) stack, and the BLE specificatiorgeneral. (All path and file references in thisument
assume that the BLE development kit software hasnbmstalled to the default path C:\Texas
Instruments\BLE-CC2540-1.1\)

Printed Copy Included in the Box with the Kit
[1] CC2540 Mini Development Kit Quick Start Guide (SWRA2)

Included with Texas Instruments  Bluetooth Low Energy Software Installer

(The software installer is available for downloadh#p://www.ti.com/blestack)

[2] Texas InstrumentBluetoott® Low Energy Software Developer’'s Guide (SWRU271A)
C:\Texas Instruments\BLE-CC2540-1.1\Documents\TIEBGoftware_Developer's_Guide.pdf

[3] TIBLE Vendor Specific HCI Reference Guide
C:\Texas Instruments\BLE-CC2540-1.1\Documents\TIEBVendor_Specific_ HCI_Guide.pdf

[4] Texas Instruments BLE Sample Applications Guide RBYZ97)
C:\Texas Instruments\BLE-CC2540-1.1\Documents\TIEBGample_Applications_Guide.pdf

Available from Bluetooth Special Interest Group (SIG)

[5] Specification of the Bluetooth Systgbovered Core Package version: 4.0 (30-June-2010)
https://www.bluetooth.org/technical/specificationsidopted.htm
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2. Introduction

2.1

Thank you for purchasing the Texas Instruments @l)etooth® low energy (BLE) CC2540 Mini
Development Kit (CC2540DK-MINI). The purpose ofgldocument is to give an overview of the hardware
and software contained in the CC2540DK-MINI.

The information in this guide will get you up andnning with the kit; however for more detailed
information on BLE technology and the CC2540 BLBtpcol stack, please consult [2].

Kit Contents Overview

The CC2540DK-MINI kit is composed of hardware arodtware, with details on both in the sections
below.

2.1.1 Hardware

The kit contains the following hardware components:
1 CC2540 USB Dongle

This is the device that will be acting as the BLERd¢r. It connects to a Windows PC’s USB port, iand
pre-loaded with the master demo application softwar

1 CC2540 “Keyfob”

This is the device that will be acting as the BLEBvB. The PCB sits inside a plastic case, and ean b
removed with a small Philips screwdriver. It opesabn a single CR2032 coin cell battery, and costai
two-colored LED, a buzzer, an accelerometer, amdkiwitons.

1 CC Debugger with mini USB cable, converter boardand a 10-pin connector cables

This is used to flash the software onto both th&WdBngle as well as the keyfob. It also can be deed
debugging software using IAR Embedded Workbench.

Figure 1 — Hardware Included with CC2540DK-MINI

2.2 System Requirements

To use the CC2540 software, a PC running Micro¥ditdows (XP or later; 32-bit support only) is
required, as well as Microsoft .NET Framework 3é5v&e Pack 1 (SP1) or greater.

In order to check whether your system has the apf@t® .NET Framework, open up the Windows Control
Panel, and select “Add or Remove Programs”. Amotigstist of currently installed programs, you sldou
see “Microsoft .NET Framework 3.5 SP1", as such:
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A
- |

L2

“hange or
Remove
Programs

o)
Add Mew
Programs

AddiRemove ¥

B Add or Remove Programs

Currently installed pragrams: [0 show updates

ﬂ Microsoft MET Framework 1.1
ﬂ Microsoft MET Framework 2.0 Service Pack 2

ﬁ Microsoft \MET Framewark 3.0 Service Pack 2
(ﬁ Microsoft \MET Framework 3.5 SP1 ]

Q Microsoft Compression Client Pack 1.0 For Windows XP
E‘; Microsoft Office Professional Edition 2003

C'3 Micrasaft OFfice Misin Standard 2003

Sort by _I‘;lame

Size
Size
Size:
Size
Size

Sine

SWRU270B

EEX]

154.00MB

179.00MB

28.06MB

4.70MB

651.00MB

EFESVIPS

Figure 2

If you do not see it in the list, you can downldbad framework from Microsoft.

From a hardware standpoint, the Windows PC mudaaonne free USB port. An additional free USB port
is required in order to use the CC Debugger andU®B Dongle simultaneously.

IAR Embedded Workbench for 8051 development enwiramt is required in order to make changes to the
keyfob software. More information on IAR can beridun [1].

For the keyfob, a small Philips screwdriver (natlimed in the kit) is required if you want to ersgothe
keyfob in the plastic case, and a CR2032 coinlmtiery (included in the kit) is required for power
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3. Getting Started

SWRU270B

This section describes how to set up the softwadeget started with the CC2540 Mini Development Kit
is assumed that the instructions found in [1] (atpd copy of the quick start guide is includedhaitie kit)
have already been completed, with both the keyfabthe dongle having been programmed with thetlates
hex files. In addition, this section assumes thatlatest version of the CC2540 BLE software (\dslof
the release of this document) has been installdee Thtest BLE software can be downloaded at

www.ti.com/blestack

3.1 Associate Driver with USB Dongle

After the software installation is complete, theBJBongle driver must be associated with the dewuice
order to use the demo application. To associadJBB Dongle driver, first you must connect the USB

Dongle to the PC’s USB port, or to a USB hub thatrects to the PC.

The first time that the dongle is connected toRIE a message will pop-up, indicating that Windolwss

not recognize the device.

Found New Hardware Wizard

Welcome to the Found New

Hardware Wizard

Windows will search for curment and updated software by
lacking on your computer, on the hardware installstion CD, o on
the Windows Update Web site fwith your permission).

Beead our privacy policy

Can WWindows connect o ‘windows Update to seanch for
software?

O Yes, this time only
s, now and every time | conect a devics

Click Next to continue.

Figure 3

When prompted whether to use Windows Update sefarcéoftware, select “No, not this time” and press
the “Next” button. On the next screen, select tbigom “Install from a list or specific location (Adnced)”,

and press the “Next” button:

Found New Hardware Wizard

This wizard helps you install software for

TICC2540 Law-Power RF to LISE COC Serial Port

{*) 1t your hardware came with an installation CO
&2 or floppy disk, insert it now.

‘what do pau want the wizard to do™?

Click Next to continue.

[ <Back [ Hews | [ Canedl

Figure 4

On the next screen, click the checkbox labeledltihe this location in the search:”, and click tiBrdwse”

button. Select the following directory (assuming trefault installation path was used):

C:\Texas Instruments\BLE-CC2540-1.1\Accessories¥ds
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Hardware Update Wizard
Please choose your search and installation options. .

(%) Search for the best driver in these locations

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best diver found wil be installed

[ Search removable media (floppy, CD-AOM...)
[ Include this location in the search: ]

‘C:"-TexnsInslrunlenm"-BLErCCZS:ll]"Acce V‘ [L_Browss

(O Don't search, | will choose the diiver to install

Chonse this aption to select the deviee diver from a list. ‘Windows does not guarantee that
the: driver you choose wil be the best match for your hardware.

[ < Back ][ Mext > ][ Cancel

Figure 5

Click the “Next” button. This should install theiwgr. It will take a few seconds for the file toalh If the
installation was successful, you should see theescto the below. Click the “Finish” button to cdetp
the installation.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard
The wizard has firished instaling the saftware far:

? TI CC2540 Low-Power RF to USB COC Serial Port

Click Finish to close the wizard.

Cn

Figure 6

3.2 Determining the COM Port

Once the driver is installed, you need to determuhgch COM port Windows has assigned to the USB
Dongle. After you have completed the USB Dongleelriassociation in section 3.1, right-click on they
Computer” icon on your desktop and select “Propstti

Open
Explare
Search...
Manage

tap Metwork Drive. ..

Disconnect Metwork Drive. ..

Create Shortout
Delete
Rename

Figure 7

The “System Properties” window should open up. Witde “Hardware” tab, select “Device Manager”:
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System Properties

Spstem Restore Automatic Updates || Remote

General Computer Mame Hardware Advanced

Device Manager

The Device Manager lists all the hardware devices installed
- an your computer. Use the Device Manager to change the

praperties of any device.
q:p

@ Diiver Signing lets you make sure that installed drivers are
compatible with 'windows. ‘windows Update |ets you st up
how windows connects to Windows Update for drivers.

Drivers

[ Drriver Signing ] [ ‘Windows Update

Hardware Profiles

Hardware profiles provide a way for pou to get up and stare
different hardware configurations.

Hardware: Profiles

Figure 8

A list of all hardware devices should appear. Unilter section “Ports (COM & LPT)”, the device “TI
CC2540 Low-Power RF to USB CDC Serial Port” shoafibear. Next to the name should be the port
number (for example, COM15 in the image below):

£l Device Manager

File Action Wew Help
& B =Ra

+ § Display adapters ~
-k DVDJCD-ROM drives

+- {5 Human Interface Devices

(=% IDE ATA/ATAPI controllers

) &a IEEE 1394 Bus host controllzrs

+-z» Keyboards

"y Mice and other pointing devices

-5 Monitors

/- EE Metwork adapters

= Ports (COM&.LPT)

L =TT

" | Part (COML5)
FOrE TCOMa0T

%88 Processors

+ v’) Secure Digital host controllers

+ @ smart card readers

+- @), sound, viden and game controllers

+ System devices
+ Universal Serial Bus controllers 3

Figure 9

Take note of this port number, as it will be neededrder to use BTool. You may close the device
manager at this point.
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4. Using BTool

BTool is a PC Application that allows a user tonficat connection between two BLE devices. BTool works
by communicating with the CC2540 by means of HChda specific commands. The USB Dongle
software (when running the HostTestRelease propeud) driver create a virtual serial port over theBJ
interface. BTool, running on the PC, communicatiéh the USB Dongle through this virtual serial port

More information on the HCI interface, as well agails on the HCI vendor specific commands that are
used by the CC2540, can be found in [3].

4.1 Starting the Application

To start the application go into your programs Wyasing Start > Programs > Texas Instruments >
Bluetooth-LE-1.1 > BTool. You should see the follogwindow open up:

* BTool - Bluetooth Low Energy PC Application (v1.0b)

Figure 10

In the upper left corner of the window, click tHaevice” drop menu and select the option “New Defrice

¥ BTool - Bluetooth Low

Clase Device

Abiout

Exit

Figure 11

The following window should pop-up:
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Serial Port Settings X

Part | [mi] Rl

Baud | &7EO0
Flow CTS/RTS
Parity | Naone

StopBitz: | One
D'ata Bits

oo
LA AR R

[ Cancel ] [ 0K

Figure 12

If using the USB Dongle, set the “Port” value t@ tBOM port of the USB Dongle from step 1. For the
other settings, use the default values as showrigare 12. Press “OK” to connect to the board. The

following screen will appear:

#/BTool - Bluetooth Low Energy PC Application - v1.10a

Device:

COM22
Potlne
&/ Device nfo umplfin] Discover / Comect. | Read / Wiie | Faiing / Bonding | Adv, Commands
BDAd: 30208754 09F i FF 08 7F 05 00 31 FE 02 50 00 .
v

3] <P - 053040226 Namehtode Mode: 0,13 (A1) v
T

vpe 0u04 [Event) WwhiteList D Found: 0
EveriCode 04FF (HO_LE_ExiEvent] R e o

™ e
Event 0x067F (GAP_HCI_ExtentionCommandStatus) can ancel

Status 0400 [Suceess)
OpCode 04E31 (GAP_GetParam)
Datalenath 0402 2

Cannection Settings

)
Param/alue 00050 (50)
it Min Connection |rterval (6-3200) (100.00ms)
R 4 FF 08 7F 06 00 31 FE 0250 00 Mat Connection nterval (632001 (100.00ms)
Device
(101 <R - 05 304026 plavelatency D20

% 9
Information I Superssion Tenecul(10:3200) 2000ms)

Data Langth 008 8] bykes(s)

Event 0x067F (GAP_HCI_ExtentionCommandStatus)
Status 0400 [Suceese)

OpCods OE3] (BAP_GetParan)
Datalength 0402 2] e
PranVaue 00000 0) e Establsh Link

urpiFis}
14 FF 0 7F 06 00 31 FE 0200 00 addTyps: [0 Pobie] B O whselet
[11]: <R - 05:30:40.367 Slave BDe:

T

0:04 [Event)
EventCade 04FF [HCI_LE_EHE vert]
Diata Length 0408 (8] bptesls] (et ]
Event QX067 (GAP_HCI_ExtentionCommandStatus)
Status 0400 [Success) p——
OpCode: DFE3T (GAP_GetParam) GULEE L

Dl L R

umplFis]
4 FF 08 7F 06 00 31 FE 0200 07

| / - L/

Messages / Logging Device Control

Figure 13

[~
3

This screen indicates that you are now connectabetdJSB Dongle. The screen is divided up intova fe
sections: the left sidebar contains informatiorttes USB Dongle’s status. The left side of the suhdaw
contains a log of all messages sent from the Piet@longle and received by the PC from the dorgie.
right side of the sub-window contains a GUI for tohof the USB Dongle.

4.2 Creating a BLE Connection between USB Dongle an  d Keyfob

At this point the USB Dongle (central) is readydiscover other BLE devices that are advertisingyoli
have followed the instructions in the [1], the l@yfshould be preloaded with the SimpleBLEPeripheral
application. The full project and application sauande files for SimpleBLEPeripheral is includedhe
BLE software development kit. For more details mwhthe SimpleBLEPeripheral application works,
please see the [2].

At this time you will want to insert the batteryr f@move and re-insert the battery to reset thécdginto
the keyfob (peripheral).
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4.2.1 Making the Keyfob Discoverable

When the keyfob powers up, it will not immediatgly into a discoverable state. To enable advertiaind
make the keyfob discoverable, press the right-Harttbn on the keyfob once. This will turn advenisnts
on; making the device discoverable for 30 secotids Yalue is defined in [5]). After that time, thevice
will return to standby mode. To make the devicealgrable again, simply press the button once again

Figure 14

4.2.2 Scanning for Devices

Press the “Scan” button under the “Discover / Cotinab:

3;??[5;]7’: 0600 31 FE 025000 # W Discover / Connect fRead /white | Pairing # Bonding | Adv. Commands
Discoven

|[3] <R - 05:30:40.226 Nametode Mode: | 0«03 (&) v
Type 0x04 [Event] ‘whiteList Devices Found: 0

EvertCode DWFF (HCI_LE_ExtEvert] SHEES SIS

Ewent Ow0E7F [GAP_HCI_EstentionCommandStatus] ‘ Sean ' Cancel

Status 0x00 [Success) e

OpCode 0sFE 31 [GAP_GetParam]

DiataLength 0402 (2) Connection Settings

DF'a'a"[g’a]'uE 040050 (80) Min Connection Interval (5-3200) (100.00ms)

ump{Fx):
| 04 FF 08 7F 05 00 31 FE 025000 Max Connection Interval (B-3200) |80 & | (100.00ms)
Joor <R - 05304028 Elae by Gl

Type 004 [Event 2

EroniCote D4FF {HEI_L]E_ExtEvenl] Supervision Timeout (10-3200} 2000 | (20000ms]
-Data Length 0x08 [8) bytes(s)

Event Ox067F [GAP_HCI_ExtentionCommandStatus) Get Set

Status 0x00 [Success)

OpCode O4FE 31 [GAP_GetParam)

Datalength 002 [2] Link Contral

Pirarit/clue 00000 (1) L Establish Link

Dwirnp(R «):

04 FF 08 7F 08 00 31 FE 020000 AddType: | 0k00 (Public) v| O whitslist
Vi1 <R - 05040 367 HaveBDA Nove v

-Tupe w04 [Event]

Dt Length 0408 (5] bptesls] (BRI Gatc]

Ewent Ow0E7F [GAP_HCI_ExtentionCommandStatus]

Skatus 0x00 [Success) Terrerelling

OpCode OsFE3 [GAP_GetParam| Ao——

DalaLength W02 [2 e

p:,:m\e,";?ua D:D?[[)D][ZDDD] Cornection Handle: | 0+0000 | Teminate
{ DumplR=):

D4FFOB7FOB003T FEOZDODY

| b [ ]

Figure 15

The USB Dongle will begin search for other BLE d®&. As devices are found, the log on the left side
the screen will display the devices discovered.eAfl0 seconds, the device discovery process will
complete, and the USB Dongle will stop scanningufmary of all the scanned devices will be displaye
in the log window. In the example in Figure 16, geipheral device was discovered while scannifhg. |
you do not want to wait through the full 10 secomdsscanning, the “Cancel” button can be pressed
alternatively, which will stop the device discovgmpcess. The address of any scanned devicesppdaa

in the “Slave BDA” section of the “Link Control” s&on in the bottom right corner of the sub-window.
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éddu SCE%D[ZBDE]M 05:29 | | Discover / Connect | Riead / White | Paiing / Bonding | Adv Commands
831 I
Datalength 0407 [7) Discavery
| [?uani ™ 0201050302 F0FF NoeMErs Mode: | 0403 (A1) 3
E; E: Elg 3[3) EEIIZEII:JUD FD}E 0083 05 84 B7 2D 3C L8 07 [ whitelist Devices Found: 1
(151 <R - 05:37:37.413
Type 004 [E vent)
EvertCods 04FF [HC]_LE_ExtEvent) Connection Settings
23; lLenglh g:ggn[gilﬁﬁesggvm‘nrmmamn] Min Connection Interval (5-32005 (80 2 | [100.00ms)
Etva;;lswpe g:gg {g gﬁimsel Max Connection Interval (-3200; (80 | [100.00ms)
liee L .. Slave Latency (1433} [0 2
E:;Lenglh g:?g %g}] Supervision Timeout (10-32001 (2000 3 | [20000ms)
Data 14:09.536%:60: 7060 55:42:40:45: 50,657 2,69 70
E2:65 72-61:6C:05:12:50:00: 20:03.02: 0400 Get Set
DumplFi]
04 FF 2B 0D 06 00 04 0089 0584 B7 20 3CCA1E
140953 63 6D 70 EC £5 42 4C 4550 65 7269 70 (T Erasli]
£3 65 72 B1 BC 05 12 50 00 20 03 02 04,00 Establish Link.
| R —— AddiType: | 0200 [Public] b [ whiteList
x> - REFML =)
-Tyupe 004 [E vent) 5 o0-B7-04- 05
[ ONFF (HE LE_E+ v [Slave BDA: |3C:2D:ET:84:05:89 v
-Data Length 040C (12) bytes(s) . ;
HDEVS 01 1]
Device HO Temi e L
EwentType 0400 [Connectable Undirected Advertisement] etmiateEn
AddiT 0400 (Publi
hAdd: e 3E 2[5 Bu? IBCJ 05:39 Connection Handle: 00000
04 FF OC 01 06 00 01 00 0083 0584 B7 20 3C
w ]
Figure 16

4.2.3 Selecting Connection Parameters

Before establishing a connection, you will wantstt up the desired connection parameters. The ltlefau
values of 100ms connection interval, O slave lateaad 20000ms supervision timeout should serva as
good starting point; however for different applioas you may want to experiment with these values.

Once the desired values have been set, be suliekdhe “Set” button; other wise the settings wibt be
saved. Note that the connection parameters musebéefore a connection is established; changieg th
values and clicking the “Set” button while a corti@t is active will not change the settings of ative
connection. The connection must be terminated amdstablished to use the new parameters. (The
Bluetoothspecification does support connection parametdaigs while a connection is active; however
this must be done using either an L2CAP conneqgtiarameter update request, or using a direct HCI
command. More information can be found in [5])

Connection Settings

Min Connection Interval [6-3200) |80 2 | [100.00rms)

bl ax Connection Interyal [5-3200 |80 % | [100.00ms)
Slave Latency [0-499]: |0 -

Supervision Timeout [10-3200]; 2000 % | [20000ms]

Get Set
Figure 17

4.2.4 Establishing a Connection

To establish a connection with the keyfob, selbetdddress of the device to connect with, and ¢hek
“Establish” button. If the set of connection parséeng are invalid (for example, if the combinatioh o
connection parameters violates the specificatith®,message window will return a “GAP_Establishlink
event message with a “Status” value of “0x12 (Nadtip properly to perform that task)”, as showniguiFe
18. The parameters will have to be corrected bedarennection can be established.

Page 12 of 35



13 TEXAS
INSTRUMENTS SWRU270B

[27]: <Rwx - 05:39:44.8591

-Type : 0x04 [Event]

-EventCode - 0sFF [HCI_LE_E =tE vent]

-D1ata Length - 0x13 [19) bytes(s]

Ef;t L De0E0R [(GAP Establistlink]
tatus 012 (Mot Setup Properdy Ta Perform That TaskD
Eva0d1 | JpE T TIENC]

Drewdddr D AC:2D:BT84.05:89

ConnHandle - 0=0000 [0

Connlntereal - Om0000 [0

ConnlLatency - w0000 (0]

ConnTimeout - Om0000 (0]

ClockAccuracy @ 0200 (0]

D ump(F=):

04 FF 1308 0612008305 84 BY 20 3C 00 00 00

00 00 00 00 00 ag

Figure 18

If the keyfob is still in discoverable mode, a ceation should be established (press the right budtothe
keyfob once again if the device if more than 30os€ls have passed since the device was previouslg ma
discoverable and the process has completed). Oromrgection is established, the message window will
return a “GAP_EstablishLink” event message witlstatus” value of “0x00 (Success)”:

[39]: <Rxx - 05:41:25.710

-Type : 004 [Evwent)

-EventCode - 0FF [HCI_LE_E #tE vent)
Data Length - 0x13 [19] bytes(z)

Event : Ox0E05 [GAP EstablizhLink]
(Statuz 00 [Success[)
DewiAddrType - 00 [Publc)

Dewinddr 3C:20:BFB4:05:89
ConnHandle » 00000

Connlnterval s w0050 [30)

ConnLatency - 00000 (0]

ConnT imeout : 0x07D0 [2000)
Clock&ccuracy : w00 [0

DumplR«]:

04 FF13050600008905 84 BY 2D 3C 000050
000000 oo o7 0o

Figure 19

4.3 Using the Simple GATT Profile

The SimpleBLEPeripheral software contains one san@ATT service profile (More information on the
SimpleGATTProfile can be found in [2]). GATT sere& contain data values known as “characteristic
values”. All application data that is being sentreceived in BLE must be contained within charastier
value. This section details a step-by-step protiessdemonstrates several processes for readirigpgyr
discovering, and notifying GATT characteristic vedwsing BTool.

Note that the types (UUIDs) of the five charactertic values (OxFFF1, OxFFF2, OXFFF3, OxFFF4, and
OxFFF5), as well as the simple profile primary serice UUID value (OxFFFQ), do not conform to any
specifications in theBluetooth SIG. They are simply used as a demonstration.

The tables in Figure 20 and Figure 21 below shavSmpleBLEPeripheral complete attribute table, and
can be used as a reference. Services are showrllowy characteristics are shown in blue, and
characteristic values / descriptors are shown iey.giWhen working with the SimplyBLEPeripheral
application, it might be useful to print out théleas a reference.
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SimpleBLEPeripheral Application: Complete Attribute Table
handle |handle | T GATT S
randie|handle)  vpe Type (FDEFNE) Hex ! Text Value {default) N - e_l ver Hotes
{hex) | {dec) | (hex) Permissions
: : : : ‘Start of GAP Servi
0x1 1 i0x28000  GATT_PRIMARY_SERVICEUUD  i0x1800 (GAP_SERVICE_LUID) | GATT_PERMT_READ | (Maan; e mrvice
----------------- 02 (properties: read only) Device M
%2 2 ||oxza0z GATT_CHARACTER_ULID 03 00 (handle: 0x0003) GATT_PERMIT_READ C:;’:Z;e:;'fc decration
00 24 (UUICx: 0x2A007
Device
3 3 [oxzeon GAP_DEVICE_MAME_ULID "Simple BLE Peripheral” GATT_PERMIT_READ |- oo ame
_____ characteristic valus
02 (properties: read anly) o
e 4 |oxzaos GATT_CHARACTER_LLID 05 00 thandle: 0x0005) GATT_PERMIT_READ Spﬁeaarf_'”ce EREFREIEAETE
_________________ 01 28 (UUID: 02201 earaton
A haracteristi
05 | 5 [oxza0t GAP_APPEARANCE_ULID 0x0000 GATT_PERMIT_READ || FFEeranes SHAMAEEnst
----- 0 (properies: readfwrite) Perinheral Pri Fi
%2803 GATT_CHARACTER_UUID 07 00 (handle: 0x0007) GATT_PERMIT_READ | - FPr=ral Frivacy Hag
02 24 (UUID: Dx2802) characteristic declaration
GATT_PERMIT_READ | |Peripheral Privacy Flag
07 T 02402 GAP_PERI_PRIMACY _FLAG_LILID 0x00 (AP _PRIVACY _DISABLED) GATT_PERMIT_WRITE |characteristic vaius

04 (properties: readivrite) R i o
0 5 |owxze0s GATT_CHARACTER_UUID 09 00 (handle: 0x0008) GATT_PERMIT_READ | ioonneclion accress

03 28 (LILID: 0x2803) characteristic declaration

----- P GATT_PERMIT_READ | |Reconnection address
=8 i a9 2403 FAP_RECOMMECT _ADDR_LILIC (000 0o Qo Qo o GATT_PERMIT_WRITE |characteristic value

02 (properties: read only) Peripheral Preferred
O, 10 [|0x2803 GATT_CHARACTER_ULIC 08 00 (handle: 0:x0008) GATT_PERMIT_READ |Connection Parameters

04 24 (UUID: 0x2A04) characteristic declaration

50 00 (100ms preferred min connection interval) .

A0 00 (200ms preferred max connection interval) D e e
0x=B 11 02404 GAP_PERI_COMM_PARANM_LILID i GATT_PERMIT_READ |(Connection Parameters

00 00 (0 preferred slave lstency) haracteristic declarati

ES 03 (10000ms preferred supervision timeout) ENSraCieristic ueciaration

: Start of GATT Servi
0¢C | 12 i0x2800F  GATT_PRMARY_SERVICELUID  i0x1801 (GATT_SERVICE_LUID) GATT_PERMIT_READ (maan; tors) srice
----- 20 (properies: indicste only) .
00 | 13 ||oxzs03 GATT_CHARACTER_LLID 0F 00 (handle: 0x000E) GATT_PERMIT_REAp [-o7vice Changed
05 28 (UUID: 0x2805) characteristic declaration
Service Ch |
ME | 14 [0x2605|  GATT_SERVICE_CHANGED UUID  |(null walus) (none) (ST T
characteristic value
Start of Device Information
oxF 15 {0x2500 GATT_PRIMARY _SERWICE_LILID 018024 (DEVINFO_SERY_UUIDY GATT_PERMIT_READ Service

02 (read permizsions)

11 00 (handle 0x0011) System ID
Ox10 16 [|0x2503 GATT_CHARACTER_UUIC 23 28 (UUID Dx2823) GATT_PERMIT_READ |characteristic declaration
Ox11 17 [|0x2823 DEYINFO_SYSTEM_ID_ULID 2w 00 00 00 e 2o 00 (200's are [EEE address)  |GATT_PERMIT_READ  [System ID

02 (read permissions)

13 00 (handle Dx0013) Model Mumber String
Ox12 18 [|0x2503 GATT_CHARACTER_UUID 24 28 (UUID Dx2224) GATT_PERMIT_READ |characteristic declaration
0x13 19 [|0x2424 DEYINFS_MODEL_MUMBER_LILIC "Model Mumber" GATT_PERMIT_READ |Model Mumber String

02 (read permissions)

15 00 (handle 0x=0015) Setial Mumber String
014 20 (I0e2E03 GATT_CHARACTER_LILIC 23 28 (UUID Dx2825) GATT_PERMIT_READ |characteristic declaration
0x15 21 024825 DEVINFO_SERIAL_MUMBER_UUID "Serial Mumber" GATT_PERMIT_READ |Serial Mumber String

02 (resd permissions)

17 00 (handle 0x0017) Firmweare Revizion String
O0x16 22 (02503 GATT_CHARACTER_UUID 26 28 (UUID Dx2426) GATT_PERMIT_READ |characteristic declaration
017 23 ||0xz2A26 DEVINFO_FIRMMARE _REY _LILID "Firmuvare Revision" GATT_PERMIT_READ  |Firmware Revision String

02 (resd permissions)

19 00 (handle D:x0019) Hardware Fevision String
0x18 24 (0x2503 GATT_CHARACTER_UUID 27 28 (UUID Dx2827) GATT_PERMIT_READ |characteristic declaration
0x19 25 ||0x2A2T DEYINFO_HARDWSARE _REY_LILID "Harcdware Revision" GATT_PERMIT_READ |Hardware Revision String

02 (read permissions)

18 00 (handle 0001 8) Software Revision String
o1 & 25 0x2503 GATT_CHARACTER_UUID 258 248 (UUID Dx2428) GATT_PERMIT_READ |characteristic declaration
018 27 ||ox2a28 DEVINFD_SOFTWARE_REY _UUID "Software Revision" GATT_PERMIT_READ |Software Revision String

02 (read permizsions)

10 00 (handle 0x001 DY Manufacturer Mame String
01 C 25 (|0x2503 GATT_CHARACTER_UUID 29 28 (UUID Dx2429) GATT_PERMIT_READ |characteristic declaration
010 29 |0x2425| DEVINFO_MANUFACTURER_MAME LD |"Manufacturer Mame" GATT_PERMIT_READ  |Manufacturer Mame String

|EEE 1107 3-20601

02 (resd permissions) Regulstory Certification

1F 00 (handle 0x001F) Data List
0x1E 30 (02503 GATT_CHARACTER_UUIC 248 28 (UUID 0x2828) GATT_PERMIT_READ |characteristic declaration

|EEE 1107 3-20601
Regulstory Certification
Ox1F 3 |ox2a2a|  DEVINFO_11073_CERT_DATA_UUID |FEOOEBS 78 70 65 72 69 B0 63 6E 74 61 6C GATT_PERMIT_READ |Data List

Figure 20

Page 14 of 35




13 TEXAS
INSTRUMENTS

SWRU270B

SimpleBLEPeripheral Application: Complete Attribute Table

handle [handle | Type
{hex) | (dec) | (hex)

Type (ZDEFIHE)

Hex / Text Value {(default)

GATT Server
Permissions

Hotes

0x20 § 32 0x2800!

GATT_PRIMARY _SERWICE_LILID

i0xFFFO (SIMPLEPROFILE_SER Y _LILIDY

| GATT_PERMIT READ (-t of Simple GATT
i :Profile Service

D20 1 32 || 02803

GATT_CHARACTER_LILID

04 (properties: readivrite)
2200 thandle: 0x0022)
F1 FF (JUID: OxFFF1)

GATT_PERMIT_READ

Characteristic 1
declaration

34 (|0xFFF1

SIMPLEPROFILE_CHARA _LILID

101 byte)

GATT_PERMIT_READ |
GATT_PERMIT_WRITE

Characteristic 1 value

33 |[0x28M

GATT_CHAR_USER_DESC_LILID

"Characteristic 1" (17 bytes)

GATT_PERMIT_READ

Characteristic 1 user
description

0x24 | 36 [0x2803

GATT_CHARACTER_LILID

02 (properties: read only)
25 00 thandle: 0x0025)
F2 FF (JUID: OxFFF2)

GATT_PERMIT_READ

Characteristic 2
declaration

7 [loxFFFz

SIMPLEPROFILE_CHAR2_LILID

201 byte)

GATT_PERMIT_READ

Characteristic 2 valug

Ox29M

GATT_CHAR_USER_DESC_ULID

"Characteristic 2" (17 bytes)

GATT_PERMIT_READ

Characteristic 2 user
description

Q2805

GATT_CHARACTER_LILID

08 (properties: werite only)
25 00 thandle: 0x0025)
F3 FF {UUID: 0xFFF3)

GATT_PERMIT_READ

Characteristic 3
declaration

1 ||oxFFF3

SIMPLEPROFILE_CHARSZ_LILID

3 (1 byte)

GATT_PERMIT_WRITE

Characteristic 3 value

02901

GATT_CHAR_USER_DESC_LILID

"Characteristic 3" (17 bytes)

GATT_PERMIT_READ

Characteristic 3 user
description

10 (properties: notifty anly)

Characteristic 4

GATT_PERMIT_WRITE

%2803 GATT_CHARMCTER_UUID 2B 00 (handle: 0x0028) GATT_PERMIT_READ |72 -
Fe FF (LILID: 0%FFF4) eelaration
" |xFFFa SMPLEPROFILE_GHARA_ULID 4(1 byte) fnone) Characteristic 4 valus
0x2902|  GATT_CLENT_CHAR_CFG_UUD  |00:00(2 bytes) AR AR (B

configuration

Ox2801

GATT_CHAR_USER_DESC_LILID

"Characteristic 4" (17 bytes)

GATT_PERMIT_READ

Characteristic 4 user
description

Q2805

GATT_CHARACTER_LILID

02 (properies: read only)
2F 00 thandle: 0x002F)
F5 FF (UUID: 0xFFFS)

GATT_PERMIT_READ

Characteristic 3
declaration

0xFFF2

SIMPLEPROFILE_CHARS_LILID

01: 02030405 (5 bytes)

GATT_PERMIT_
AUTHEN_RESD

Characteristic 5 value

Ox2801

GATT_CHAR_USER_DESC_LILID

"Characteristic 5" (17 bytes)

GATT_PERMIT_READ

Characteristic 5 user
description

ox31 | 48 nxsoni

GATT_PRIMARY _SERWICE_UILID

{0xFFED (SK_SERWICE_LILID)

| GATT_PERMIT_READ (oot Of SIMple Keys
{ ISErvice

Ox3z | 50 |0x2803

GATT_CHARACTER_UUID

10 (properties: notifty anly)
33 00 thandle: 0x0033)
E1 FF (JUID: OxFFET)

GATT_PERMIT_READ

Key Press State
characteristic declaration

0%33 | 51 [0xFFE1

Hey Press State

0x34 | 52 [owesnz

SH_KEYPRESSED_LUID 01 byte) ez characteristic valus
Hey Press State
GATT_PERMIT_READ
GATT_CLEENT_CHAR_CFG_UUID  [00:00 (2 kytes) - - | |cheracteristic

GATT_PERMIT WRITE

configuration

CC2540DKH-MIMI keyfob omy

0:35 | 53 [oxasnt

GATT_CHAR_USER_DESC_LILID

"Wey Press State" (16 bytes)

GATT_PERMIT_READ

Key Press State
characteristic uzer
description

Figure 21

4.3.1 Reading a Characteristic Value by UUID

The first characteristic of the SimpleGATTProfilergice has both read and write permissions, andahas
UUID of OxFFF1. The simplest way to read its valado use the “Read Characteristic by UUID” sub-

procedure. To do this, you will first need to clitie “Read / Write” tab in BTool. Select the optitread

Using Characteristic UUID” under the “Sub-Procedusption in the “Characteristic Read” section a th

top of the screen. Enter “F1:FF” (note that the LiSEentered first, and the MSB is entered lasthim
“Characteristic UUID” box, and click the “Read” boi.

An attribute protocoRead by Type Requgsicket gets sent over the air from the dongléedeyfob, and
an attribute protocdRead by Type Resporsacket gets sent back from the keyfob to the dorighe value
“01” is displayed in the “Value” box, and “Success’ displayed in the “Status” box. In addition, the
message window will display information on tRead by Type Respongacket that was received by the
dongle. The message includes not only the charstités data value, but also the handle of the

characteristic value (0x0022 in this case).
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[40]: <Rx> - 05:42:08.106
-Type 0404 [Event]

-EventCode OxFF [HCI_LE_E&IE vent]

-Diata Length 0406 [5] bytes(z]

Evert 0:067F [GAP_HCI_ExtentionCommandstahus)
Status 0400 [Success)

OpCode 0<FD 0B [ATT_ReadByTypeRed)

Datalength 000 (0]

Dump(R x|
04 FF 06 7F 06 00 08 FD 00

Charactenistic Read

Sub-Procedurs

onnection Handle

‘ Fiead Using Characteristic UUID

~|f | owo000 |

Start Handle:

| [ os00m |

Characteristic: UUID

End Handle

[ LAt

| I

41]: <Fx> - 05:42:00.294

Type 004 [Event]

EventCode 04FF [HCI_LE_EWtE vent]
0x0& [10] bytes(s]

Event 040509 (ATT_ReadBuTypeRisp)
Status 000 [Success)

ConnHandle 00000 (0]

Pdulen 0:04 [4]

Length 0:03 3]

Handle k0022

Data o

urap(F )
4 FF 0A 0305 0000 00 04 0322 00 01

Walue O AsCl

£ Decimal

@ Hex

Status

Characteristic \ite

;m t ——— o

GO

4.3.2 Writing a Characteristic Value

Characteristic: Value Handle Connection Handle
040000 | | x0000 |
[42]: <Rx> - 05:42:08.606
-Type 004 [Event)
-EventCode OxFF [HCI_LE_EwtE vent] Value O ascl O Decimal ) Hex
-Data Length 008 [E] butes(z]
Event 00503 [4TT_ReadByTypeRsp) | ‘
Status 014 [The Procedure |s Completed) Sk
ConnHandle 00000 (D) \wiite
PduLen 000 [0 [ |
Durnp[R»):
04 FF 06 0905 1400 00 00
v
< - ]
Figure 22

In the previous section, the handle of the firstrelateristic in the SimpleGATTProfile was foundlie
0x0022. Knowing this, and based on the fact thattiaracteristic has both read and write permissiois
possible for us to write a new value. Enter “Ox002%0 the “Characteristic Value Handle” box in the
“Characteristic Write” section, and enter any lebyalue in the “Value” section (the format can bets
either “Decimal” or “Hex”). Click the “Write Valuebutton.

An attribute protocoWrite Requespacket gets sent over the air from the dongleh&okieyfob, and an
attribute protocoWrite Responspacket gets sent back from the keyfob to the donighe status box will
display “Success”, indicating that the write wascgssful.

% COM22

k3

DumplF) #| | Discover / Connect | Read /Wite | Pairing / Bonding || Adv.Commands
(04 FF 06 03 05 14 00 0000
Characteristic Fead

(93] eTas - 054640 273 SubProcedurs Connection Handle
Tupe Dl [Cammand) | Rread Using Characteristic ULID ~| [ o0 |
-Opcode OxFD12 [(ATT wiiteRen) 5
-Data Length (007 [7) byte(s] Characteristic Walue Handle Start Handle
ConnHandle 0000 0] [ | [ oanor |
Signature 000 [Mo) z
Command B0 [N Characteristic UUID End Handle
Handle 040022 (34] [ i | [ owFFeF ]
alue 07
Crump(T ¢
0112 FD 07 00 00 00 00 22 00 07

Value O ascll O Decimal @ Hex

o1

[44] : <Rw> - 05:46:40.351 | ‘
-Type 004 [Event) Status —
-EventCode OwFF [HCI_LE_EtEwent] B
Data Length D36 (6] bitels] ' Suecess |
Ewvent OWOE7F [GAP_HCI_EstentionCommandStatus]
Status 000 [Success]
DpCode 4FD12 [ATT_witeReq)
Dot e 000 (0] Characteristic Wrie
E‘:FF[E?%F 060012 FD 00 Characteristic Yalue Handle nnection Handle

[ 040022 | R
(48] : <Rw> - 05:46:40.508
-Type: 004 [Event]
£ ventCode 0sFF [HCL_LE_EwE vent] Value O ascll () Decimal @ Hex
-Data Length (1406 (6] bytes[z)
Event 00513 [ATT wiiteFisp] | w\ |
Ghatus (000 (Success) Status o
ConnHandle w0000 (0]
Peulen 000 (0] |  success Y &—
Cump[Rs):
04 FF 0B 1305 0000 00 00

v
< > l l
Figure 23

4.3.3 Reading a Characteristic Value by Handle

After writing a new value to the first charactedsn the profile, we can read the value back tdfyehe
write. This time, instead of reading the value tsyUUID, the value will be read by its handle. $eline
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option “Read Characteristic Value / Descriptor” andhe “Sub-Procedure” option in the “Charactegisti
Read” section. Enter “0x0011” in the “Charactedstialue Handle” box, and click the “Read” button.

An attribute protocoRead Requegtacket gets sent over the air from the donglentokieyfob, and an
attribute protocoRead Respongegacket gets sent back from the keyfob to the donghe new value is
displayed in the “Value” box, and “Success” is thged in the “Status” box. This value should matoh
value that was written in the previous step.

CornHandle + 00000 [0 #| | Discover / Connect | Read /Wiite | Paiiing / Bonding | Adv Commands
PduLen 0L00(0)
Durnp(Rx): Characteristic Read
(04 FF 0 13 05 00 00 0000

Sub-Procedure ninection Handle
[P I p—— Fiead Characteristic Value / Descriptar ~ 0:0000

T .

Type 4 - 0x01 [Command) Characteristic Value Handle Start Handle
-Opcode : 0WFDOA [ATT_ReadReq) awo0zz
-Data Length (14004 [4] byle(s]
Connflande 00000 (D) e Endlhiande
Handlz - 0x0022 [34)
Cump(Ts}
(0104 FD 04 00 00 22 00

Walue O AsCl ) Decimal @ Hex
[47]: <Rx> - 05:48:36.794 6@
-Tupe - 0404 [Event) &_ S
-EventCode : OrFF [HCI_LE_E=tE vent) Status "
-Data Length : 0w0G (5] bytes(s) e———— B
Ewent : DROBTF [GAF_HCI_E stentionCommatds tatus) —
Status < 0800 [Suzcess]
OpCade : 0FD0A [ATT_ReadReq)
DDua”twaDIE;:]gth 00010 Characteristic Write
DAFE 0508 00 CAED.00 Characteristic Value Handle Cornection Handle:

00022 0+0000
[48]: <R - 0548:36.919 g
-Type < 0804 [Event)
-EventCade < 0wFF [HCI_LE_EtE vent)
Data Length + (07 [7) bytes(s] Value O AsCl © Decimal @) Hex
Ewvent : 0x050E (ATT_ReadRsp)
Status - 0x00 [Success] 7
ConnHandle 00000 (0]
Fdulen SO0 1) ST o
Walue 07 Success
Cump(R=)
04 FF 07 0B 05 00 0000 01 07
~
< * ]
Figure 24

4.3.4 Discovering a Characteristic by UUID

The next thing to do is to discover a characteribyi its UUID. By doing this, we will not only géte
handle of the UUID, but we will also get the prdpes of the characteristic. The UUID of the second
characteristic in the SimpleGATTProfile is OxFFSelect the option “Discover Characteristic by UUID”
under the “Sub-Procedure” option in the “CharastériRead” section at the top of the screen. Enter
“F2:FF” in the “Characteristic UUID” box, and clidke “Read” button.

A series of attribute protocdtead by Type Requgsackets get sent over the air from the dongléhéo t
keyfob, and for each request an attribute protétedd by Type Respongacket gets sent back from the
keyfob to the dongle. Essentially, the dongle iadieg every attribute on the keyfob with a UUID of
0x2803 (this is the UUID for a characteristic deaten as defined in [5]), and checking the “Chéssgstic
Value UUID” portion of each declaration to seetifatches type OXFFF2. The procedure is complete on
every characteristic declaration has been read.

The procedure will find one instance of the chagastic with type OXFFF2, and display “02 25 00 A2’
(the value of the declaration) in the “Value” bavth “Success” displayed in the “Status” box. As fiee
Bluetoothspecification, the first byte “02” tells us thaetproperties of the characteristic are read-arthg
second and third bytes “25 00 tell us that thedbamf the characteristic value is 0x0025. The tloand
fifth bytes tell the UUID of the characteristic, 2.
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| | Discaver / Connect| FRead /Wiite | Pairing / Bonding | Adv.Commands
[50]: <Rx> - 05:50:17.763
-Tyupe - 0x04 [Event]
EveriCode 04FF [HC)_LE_EwEvent)

Characteristic Aead

-Data Length + 0x06 [5) bytesls) Suk_}F’rncedula_ ﬂnne_cliﬂn_ Handle
Ere{nl : gagg?[g [GAPJ]-{CLEklent\onEommandSlatus] Discover Characteristic by UUID ~ 0x0000
s 400 (Success| J
OpCode - D4FDES (GATT_DiscCharsByUILID) =" Start Handle
Diatalength + 0x00 (0] 0001
[D):?FEIS;]?F 05 00 88 FD 00 Characteristic IUID End Handle
f:ff 0+FFFF

[51] : <Fx» - D5:60:18.924
-Type : 0x04 [Event)

EvenlCode - DAfF (HOI_LE_EwEven] Vabe O asCl i @ Hex

-Data Length - 0x0E [14) bytes(s)

Evert 040509 [ATT_ReadByTypeRsp) &

Status : 0x00 (Success| Statug "
ConnHandle + 0w0000 [0) @ Eal
PduLen - 0x08 (B8] -é

Length - 0x07 [7)

Handle : 0x0024

Data : 02:25:00:F 2 FF

Characteristic: ‘Wit

DumplFis
14 FF OE (19 05 00 00 00 05 07 24 00 02 25 00 F2
FF

Characteristic Yalue Handle Connection Handle

(00022 0x0000
[52]: <Rx> - 05:50:19.314
-Tyupe - 0x04 [Event]
-E ventCode [4FF [HCI_LE_E st vent] Yalue O asCll O Decimal @ Hex
-Data Length : 0w06 (6] bytes(s)
Ewent : 0x0509 [(ATT_ReadByTupeRsp) 7
Status : 0u14 [The Procedure |s Completed] Status
ConnHandle - 0x0000 [0 wirite
PduLen - 0x00 (0] Success
Durap[Rx]:

04 FF OE 09 05 14 00 00 00

2 a |

Figure 25

4.3.5 Reading Multiple Characteristic Values

It is also possible to read multiple characterigtities with one request, as long as the handtaat value
is known. To read the values of both of the chaéstics that we previously read, select the optRead
Multiple Characteristic Values” under the “Sub-Redare” option in the “Characteristic Read” sectain
the top of the screen. Enter “0x0022;0x0025" in tdaracteristic Value Handle” box, and click the
“Read” button.

An attribute protocoRead Multiple Requesgtacket gets sent over the air from the dongléedeyfob, and
an attribute protocoRead Multiple Respongeacket gets sent back from the keyfob to the donghe
values of the two characteristics are displayedhim “Value” box, and “Success” is displayed in the
“Status” box. This first byte should match the abhat was written in the previous step, and thersd
byte should be “02".

One important note about reading multiple charéttervalues in a single request is that the respaonill
not parse the separate values. This means thatzih®f each value being read must be fixed, anst trel
known by the client. In the example here, thisasam issue since there are only two bytes ind¢lspanse;
however care must be taken when using this command.
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3 COM22 X
gdUL[EF? " 000 (0] #| | Discover ¢ Connect| Read 2Wite | Paiing / Bonding || Adv. Commands

umnp(Fix):
04 FF 05 03 0514 00 00 00 Characteristic Read

Sub-Frocedure orinection Handle

ES] < <Twx - 0551 49073071 pe 8 Read Multiple Characteristic Values v 0:0000
-Uﬁ;de EI:FDUEO[rfT{‘?EH eadulifeg) Characteristic ¥alue Handle Start Handle
-Data Length 006 (5] byte(s) Ow0022;0x0025
ConnHandle 00000 [0) End Handl
Handle #0 (0022 [34] eegy noitance

Handle #1 (00025 (37)
Dump(Tx].
01 OF D' 06 (00 00 22 00 25 00

Yalug [@ -1 el ecimal () Hex
541 <P - 0551:49.865 Cor )
-Type 004 [Event) —
-EventCode (0xFF [HCI_LE_E «tEwent] /

Status
-Data Length 006 (5] bwtesls] @ é-—__-_ .I
Event 0x0B7F (BAP_HCI_ExtentionCommandStatus) — £l
Statug 000 (Success|
OpCode OxFDOE (4T T_ReadMultiFeg)
D atal ength 0x00 (0]

Dump(Rx): Characteristic Write
. Charactenistic Yalue Handle Connection Handle

0x0022 00000
[65] : <R - 05:51:60.022
-Tupe Ox04 [Ewent)
-EventCode OxFF [HCI_LE_E &tEwent]
-Data Length 00 (8] bytes(s) Value O 450l O Decimal @ Hex
Event 0<050F (ATT_ReadMuliR=p)
Status 0200 [Success) ki
ConnHandle (00000 (0]

Status
Fdulen 02 (2] ;
Yalues 070z BUEEe wirite

Dump(Rx)
04 FF 03 OF (05 00 00 00 02 07 02

< s l

Figure 26

4.3.6 Enabling Notifications

In BLE, it is possible for a GATT server device“mush” characteristic value data out to a clientice,
without being prompted with a read request. Thiscpss is called a “characteristic value notifiaatio
Notifications are useful in that they allow a devin a BLE connection to send out as much or e tiata

as required at any point in time. In addition, simo request from the client is required, the osadhis
reduced and the data is transmitted more effigienthe SimpleBLEPeripheral software contains an
example in which notifications can be demonstrated.

The third characteristic in the SimpleGATTProfilashwrite-only properties, while the fourth charsiste

in the profile has notify-only properties. Everydiseconds, the SimpleBLEPeripheral applicatiohtelle
the value of the third characteristic and copynitoithe fourth characteristic. Each time the fourth
characteristic value gets set by the applicatibe,grofile will check to see if notifications araabled. If
they are enabled, the profile will send a notifimatof the value to the client device.

Before natifications can be enabled, the handiheffourth characteristic must be found. This cambne

by using the “Discover Characteristic by UUID” pess (see section 4.3.4), with the UUID value set to
“F4:FF". The procedure will find one instance oétbharacteristic with type OxFFF4, and display ZB)

00 F4 FF” (the value of the declaration) in the I8 box, with “Success” displayed in the “Statusix.

As per theBluetoothspecification, the first byte “10” tells us thdiet properties of the characteristic are
notify-only. The second and third bytes “2B 00’1 ted that the handle of the characteristic valugx302B.
The fourth and fifth bytes tell the UUID of the chateristic, OXFFF4.

In order to enable natifications, the client devinast write a value of 0x0001 to the client chagdstic
configuration descriptor for the particular chaeaistic. The handle for the client characteristic
configuration descriptor immediately follows theacacteristic value’s handle. Therefore, a value of
0x0001 must be written to handle 0x002C. Enter 0" into the “Characteristic Value Handle” box in
the “Characteristic Write” section, and enter “0X:n the “Value” section (note that the LSB is ermd
first, and the MSB is entered last). Click the “WriValue” button. The status box will display “Sass”,
indicating that the write was successful.

Every five seconds, an attribute protottzindle Value Notificationpacket gets sent from the keyfob to the
dongle. With each notification, the value of theuccteristic at handle is displayed in the log wind
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0112 FD 03 00 0000 00 2C 00 07 00 # | | Discover / Connect| Read /wiite | Pairing # Bonding | Adv. Commands

I Characteristic Aead

!;ilp;ﬂp Rt z:z'gzsgi [Event] ub-Procedure onnection Handle
-EveniCode OxFF [HCI_LE_E#tE vent] Discover Characteristic by LUID w (0000
-Data Length : 080G (5] bytesls) Start Handl
Ewvent : OWDETF [GAP_HCI_EstentionCormmands tatus] art Handle
Status 0400 [Success) L[ owoom
OpCode : DWFD 2 [ATT_\WriteReq) Characteristic LIUID End Handl
DataLenath W00 [0 aractenistic nd Handle
Durnipl R [ it || osrrrF |
04 FF 06 7F 050012 FD 00

Vi3 <Fes - 05:55.22.950 Walue O AsCl imal @ Hex

-Type (404 [Event] 10 26 00 F4 FF

-EventCode < OwFF [HCI_LE_EwtEvent)

-Data Length : (1406 [] bytes{s] Status
Event 080513 (AT T_wiiteRsp) B4l |
Status < 0w00 [Success| ‘ C‘Succes:s) ‘ B =
ConnHandle - 00000 (0)

PduLen - 0x00(0)

Durap{Fix]: n :

04 FF DG 13 05 00 00 00 00 Characteristic ‘Write

Char. istic Yalue Handle nhection Handle

74]: <R - 0556 24.231 [ 04002C | R
Tupe - 0w0d [Event)

EventCode - OWFF [HCI_LE_EwtEvent]

Data Length - 0803 [9) bytesls)

Ewvent : 0<051E (AT T_HandleV alueMatification] Yalue O astll QEEClma\ ) Hex

Status : 0x00 [Success| -

ConrHande  : 0x0000 0] | o) |
PduLen S 0W03(3)

Handle 0.002E (43) Slalts ppom—, 3 W
oluz 09— Q) e Al
urap(Fx]:
4 FF 0918 05 00 00 00 03 28 00 03

v
< > [ J
Figure 27

The value should be “03” in each natification, @ritis copied from the value of the third charast& in
the profile (which has a default value of 3). Thigd characteristic has write-only properties, #mekefore
can be changed. By following the procedure fromiseet.3.4, the handle of the third characteristio be
found to be 0x0028. By following the procedure fregttion 4.3.2, a new value can be written to heandl
0x0028. Once this is done, the value of the foahhracteristic will change. This new value is retiel in
the incoming notification messages.

ﬁ Discover / Connect | Read /wite | Paining / Bonding | Adv.Commands
I Characteristic: Read

140] : <R - 06:00: 25,586

!Typ]e 2 - k04 [Evert) ub-Procedure onnection Handle
EventCode : OxFF [HCI_LE_ExtEvent) Discover Characteristic by UUID v 0x0000
-Data Length - 0w0B [] bytes(s]

Event - OR0B7F [GAP_HCI_ExtentionCommands tatus) Start Handle
Status - 0W00 [Success] | ‘ | 0x0001 |
OpCode S ORFD12 [ATT_WriteReq) =

Datalenth 0400 (0] ff Characteristic LUID | EndHande
Durp{Rx): 3 | R
04 FF 06 7F 06 0012 FD 00
I[-| 1] <R - 16.00.25.773 Value O ascl cimal @ Hex
-Type - 0w04 [Ewent] 08 28 00F3FF

-EventCode : OrFF [HCI_LE_EstEvent) '\

-Diata Length - 0w0B [6] bytes(s] Status = E— ".
Evert 040513 [ATT_WiiteR sp) e
Status - 0w00 [Success) | CSUCCESD =
ConrHandle 00000 [0

PduLen < 0w00 (0]

DumplFx]

04 FF 06 13 05 00 00 00 00 Characteristic Write

Characteristic Yalue Handle nnection Handle

Ni142): <A - 0B:00:29.258 w0028 |} [ ox0000
-Type - 0w04 [Ewent]

-EventCode : O4FF [HCI_LE_ExtEwent)

-Diata Length < 0w09 [9) bptes(s)

Event : 040518 [ATT_HandleValusMatification) Walle O ascll s 2 Decimal @ Hex
Status : 0w00 (Success)

ConrHandle - 00000 [0) 3

PduLen 0803 (3) Shatus — o
Handle : (I4002B [43) i

Value 09— Z I { success JE——— '
BDump(Rx): =~ S

04 FF (0316 0500 00 00 03 2B 0009

—
< | © [ )
Figure 28

4.4 Using the Simple Keys GATT Profile

The simple keys profile on the keyfob allows theide to send notifications of key presses and sglgdo
a central device. The UUID of the simple keys ddtaracteristic value is OXFFE1.

Using the same discovery process as before wittiRisover Characteristic by UUID” command, it can
be determined that the handle of the simple keys 8a0x0033. Like the fourth characteristic vainghe
simple GATT profile, the simple keys data is a “figurable” characteristic, in that the client devican
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4.5

configure the server to send notifications of tharacteristic value. The handle immediately follogvihe
characteristic value is the client characteristiofiguration descriptor.

The characteristic configuration of the simple kelaa is the attribute at handle 0x0034. To turn on
notifications, enter 0x0034 into the “Charactecidtalue Handle” box in the “Characteristic Writefcion,
and enter “01:00” in the “Value” section. The foitntan be set to either “Hex” or “Decimal”. Clicketh
“Write” button to send the write request over tlie When the keyfob receives the request, it withton
notifications of the simple keys data, and sendigewesponse to indicate success.

With notifications enabled, an attribute protodd¢hndle Value Notificationpacket gets sent from the
keyfob to the dongle as you press or release eithére buttons on the keyfob. The notificationsidld
show up in the message window. A value of “00” @adés that neither key is pressed. A value of “01”
indicates that the left key is pressed. A valug0@f indicates that the right key is pressed. Aueabf “03”
indicates that both keys are pressed.

199]: <Rw> - 0B:04:41.571

Tupe - 04 [Event)

EwentCode - OFF [HCI_LE_EwtE went)
[1ata Length - 009 [9] bytes(s)

Ewent s 0e051E [ATT_HandleW alush atification)
Statuz 000 [Success)
ConnHandle = 00000 (0]

PduLen - Ow03 (3]

Handle 00033 (51)

Walue :m h
Ciump(Fis):

D4 FF 0318 050000 00 03 33 0001

Figure 29

It is important to note that the simple keys profike included with the BLE development kit does not
conform to any standard profile specification avaiable from the Bluetooth SIG. At the time of the
release of the software, no official GATT service nfile specifications have been approved by the
Bluetooth SIG. Therefore the profile, including the GATT chaacteristic definition, the UUID values,
and the functional behavior, was developed by Texdastruments for use with the CC2540DK-MINI
development Kkit.

As the Bluetooth SIG begins to approve specifications for differentservice profiles, Texas
Instruments plans to release updates to the BLE swfare development kit with source code
conforming to the specifications.

Using BLE Security

BTool also includes the ability to make use of sigufeatures in BLE, including encryption,
authentication, and bonding.

4.5.1 Encrypting the Connection

The SimpleGATTProfile contains a fifth charactedstith a UUID of OxFFF5. Like the second
characteristic, this characteristic has read-oelymissions; however this characteristic can onlydza if
the link is encrypted.

Using the same discovery process as before witliRigeover Characteristic by UUID” command, it can
be determined that the handle of the simple keys ida0x002F. If you attempt to read this charastier
however, an error will occur with a status of “INSEICIENT_ENCRYPTION".

To encrypt the link, the pairing process must ligaited. Click on the “Pairing / Bonding” tab in B®l. In

the “Initiate Pairing” section at the top of theresn, check the boxes labeled “Bonding Enabled” and
“Authentication (MITM) Enabled”, and click the batt “Send Pairing Request”. This will send the resjue
to the peripheral device.
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[ paitocbDFlag  :0w00 Disable) &
pair.authReq 001 (L ing - exchange and save key information]
[

[

Digeover / Connect | Read /Wit pudv.Commands:

Pairing / Bonding |
pairmaxEKeySize 010 18] ailing

Initi
pait.keyDist ng\fﬁﬂ‘;:ﬁé:ﬁgﬁ?;Kw ﬁonding Enabled oﬁ\ulhenticalmn MITH] Enabled

Slave Signing Key
Master Enciyption Key

tMaster Identification Key
Master Signing Fey] Passhen Input

Conrection Handls: | Send Paiing Request

M DumplT=):
(1 08 FE 10 00 00 04 00 0000 00 00 00 00 00 00 Connection Handle:
(000000000000000005103F 0003000110 =
F

Send Passkey

Passkey: [*#7 | (000000 through 333339)

N/120]: <Ry - 02:08:41.387 Initizte Bond
Type 0404 [Evert) ;
‘EveniEods D4FF [HC)_LE_EstEvert] Conneclior Authenticated Bond, ;u:e
Data Length 04006 [E) byteslz] alse
Event D406 7F (GAF_HCI_EstertionCommandstatus) Longaim K=y 10 byte:)
Status 000 (Sucocess) /
OpCode 04FEDB [GAP_Authenticate) =
DataLength 000 (0) LTE Diversifier [2 bytes): Ox
DurnplFix): -
(04 FF 06 7F 06 00 0B FE 00 LTE Random [8 bytes]
I‘[Sﬂ] R 050841 512 Load Lang-Term K.ey Data From File Initiste Baond
Tppe 004 [Evert)
-EventCode OxFF [HCI_LE_E#tEvent] Long-Term key [LTK] Data
Data Length 040D [13] bytesfs)
Event 040608 (GAP_PasskeyMeeded)
Status 000 (Sucocess)
Devhddr 3C:20:B7:84:05:89
ConnHandle 00000 [0
Uil nput 001 [Aazk User Talnput & Passcodeh
Uidutput 0400 [Dan’t Display Passcode)
DurmplRx):
04 FF 0D DB 06 0D 89 06 84 B7 20 3C 00 0001 00 S L Ty D TaE

v

Figure 30

The peripheral will send a pairing response inrretwhich will require a six-digit passcode to beezed
by the user in order to complete the process. Bpicthis passcode is intended to be used by iplpenal
device containing a display. By displaying the gagson the peripheral device and requiring the tiser
enter it in on the central device’s user interfabe, link is authenticated, in that it has beerifieer that the
connection has not been hijacked using a man-iwldele (MITM) attack.

In the case of the SimpleBLEPeripheral softwarxed passcode “000000” is used, since the keyfoésd
not have a display (this value can be modifiedh& source code). In the box labeled “Passkey” & th
“Passkey Input” section, enter the value “000000d alick the “Send Passkey” button. Note that ifi yio
not send the passkey within 30 seconds after rieceihe pairing response message, the pairing psoce
will fail, and you will need to re-send the pairirgquest.

Status + 0400 [Success) #| | Discover / Connect | Read /wiite| Paiing / Bonding | Adv.Commands
OpCade : OWFEQC [GAP_PasskeyUpdate] = =

D ataLength - 0x001(0) Initiate Pairing

Dump(Fi: Bonding Enabled Authentication (MITH] Enabled

04 FF 0B 7F 06 000C FE 00

Conrection Handle: | 0:0000 | Send Paiting Request
£2]: <Ry - 03:23:45.700

Tope : 0x04 [Evert] Passkey Input

EventCode . OwFF [HCI_LE_E RIE vent) - = |
Data Length b [105] bytes(s] Connection Handle: Send Passkey

Event : 0x0B04, [GAP_AuthenticationComplete) H —

Status : 0x00 [Success) ] | 939]

ConnHandle T Uw0o0n0 107

uthState : 0x05 [Bonding - exchange and save key information

Man-n-The-Middle protection) |pitiate Bond

gzi:g; E-?EEIEE g:% H %3] Cannection Handle: i Authenticated Bond: (& True
: 9F:D7:40:ES 74 BE.ER:E7.AREE 12 38.05.0F 60.60 B bytes) O Fabse

 Dx4EER [20200) e Sl B

: B4:76:AE:EB:E2:7E:96:08

: 0l [1]

1 0x10(1E]

1 37:B5:8C014:18:26: 36 49 6C: 9780 EE:18:25:E6:89

: 0x5D2B [23851) LTE Random (8 bytes)

: 22:73BI0EF4B220:64

+ 0l [1]

: 61:70:00:E8: D3 C5:84: 1F:EB:66:65:80:CO:EB:EF:95

: 3C:20:B7:84:05.89

001 1] Long-Tem ey (LTK] Data

: J1:BD0:9CD4TE A BEE1:DE: 25:24: 9393 DE:AE BA I I

: OxFFFFFFFF [4294967295) by thenticated Bond: TRUE

Rl Long-Tem Key:

4 FFEA (1L 0500000005 01 109F D7 4D ES 74 37.85:8C:14:18:26:36:49.6C:97:80:EE:18: 25:65:89

6 EB 67 46 BE 12 38 05 0F 60 60 £6 4E 64 76 AE LTE. Diversifier: 045028

BE27ES60B 011037 B58C141B 26 36 43 6C LTK. Random: 22:79.89.58:74.82.25.64

78D EE 1B 256609 28 50 22798958 74 B2 28 Identity Info B Address: 3C:2D:RB7:B4:05:83

4 01 E1 7D 0D EB D3 CH 84 IFEBEEES 80 CD EE

F 9599 05 84 B7 2D 3C 01 31 BD 9C D4 7E A4 88 "

1 DE 25 24 99 99 DE AE B4 FF FF FF FF Save Long Term Key Data Ta File

LTE Diversifier (2 bytes): Dx:

[ Load Lang-T erm Key Data From File ] [ Iritiste Bond

umpl

v

Figure 31

When pairing is successfully completed, you wikk se “GAP_AuthenticationComplete” event in the log
window, with a “Success” status. The BLE connect®now encrypted. You will now be able to read the
fifth characteristic value (handle 0x002F) from theripheral. The five-byte value of the characteris
“01 02 03 04 05".
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4.5.2 Using Bonding and Long-Term Keys

Bonding is a feature in BLE that allows a devickerainitial pairing with a peer, to remember sfiieci
information about that peer device. In particuthg long-term key data that is generated duringrtitial
pairing process can be stored locally. If the catina is then terminated and the two devices later
reconnect, this data can be used to quickly réateitencryption without needing to go through th# f
pairing process and/or use a passkey. In addiffoa, client device had enabled notifications of any
characteristics on the server device while thedexices were bonded, the server device will remeritize
setting and the client will not have to re-enablent.

After pairing has been completed with bonding esdplthe “Long-Term Key (LTK) Data” will be
populated with some of the data from the “GAP_AatlwationComplete” event that was generated during
the encryption process. This data is required dainitiating encryption upon reconnect. Click th&aVve
Long-Term Key Data to File” button to save thisoimhation to file. The data is saved as in a “comma
separated value” (CSV) format as simple text, aad loe store anywhere on disk. Be sure to note the
location that the file is stored.

Status 014 [The Frocedure |s Completed) | | Discover / Cornect | Read /Wiite | Pairing / Bonding | Ady. Commands
ConnHandle (00000 (0]

PduLen Qw00 (D) Initiate Pairing

g:PFD[E?]US 0514 0000 00 Bonding Enabled Authentication [MITH] Enabled

Connection Handle: | 0x0000 Send Pailing Request

[176]: <Tw> - 05:03:30.935

-Type 0x01 [Command)

Gpeade D4FD0A (ATT_FeadReq) A

-Data Length 0x04 [4] byte(s) Connection Handle: Send Passkey
CannHandle 00000 (0]

Handle 0:002F (47] Passkey: (000000 through 933339)

Dump(T):
01 04 FD 04 00 00 2F 00
Initiate Bond

[177]: <R - 05:03:31.029 Connection Handle: 00000 Authenticated Bond: (&) Tiue
-Type (004 [Ewent) by O False
EveniCode D4FF [HCI_LE_EHE vert) e 1]

Data Length (05 (5] bytes(z) E4:72:45:08:E7:72:45:08:F 7.6 3 10:C4:E6:BF.95:CB

Event w067 (RAP_HCI_ExtentionCanmmandStatus)

Status 0x00 [Success| LTK Diversifier (2 bytes): Ox | SE2F

OpCode OwFD0A ATT_ReadReq|

D atalenath 000 () LTK Random (8 bytes]: OE:E9.63:8%:CD:ER:OF15

Dump(Fx):

04 FF 0B 7F 05 00 Os FD 00 Load Long-Tem Key Data From File ] [ Iritiate Bond
[178]: <Rxx - D5:03:31.217 Long-Term Key [LTK] D'ata

-Tupe Ow04 [Ewent)

-EventCode OsFF [HCI_LE_E 8iEwvent] Authenticated Bond: TRUE

-Data Length 0208 [11] bytes(s) Lang-Tem Key

Event (00808 [ATT_ReadRsp] CF:12:2C:95:74:50:1B:21:05: 04:0 6: 20069 94. 5E: 2D

Status 000 [Suceess] LTK, Diversifier. 0x1134

CannHandle (0000 (09 LTK Randor: E5:8F: 46:08:04:F:20:83

Pdulen 005 [5) |dentity Info BD Address: 3C:20:B7:84:05:99

Walue 0102030405

DumalFist ﬁ

04 FF OB 0B 05 00 00 00 05 01 02 03 04 05 SR AP VA

r [

Figure 32

Within the keyfob, a similar process is going anthat the SimpleBLEPeripheral software contaib®ad
manager that is storing the long-term key data ihdbad generated during encryption. Since the
SimpleBLEPeripheral does not have a file systeis, $simply storing the data in the nonvolatile meynof

the CC2540. More information on the bond managerbeafound in [2].

With a bond now active, you can enable notificagiaxf a characteristic value and have that setting
remembered for later. Note that if notificationsr&venabled before going through the pairing prqdéss

the setting will not be stored. Therefore, you waled to re-write the value “01:00” to a client i@d@eristic
configuration descriptor. For example, write “01:00 handle 0x0034 to enable notifications of key
presses, as was done in section 4.4. You shouldh@oveceiving notifications whenever the buttors ar
pressed or released. Because the devices are paitiecbonding enabled, the bond manager in the
SimpleBLEPeripheral software will store the clieoharacteristic configuration descriptor data in
nonvolatile memory.

To verify that bonding worked, you will need to cdisinect and re-connect. Click on the “Discover /
Connect” tab and click the “Terminate” button ag thottom of the screen to disconnect from the Keyfo
The message window will show a “GAP_TerminateLirdvent with “Success” status. In addition, the
connection information in the upper-left cornettlué screen will disappear.
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= BTool- Bluetooth Low Energy PC Application - v.10a

Device

= COM22
Port Info

= Devvice Info: 3 COM2Z2
eSS EanT o e fiandieyabeofieater Discaver / Connect fRead / Wite | Paiing / Bonding | Adv Commands

Discovery

0403 (3
n:nnala][m] Namehode Mode: | 0x03 (A1) -
it

[ whitsList Devices Found: 2
mp(R):
{4 FF 03 18 05 00 00 00 03 33 00 00 [ Soan [ ]

0,356
001 [Corm Connection Setings

end)
E 04 (GAP_T erminateLinkRequest] . =
e Min Connection Interval (5-3200] (100.00ms)

0
00000 Max Connection Interval (5-3200] (100.00ms)

Slave Latency (0433}

- Supervision Timeout (10-3200} (20000ms)

65
004 [E ven]

04FF [HCI_LE_E etEvert] [
008 [6] bytesfs]

0467 (G4P_HC_ExtentionCommandstatus)
0300 [Success)

Q:FEDR, (GAP_T eminateLinkRequest) ik Bl Establish Link

:0010)
AddType: | 0400 (Public) v| [ whielis
SIEvegDA: [3C:2DB7.84 0509 -
[104]: <Py - 04 10:00 574

0504 [Event]
O4FF HCI_LE_ExtEvent) [ E;Aablmh\L [

GAP_TemnateLink]
m
0418 [Host Requested] [T Conmecion e —OxB8e—— "
- —_—

)
114 FF 05 08 08 00 00 0016

Get ] [ Set

Dunp(Fx):
04 FF 06 7F 06 00 0& FE 00

)

Figure 33

At a later time, re-connect with the keyfob follogithe procedure in section 4.2.4. Once connegtad,
will notice that the simple keys notifications ar@ longer enabled. This is because the Simple Keyfde
will always reset the value of the client charastér configuration descriptor back to “00:00” if a
connection is terminated or if the device resets.

To re-initiate encryption and re-enable notificaaf key presses, return to the “Pairing / Bonttag. In

the “Initiate Bond” section, click the “Load LongeTm Key Data From File” button, and select the ifile
which the data was previously stored. The datadielill get automatically populated from the datétie

file. Click the “Initiate Bond” button to re-enabémcryption.

| 0000000007 00 Discover / Connect | Read anIEl Fairing / Bonding !dv Commands
Initiate: Paing

Il}ﬂ sl Ug;‘%?[ccmman g Bonding Enabled Authentication [MITM) Enabled

-Opcode 0+FEOF [(GAP_Bond) . E

DataLength :AE (30] bytfs] Connection Handle: | 0=0000 ‘ [ Send Paiing Request ]

ConnHandle D0=0000 (0]

Authenticated D41 [Yes) R

LongTemkey  : CF:12.2C35.74:50:18:21 850D 20:69.34, 5E .20 SR

DIV 0:1134 (4410) Connestion Handle: | 040000 | Send Pasckey

Rand ES:OF:46:08: 04:F0: 20:83

LTKSize 040 18] Passkey: (L0000 | 000000 through 339999)

Dump( T

01 OF FE 1E 0000 01 CF 12 2C 95 7A 6D 1B 21 85 »

04082069 94 5E 20 34 11 EGSF 46 0804 FO 20 Iritiate Bond

e310 Connection Handle: | 020000 Authenticated Bond: &) True
; O False

fr9e1: <R - 050509825 oo lem Keybby o)

e D402 (Evert) CF:12:2C:35,74:50:18:21:95.04:D8:20:63 345E.2D |

-EventCode 0xFF (HCI_LE_E#tEwent)

-Data Length 0x06 (5] bytes(s) LTK Diversifier (2 bytes]: O« 11

Ewent 0+067F [GAP_HCI_ExtentionCammandStatus] LY

Statuz 000 [Success) LTK Random (8 bytes) E5:8F:46:08:04:F0:20:83

OpCode DxFEOF [GAP_Bond)

Datalength 0«00 (0) L] LoadLongTem Key Data From File B q Initiate Bond )

Dump(R=.
04 FF 0B 7F 06 00 OF FE 00
Long-Term Key [LTE]) Data /

194]: <Rx: - 05:05:10.328 Authenticated Bop
Type x4 [Evert)

EventCode 0xFF (HCI_LE_E#tEwent)
0.

| e 05 4601 ;2105 04 D 82063 3456 2D
k’ LTK Diversifier. 0x1134
LTK Random: E5:8F:46:08:04:F0: 20:83

e Identity Info BD Address: 3C:20:B7-84:05:89

[ SavelongTemkKeyDataToFile |

0+060E [GAP_EondCamplete]
000 [Success)
G TR0 10T

ump(Rx]
4 FF 05 0E 06 0000 00

v

Figure 34

A “GAP_BondComplete” event with “Success” statudl wie displayed in the message window. This
indicates that the link has been re-encrypted, lwhan be verified by reading the fifth charactérisalue

in the SimpleGATTProfile at handle 0x002F. You velso now be able to receive notifications now when
the buttons on the keyfob are pressed or releasete client characteristic configuration desoripilue

of the key press characteristic has been stored. dhanges to the client characteristic configuratio
descriptor value (i.e. turning off notifications)lmbe saved to nonvolatile memory and remembered f
next time that encryption is initiated using thadeterm key.
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4.6 Additional Sample Applications

In addition to the SimpleBLEPeripheral applicatitine BLE software development kit includes propeat
source code files for several additional appligaiand profiles, including:

Blood Pressure Sensor- with simulated measurements

Emulated Keyboard- press the two buttons on théokelp simulate keyboard presses
Heart Rate Sensor- with simulated measurements

Health Thermometer- with simulated measurements

KeyFob Demo- uses the accelerometer and buzzéredkety/fob, also a proximity alarm

More information on these projects can be foungdjn
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5. Programming / Debugging the CC2540

The CC Debugger included with the CC2540DK-MINI kitows for debugging using IAR Embedded
Workbench, as well as for reading and writing hiéesfto the CC2540 flash memory using the SmartRF
Flash Programmer software. SmartRF Flash Prograralserhas the capability to change the IEEE address
of the CC2540 device. The BLE software developnkénincludes hex files for both the USB Dongle as
well as the keyfob. This section details the hargwsetup when using the CC Debugger, as well as

information on using SmartRF Flash Programmer.rimédion on using IAR Embedded Workbench for
debugging can be found in [2]

5.1 Hardware Setup for Keyfob

If the keyfob is viewed with the LED’s on top arftktcoin cell battery holder at the bottom, thengeof

pins closer to the top are the ones that shoulaskd for connecting to the debugger. Pin 1 is the@p the
lower right side:

DEBUG
CONNECTOR

PIN 1

Figure 35

Connect the CC Debugger to the keyfob as showmbde sure that the ribbon cable is oriented prigper
with the red stripe connected to pin 1:

Q
o
o
@
-3
=
a
Q
-

Figure 36

Connect the CC Debugger to the PC’'s USB port asdrima coin cell battery in the keyfob. The status
indicator LED on the CC Debugger should turn orth# LED is red, that means no CC2540 device was
detected. If it is green, then a CC2540 devicelmsn detected. If the keyfob is connected and Hie is
red, try pressing the reset button on the CC Debudthis resets the debugger and re-checks for26@C

device. If the LED still does not turn green, rexck that all cables are securely connected. Alsiiyvbat
the CC Debugger has the latest firmware (see sebtihl).
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@ 1ZC Debugger

Figure 37

Once the CC Debugger is set up with the statug#toii LED showing green, you are ready to eithadre
or write a hex file from the board, or to begin dgbing a project using IAR.

Power Savings Tip:Do not leave the CC Debugger connected to the keyf for extended periods of
time with the battery in the keyfob. As long as theCC Debugger is connected to the keyfob, power
management on the keyfob will be disabled. This witause a high, constant current draw from the
battery, and will significantly reduce the batterylife.

If you intend to perform a lot of debugging and expct to leave the debugger connected to the keyfob
for long periods of time, it is possible to draw pwer directly from the USB bus through the CC
Debugger, in which case a battery will not be requéd as long as the debugger is connected. To do
this, locate the pads for resistor R1, which are kated immediately next to the debug header on the
keyfob. Using a soldering iron, solder a small piec of wire across the two pads, shorting them
together.

Figure 38

5.2 Hardware Setup for USB Dongle

The setup process for flashing the USB Dongle iy s@milar to the process when flashing the keyfob.
First, plug the USB Dongle into a PC USB port (a3&B hub):
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DEBUG
CONNECTOR

PIN 1

Figure 39

Connect the CC Debugger to the USB Dongle as shmiow. Be sure that the ribbon cable is oriented
properly, with the red stripe connected to pin 1:

(@ CC Debugger

g TEXAS

INSTRUMENTS

FIELT RED STRIPE TO PIN 1
e

Figure 40

Connect the CC Debugger to the PC USB port. Thestadicator LED on the CC Debugger should turn
on. If the LED is red, that means no CC2540 dewiae detected. If it is green, then a CC2540 devase
been detected. If the USB Dongle is connected had ED is red, try pressing the reset button onGfe
Debugger. This resets the debugger and re-checles@G&2540 device. If the LED still does not turean,
re-check that all cables are securely connected.
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Figure 41

Once the CC Debugger status LED is showing gremum aye ready to use IAR to debug or to read orewrit
a hex file from/to the USB Dongle.

5.3 Using SmartRF Flash Programmer Software

Note: the instructions in the section apply to theest version of SmartRF Flash Programmer (version
1.9.0.0), which is available at the following URL:

http://focus.ti.com/docs/toolsw/folders/print/flaphogrammer.html

To start the application go into your programs Wwasing Start > Programs > Texas Instruments >
SmartRF Flash Programmer > SmartRF Flash Programifier program should open up the following
window:

+.{ Texas Instruments SmartRF@® Flash Programmer. Q|§|@

/. System-on-Chip | EB application (USE] | EE application [serial) | EB bootloader | M5P430 |
EXAS
]NSTRUM ENTS EE ID | Chip type | EE type EE firmware [0 | EB firmware rev
3685 CC2540  CC Debugger
Interface:
-

Flash image: |F‘:\Eng\naenng\F\eleases\BIuetoothLEr'I.U.D\FHTM\HBx_FiIes\cc254D_bIe1.ld J

Location

Read IEEE & Pimary " Secondary | [EEE 0O

I Retain IEEE address when reprograrming the chip

Yiew Info Page

Actions Flash lock [effective after programappend]:
" Erase and program ‘white: protect: ’—
" Erase, program and verify
" Append and verfy
™ ety against hew file NE: Cannot “Append and werify" when set!

+ Read flash into hex-file

[ Block debug commands [incl. read access)

Parform actions

Figure 42
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5.3.1 Checking the CC Debugger Firmware

Note: this step is only required when using a COhugger that was purchased separate from the
CC2540DK-MINI kit, or one that was included with aldler Texas Instruments development kit. If yoa ar
using the CC Debugger contained within the CC2540MIKII kit, this step should not be necessary.

The firmware of the CC Debugger can be seen clickire “EB Application (USB)” tab in the SmartRF
Flash Programmer window, and viewing the “EB firmgveev” value in the device list.

5‘: Texas Instruments SmartRF® Flash Programmer EHEE“

Spstem-on-Chip N EB application (USE] §EB application (serial) I EE bootloadar] MSP430 }

EE ID | Chip type |EB tvpe
E1E1  MN/& CC Debugger

TEXAS
INSTRUMENTS

Flazh image: |C:\F’rogramFiIes\TexasInslruments\Extras\ccdebuggel\cebal_fw_srfDEdbg.j J

[" Change ’_

Actiong
(% Eraze and program
(™ Eraze, program and verify

Perform actions ‘

| |ZC Debuager fimware update 0K
INEEEEEEEENENENNNEEEEENENEENENNNNEEEEEREREREREND

Figure 43
The value shown must be “0008” or higher; othervitse debugger will not recognize the CC2540. If the
firmware is “0007” or less, the firmware will netmlbe updated.

To update the firmware, click the “...” button negtthe “Flash image” text box, and select the follamyv
file:

C:\Program Files\Texas Instruments\Extras\ccdehicgfeal fw_srf05dbg.hex

With the “Erase, program and verify” selected untstions”, click the “Perform actions” button. Ti
will update the CC Debugger firmware to version18Q
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} Texas Instruments SmartRF® Flash Programmer E”Elrg|

7 System-on-Chip EB applic-ation [serial]] EE bnotloader] MSP43D]

TExas
]NSTRUM ENTS EEB ID | Chip type |EE type EE firmware ID | EB firmware rev

E16T  M/A CC Debugger

[Flashimage_ |C:\F‘rogram FiIes\Taxas|nstrumants\Extras\ccdebuggar\cabal_fw_srfUSdbg.ﬂ l

[” Change l_

Actions:
- & ard prograr

{* Eraze, program and wverify

Pertom actions |

—_———

Figure 44

The process will take around 10 seconds. Once aimpthe “EB firmware rev” value should change to
“0013". The debugger should now be able to recagtiiez CC2540.

5.3.2 Reading or Writing a Hex File to the CC2540

To read or write a hex file to the CC2540, selbet‘tSystem-on-Chip” tab. The connected CC2540 shoul
be detected and show up in the list of devices.duriBlash image” select the desired hex file tham y
would like to write to the device. If you are reaglifrom the CC2540, under “Flash image” enter the
desired path and filename for the hex file. To evtd the CC2540, under “Actions” select “Erase gpam
and verify”. To read from the CC2540, under “Actdselect “Read flash into hex-file”. To begin tlead

or write, click the button “Perform actions”.

If the action completes successfully, you shoulel e progress bar at the bottom of the windowufil]
and either one of the following two messages, deipgnon whether a write or a read was performed:
“CC2540 - ID2000: Erase, program and verify OK™81C2540 - ID2000: Flash read OK”.

You may see the following error message:

' V;a.rify against he:-:-file MB: Cannot “Append and vernfy" when setl

" Read fash into hextile

Perform actions |

Could niat hardware [it iz ibly in Lze by ather application)

Figure 45

If this comes up, it most likely means that you énd&R open and are debugging. You will need to stop
debugging before you can use SmartRF Flash Progeatancommunicate with the CC Debugger.

5.3.3 Reading or Writing the CC2540 Device Address

Every CC2540 device comes pre-programmed with quenéi8-bit IEEE address. This is referred to as the
device's “primary address”, and cannot be changted. also possible to set a “secondary addressé on
device, which will override the primary address mpower-up. SmartRF Flash Programmer can be used to
read the primary address, as well as to read ée Wré secondary address.
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To read back the primary address of a device cdeddao the CC Debugger, select “Primary” under the
“Location” option, and click the “Read IEEE” buttohhe primary device address should appear inde b
on the rightClick the “Perform Actions” button at the bottomgerform the read.

To read back the secondary address, select “Segdndader the “Location” option, and click the “Riéa
IEEE” button. The secondary device address shopjtbar in the box on the rightlick the “Perform
Actions” button at the bottom to perform the read.

To set a new secondary address, select “Secondadgér the “Location” option, and enter the desired
address in the box on the righltick the “Perform Actions” button at the bottomperform the write. If the
secondary device is set to “FF FF FF FF FF FF”,diixéice will use the primary address. If the seeond
device is set to anything else, the secondary addvél be used.

.{ Texas Instruments SmartRF@ Flash Programmer E]|§|@

; System-onChip | EB application (USE) | EB application (serial) | EE bootiader | MSP430 |

EXAS
]NSTRUM ENTS EE ID | Chip twpe | EE tupe EE firmware 10 | EB firmware rev

3685 CC2540  CC Dsbugger

Interface:

Fast =

Flash image: |E “Docurmerts and Settingshal27 21524y Dncuments\Prn\ects\EEZEdﬂ_Bsﬂ J

Location [ y
Read IEEE i Primay  Secondary | NEEE 0xff |3C 2D B7 84 06 53

etan address when reprogramming the chip
Wiew Info Page
Actions: Flash lock [effective after program.append]

&+ Erase and program

Wiite protect:

" Erase, program and verify
[™ Block debug commands [incl. read access)

" Append and verify )
£ ety against hexfile MNB: Cannot “Append and werify" when zet!

" Read flash into hex-file

Perform actions

Figure 46

Note that every time you re-program the devicegiS§martRF Flash Programmer, the secondary addiess o
the device will get set to FF.FF:FF:FF.FF:FF. Ttds be avoided by selecting the option “Retain IEEE
address when reprogramming the chip”. A similanaibn exists when a device is reprogrammed through
IAR Embedded Workbench, in that the secondary addnéll get set to FF:FF:FF:FF.FF.FF each time. To

avoid this, the IAR option “Retain unchanged meronpnder the “Debugger” > “Texas Instruments”
project option can be selected.
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Options for node “SimpleBLEPeripheral™

Category:

eneral Options
CJC++ Compiler
Assembler
Cuskom Build
Euild Actions
Linker
Debugger

Third-Party Driver

Infinzon
R.OM-Monitor
Analog Devices
Silabs
Simulakor

Download l Target ]

Flash Lock Pratection

™ Erase flash

Iv Fetain unchanged memong

=

v Werify download
# CRCAG
" Read back memory

™ Debug interface lock
™ Retain flash pages

™ Lock flash memary

Factary Settings

Cancel

Figure 47
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6. SmartRF™ Packet Sniffer

The SmartRF™ Packet Sniffer is a PC software agifitin used to display and store RF packets captured
with a listening RF hardware node. Various RF prote are supported, included BLE. The Packet Sniffe
filters and decodes packets and displays themconaenient way, with options for filtering and sige to

a binary file format.

uments SmartRF Packet Sniffer Bluetooth Low Energy

1
Lzoap-s

bata Type. cre
ox78042

Lzcap-c

5
[ssi

o) channer Access Address | o [Fes

oar | oxamisses | -a2 | o

- = e - WS |

| oxamioses | sec T v [ ox7a08E4)
Header = /Type Req =)

) L sy L2chP-Length : R | g ||
\_oxataisess | = it Gro017 Gerers 03 o8 | oxiecers | o4 | o

cre
Ox780642

(03

bata Type.
Lz0ap-C

..... Access Address |
_oxaiaioes |

renel

)

cre

Opcods Length AttDaa -~ mnmx
ko3 x0% 1500 10 14 00 T4 FF 15 00 10 1% 00 £ 7F | _oeriem o

mnm) [Fes
oataype [

i} ath
et Ox7B0642
e | ere

|[- L2cAP Header TT Error ussl [Fes
o0 || FZEAE neage T | Dpeo TegRTeeE K o
lox0005 T T Seotre - atr o R veon |_oxneemae |
>

LZEAP me Chantd
0x000a

bata Type.
ap-s

LECAP Header
LD WS 1D FoU-Lenyeh | [ZEAP:LengrChmd]Opcods Seare mmm m vnsndl Aevrype|
nnnnn

=

res
oK

(dBm)
~a

7&({“}%!

Coptaing v | o Cofiuestion | Select sk | Packot et | Ades bk | Disyfr| T e |

Selectcaptuig device:

Packes court: 283 Eror counti 0 e OfF

Figure 48

The USB Dongle included with the CC2540 Mini Deyeitent Kit can be used as the listening hardware
node, and can be useful when debugging BLE softvea@ications. The SmartRF™ Packet Sniffer

software can be downloaded at the following link:
http://focus.ti.com/docs/toolsw/folders/print/packé-sniffer.html
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7. General Information

7.1 Document History

SWRU270B

Revision Date Description/Changes

1.0 2010-10-08 | Initial release

1.0.1 2010-11-29 | Added information about packet sniffer and KeyFobDemo application
11 2011-07-13 | Updated with information from BLEv1.1 software release
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