ﬁ'\ MICROCHIP

Product Change Notification / SYST-15HJUP507

Date:

18-Dec-2020

Product Category:

32-bit Microcontrollers

PCN Type:

Document Change

Notification Subject:

ERRATA - SAM C20/C21 Family Silicon Errata

Affected CPNs:

SYST-15HIUP507 _Affected CPN_12182020.pdf
SYST-15HIUP507 _Affected CPN_12182020.csv

Notification Text:
SYST-15HJUP507

Microchip has released a new Product Documents for the SAM C20/C21 Family Silicon Errata of devices. If you are using one of these
devices please read the document located at SAM C20/ C21 Family Silicon Errata.

Notification Status: Final

Description of Change:

Rev. G Document:

The following silicon issue was added in this revision:

- AC: 1.5.6 Spurious COMP Interrupt

The following silicon issue was updated with a new verbiage:
- EVSYS: 1.12.1 Generic Clock

Rev. F Document: (09/2020)

The following Data Sheet Clarifications were added in this revision, and the older Data Sheet Clarifications were removed.
- PTC Characteristics for SAM C20/21 E/G/J at 105°C

- PTC Characteristics for SAM C2

- Moisture Sensitivity Level

Impacts to Data Sheet: None
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https://www.microchip.com/mymicrochipapi/api/pcn/DownloadPcnDocument?pcnId=15118&affectedcpns=pdf
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https://www.microchip.com/webdata/api/Document/DownloadDocumentsForFileHandlerByContentId?contentId=en598775

Reason for Change: To Improve Productivity
Change Implementation Status: Complete

Estimated First Ship Date: 18 Dec 2020

NOTE: Please be advised that after the estimated first ship date customers may receive pre and post change parts.

Markings to Distinguish Revised from Unrevised Devices: Traceability Code

Attachments:

SAM C20/ C21 Family Silicon Errata

Please contact your local Microchip sales office with questions or concerns regarding this notification.
Terms and Conditions:
If you wish to receive Microchip PCNs via email please register for our PCN email service at our PCN

home page select register then fill in the required fields. You will find instructions about registering for
Microchips PCN email service in the PCN FAQsection.

If you wish to change your PCN profile, including opt out, please go to the PCN home page select login
and sign into your myMicrochip account. Select a profile option from the left navigation bar and make
the applicable selections.
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SYST-15HJUP507 - ERRATA - SAM C20/C21 Family Silicon Errata

Affected Catalog Part Numbers (CPN)

ATSAMC20EI5A-ANT
ATSAMC20E15A-AUT
ATSAMC20EI5A-AZ
ATSAMC20E15A-AZT
ATSAMC20EI5A-MNT
ATSAMC20E15A-MUT
ATSAMC20EI5A-MZ
ATSAMC20E15A-MZT
ATSAMC20E16A-ANT
ATSAMC20E16A-AUT
ATSAMC20E16A-AZ
ATSAMC20E16A-AZT
ATSAMC20E16A-MNT
ATSAMC20E16A-MUT
ATSAMC20E16A-MZ
ATSAMC20E16A-MZT
ATSAMC20E16A-MZTVAO
ATSAMC20E16A-MZVAO
ATSAMC20E17A-ANT
ATSAMC20E17A-AUT
ATSAMC20E17A-AZ
ATSAMC20E17A-AZT
ATSAMC20E17A-MNT
ATSAMC20E17A-MUT
ATSAMC20E17A-MZ
ATSAMC20E17A-MZT
ATSAMC20E17A-MZTV10
ATSAMC20E17A-MZTVAO
ATSAMC20EI8A-ANT
ATSAMC20E18A-AUT
ATSAMC20EI18A-AZ
ATSAMC20E18A-AZT
ATSAMC20E18A-MNT
ATSAMC20E18A-MUT
ATSAMC20E18A-MZ
ATSAMC20E18A-MZT
ATSAMC20G15A-ANT
ATSAMC20G15A-AUT
ATSAMC20G15A-AZ
ATSAMC20G15A-AZT
ATSAMC20G15A-MNT
ATSAMC20G15A-MUT
ATSAMC20G15A-MZ
ATSAMC20G15A-MZT
ATSAMC20G16A-ANT
ATSAMC20G16A-AUNO1
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ATSAMC20G16A-AUT
ATSAMC20G16A-AZ
ATSAMC20G16A-AZT
ATSAMC20G16A-MNT
ATSAMC20G16A-MUT
ATSAMC20G16A-MZ
ATSAMC20G16A-MZT
ATSAMC20G17A-ANT
ATSAMC20G17A-AUT
ATSAMC20G17A-AZ
ATSAMC20G17A-AZT
ATSAMC20G17A-MNT
ATSAMC20G17A-MUT
ATSAMC20G17A-MZ
ATSAMC20G17A-MZT
ATSAMC20G18A-ANT
ATSAMC20G18A-AUT
ATSAMC20G18A-AZ
ATSAMC20G18A-AZT
ATSAMC20G18A-MNT
ATSAMC20G18A-MUT
ATSAMC20G18A-MZ
ATSAMC20G18A-MZT
ATSAMC20J15A-ANT
ATSAMC20J15A-AUT
ATSAMC20J15A-AZ
ATSAMC20J15A-AZT
ATSAMC20J15A-MNT
ATSAMC20J15A-MUT
ATSAMC20J15A-MZ
ATSAMC20J15A-MZT
ATSAMC20J16A-ANT
ATSAMC20J16A-AUT
ATSAMC20J16A-AZ
ATSAMC20J16A-AZT
ATSAMC20J16A-AZTVAO
ATSAMC20J16A-MNT
ATSAMC20J16A-MUT
ATSAMC20J16A-MZ
ATSAMC20J16A-MZT
ATSAMC20J16A-MZTVAO
ATSAMC20J17A-ANT
ATSAMC20J17A-AUT
ATSAMC20J17A-AZ
ATSAMC20J17A-AZT
ATSAMC20J17A-MNT
ATSAMC20J17A-MUT
ATSAMC20J17A-MZ
ATSAMC20J17A-MZT
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ATSAMC20J17A-UUT
ATSAMC20J18A-ANT
ATSAMC20J18A-AUT
ATSAMC20J18A-AZ
ATSAMC20J18A-AZT
ATSAMC20J18A-AZTVAO
ATSAMC20J18A-AZVAO
ATSAMC20J18A-MNT
ATSAMC20J18A-MUT
ATSAMC20J18A-MZ
ATSAMC20J18A-MZT
ATSAMC20J18A-UUT
ATSAMC20N17A-ANT
ATSAMC20N17A-AZ
ATSAMC20N17A-AZT
ATSAMC20N18A-ANT
ATSAMC20N18A-AZ
ATSAMC20N18A-AZT
ATSAMC21E15A-ANT
ATSAMC21EISA-AUT
ATSAMC21E15A-AZ
ATSAMC2IEISA-AZT
ATSAMC21E15A-AZTVAO
ATSAMC2IEI5A-MNT
ATSAMC21E15A-MUT
ATSAMC2IEISA-MUTDY
ATSAMC21E15A-MZ
ATSAMC21E15A-MZT
ATSAMC21E15A-MZTVAO
ATSAMC2IEI5A-MZVAO
ATSAMC21E16A-ANT
ATSAMC21E16A-AUT
ATSAMC21E16A-AZ
ATSAMC21E16A-AZT
ATSAMC21E16A-AZTVAO
ATSAMC21E16A-MNT
ATSAMC21E16A-MUT
ATSAMC21E16A-MUTDY
ATSAMC21E16A-MZ
ATSAMC21E16A-MZT
ATSAMC21E16A-MZTVAO
ATSAMC21E17A-ANT
ATSAMC21E17A-AUT
ATSAMC2IEI7A-AZ
ATSAMC21E17A-AZT
ATSAMC2IE17A-MNT
ATSAMC21E17A-MUT
ATSAMC21E17A-MZ
ATSAMC21E17A-MZT
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ATSAMC21E17A-MZTV07
ATSAMC21E17A-MZTVAO
ATSAMC21E18A-ANT
ATSAMC21EI8A-AUT
ATSAMC21E18A-AZ
ATSAMC21EI8A-AZT
ATSAMC21E18A-AZTVAO
ATSAMC2IEI8A-MNT
ATSAMC21E18A-MNTDY
ATSAMC2IEI8A-MUT
ATSAMC21E18A-MUTDY
ATSAMC21EI8A-MUTNO1
ATSAMC21E18A-MZ
ATSAMC21E18A-MZT
ATSAMC21E18A-MZTV02
ATSAMC21EI18A-MZTV05
ATSAMC21E18A-MZTVAO
ATSAMC21GI15A-ANT
ATSAMC21G15A-AUT
ATSAMC21G15A-AZ
ATSAMC21G15A-AZT
ATSAMC21G15A-MNT
ATSAMC21G15A-MUT
ATSAMC21GI15A-MZ
ATSAMC21G15A-MZT
ATSAMC21G16A-ANT
ATSAMC21G16A-AUT
ATSAMC21G16A-AZ
ATSAMC21G16A-AZT
ATSAMC21G16A-MNT
ATSAMC21G16A-MUT
ATSAMC21G16A-MZ
ATSAMC21G16A-MZT
ATSAMC21G16A-MZTVAO
ATSAMC21G17A-ANT
ATSAMC21G17A-AUT
ATSAMC21G17A-AZ
ATSAMC21G17A-AZT
ATSAMC21G17A-MNT
ATSAMC21G17A-MU
ATSAMC21G17A-MUT
ATSAMC21G17A-MZ
ATSAMC21G17A-MZT
ATSAMC21G17A-MZTV08
ATSAMC21G17A-MZTVAO
ATSAMC21G17A-MZVAO
ATSAMC21G18A-ANT
ATSAMC21G18A-AUT
ATSAMC21G18A-AZ
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ATSAMC21G18A-AZT
ATSAMC21G18A-MNT
ATSAMC21G18A-MUT
ATSAMC21G18A-MUTNO1
ATSAMC21G18A-MZ
ATSAMC21G18A-MZT
ATSAMC21G18A-MZTVAO
ATSAMC21J15A-ANT
ATSAMC21J15A-AUT
ATSAMC21J15A-AZ
ATSAMC21J15A-AZT
ATSAMC21J15A-MNT
ATSAMC21J15A-MUT
ATSAMC21J15A-MZ
ATSAMC21J15A-MZT
ATSAMC21J15A-MZTVAO
ATSAMC21J16A-ANT
ATSAMC21J16A-AUT
ATSAMC21J16A-AZ
ATSAMC21J16A-AZT
ATSAMC21J16A-AZTVAO
ATSAMC21J16A-AZVAO
ATSAMC21J16A-MNT
ATSAMC21J16A-MUT
ATSAMC21J16A-MZ
ATSAMC21J16A-MZT
ATSAMC21J16A-MZTV03
ATSAMC21J16A-MZTVAO
ATSAMC21J17A-ANT
ATSAMC21J17A-AUT
ATSAMC21J17A-AZ
ATSAMC21J17A-AZ510
ATSAMC21J17A-AZT
ATSAMC21J17A-AZT510
ATSAMC21J17A-AZTV06
ATSAMC21J17A-AZTVAO
ATSAMC21J17A-MNT
ATSAMC21J17A-MUT
ATSAMC21J17A-MUTB2
ATSAMC21J17A-MUTNO2
ATSAMC21J17A-MZ
ATSAMC21J17A-MZT
ATSAMC21J17A-MZTV04
ATSAMC21J17A-MZTV09
ATSAMC21J17A-MZTVAO
ATSAMC21J17A-UUT
ATSAMC21J18A-ANT
ATSAMC21J18A-AUT
ATSAMC21J18A-AZ

Date: Thursday, December 17, 2020




SYST-15HJUP507 - ERRATA - SAM C20/C21 Family Silicon Errata

ATSAMC21J18A-AZ510
ATSAMC21J18A-AZT
ATSAMC21J18A-AZT510
ATSAMC21J18A-AZTVAO
ATSAMC21J18A-MNT
ATSAMC21J18A-MUT
ATSAMC21J18A-MZ
ATSAMC21J18A-MZT
ATSAMC21J18A-MZTVAO
ATSAMC21J18A-UUT
ATSAMC2IN17A-AN
ATSAMC2INI7A-ANT
ATSAMC2IN17A-AZ
ATSAMC2INI7A-AZT
ATSAMC2IN18A-AN
ATSAMC2INI8A-ANT
ATSAMC2IN18A-AZ
ATSAMC2INI8A-AZT
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MICROCHIP

SAM C20/C21

SAM C20/C21 Family Silicon Errata and Data Sheet
Clarification

SAM C20/C21 Family

The SAM C20/C21 family of devices that you have received conform functionally to the current Device Data Sheet
(DS60001479G), except for the anomalies described in this document.

The silicon issues discussed in the following pages are for silicon revisions with the Device and Revision IDs listed in

the tables shown below.

The errata described in this document will be addressed in future revisions of the SAM C20/C21 family silicon.

Note: This document summarizes all silicon errata issues from all revisions of silicon, previous as well as current.

Data Sheet clarifications and corrections (if applicable) are located in 2. Data Sheet Clarifications, following the

discussion of silicon issues.

Table 1. SAM C20 Family Silicon Device Identification

Part Number

Device ID (DID[31:0])

Revision (DID.REVISION[3:0])

ATSAMC20E15A
ATSAMC20E16A
ATSAMC20E17A
ATSAMC20E18A
ATSAMC20G15A
ATSAMC20G16A
ATSAMC20G17A
ATSAMC20G18A
ATSAMC20J15A

ATSAMC20J16A

ATSAMC20J17A

ATSAMC20J18A

ATSAMC20N17A
ATSAMC20N18A

© 2020 Microchip Technology Inc.

0x1100xx0D
0x1100xx0C
0x1100xx0B
0x1100xx0A
0x1100xx08
0x1100xx07
0x1100xx06
0x1100xx05
0x1100xx03
0x1100xx02
0x1100xx01

0x1100xx00
0x1100xx21

0x1100xx20

e le e =] |

0x1 0x2 0x3 0x4 0x5
N/A N/A N/A 0x4 N/A
Errata DS80000740G-page 1



SAM C20/C21

Table 2. SAM C21 Family Silicon Device Identification

Part Number

Device ID (DID[31:0])

Revision (DID.REVISION[3:0])

ATSAMC21E15A
ATSAMC21E16A
ATSAMC21E17A
ATSAMC21E18A
ATSAMC21G15A
ATSAMC21G16A
ATSAMC21G17A
ATSAMC21G18A
ATSAMC21J15A

ATSAMC21J16A

ATSAMC21J17A

ATSAMC21J18A

ATSAMC21N17A
ATSAMC21N18A

Note:

0x1101xx0D
0x1101xx0C
0x1101xx0B
0x1101xx0A
0x1101xx08
0x1101xx07
0x1101xx06
0x1101xx05
0x1101xx03
0x1101xx02
0x1101xx01

0x1101xx00
0x1101xx21

0x1101xx20

0x1 0x2 0x3

N/A N/A N/A

relele e F |

0x4 0x5

0x4 N/A

1. Refer to the “Device Service Unit” chapter in the current Device Data Sheet (DS60001479G) for detailed
information on Device Identification and Revision IDs for your specific device.

Silicon Errata Summary

Errata

C20/C21

Affected

Revisions
Number Issue Summary Device
BECEE
At start-up and in case of clock failure E/G/J X
Clock Failure detection (CFD), the auto switch by the CFD
OSC32KCTRL 1.1.1
Detection does not work if XOSC32K is requested by N
the GCLK.
When a System Reset is applied, the E/G/J X
0OSC48M System Reset 1.2.1 OSC48MDIV register is reset, but the value is
not synchronized. N
Changing the division ratio (OSC48MDIV) E/G/J X X X | X X
while the OSC48M is running but not
. . requested by any generic clock generator
0SC48M D Rat 1.2.2
vision atio (GCLK_GEN) makes the OSC48DIV bit in N X
the OSC48MSYNCBUSY register to remain
always set.
© 2020 Microchip Technology Inc. Errata DS80000740G-page 2



SAM C20/C21

........... continued

Errata
Number

Issue Summary

C20/C21
Device

Affected
Revisions

FDPLL

FDPLL

FDPLL

FDPLL

ADC

ADC

ADC

ADC

ADC

ADC

ADC

ADC

AC

Standby Mode

Clocking
Accuracy

Ratio Value

FDPLL Loop
Divider Ratio

Software Trigger

Least Significant
Byte Result

Window Monitor

Synchronized
Event

Software Trigger
Sync Busy Status

Reference Buffer
Offset
Compensation

Differential and

Single-Ended
Mode

Power
Consumption

Hysteresis

1.3.1

1.3.2

133

1.3.4

1.41

1.4.2

143

1.4.4

1.4.5

1.4.6

1.4.7

1.4.8

1.5.1

When entering Standby mode, the FDPLL is
still running even if not requested by any
module causing extra consumption.

The FDPLL96M exhibits high period jitter and
is not suitable for accurate clocking.

When FDPLL ratio value in the DPLLRATIO
register is changed on the fly,
STATUS.DPLLLDRTO will not be set even
though the ratio is updated.

Changing the FDPLL Loop Divider Ratio on-
the-fly does not work if the GCLK_DPLL_32K
is not available.

Once set, the ADC.SWTRIG.START will not
be cleared until the microcontroller is reset.

The LSB of ADC result is stuck at zero in
unipolar mode for 8-bit and 10-bit resolution.

When the window monitor is enabled and its
output is '0', the ADC GCLK is kept running.

If a synchronized event is received during an
ADC conversion, the ADC will not
acknowledge the event,causing a stall of the
event channel.

ADC SYNCBUSY.SWTRIG becomes stuck to
one after wake-up from Standby Sleep mode.

TUE of the ADC conversion result is out of
specification.

Electrical characteristics for differential mode
and Single-Ended mode do not meet the
published specification in the product data
sheet.

Power consumption for the ADC does not
meet the published specification in the
product data sheet.

Hysteresis is only present for a falling (1->0)
transition of the comparator output.

E/G/J

N

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

EERER

X

© 2020 Microchip Technology Inc.

Errata

DS80000740G-page 3



SAM C20/C21

........... continued

Errata
Number

Issue Summary

C20/C21
Device

AC

AC

AC

AC

AC

CAN

CAN

CAN

CAN

CAN

CAN

Low-Power Mode
with Hysteresis

Analog Pins

Hysteresis

Power
Consumption

Spurious COMP
Interrupt

CAN 2.0 Frame
Transmit

CAN Operation
Mode

CAN FD
Operation

Classic CAN
Operation

FDF bit

CAN Mode
Change

1.5.2

1.5.3

154

1.5.5

1.5.6

1.6.1

1.6.2

1.6.3

1.6.4

1.6.5

1.6.6

Low-Power mode (COMPCTRLn.SPEED =
0x0) with hysteresis enabled
(COMPCTRLN.HYSTEN = 0x1) may result in
undesired behavior of the AC.

Analog pins are shared between PTC and
AC module.

Hysteresis specification for the AC does not
meet the published specification in the
product data sheet.

Power consumption for the AC does not meet
the published specification in the product
data sheet.

A spurious COMP interrupt can occur upon
AC enabling when INTREF is selected as the
negative input (COMPCTRL.MUXNEG =
INTREF).

When a CAN 2.0 frame is transmitted while
CAN FD operation is enabled, a recessive
stuff bit following the first reserved bit will

cause a shift in the DLC.

When CCCR.CME # ""00™ and a change of
the CAN operation mode is requested by
writing to CCCR.CMR while frame
transmission/reception is ongoing, this
request may be ignored.

M_CAN will internally overwrite the received
arbitration bits with the pending
transmission’s arbitration bits.

When BTP.TSEG2 and BTP.BRP are zero,
and the M_CAN transmits a frame, the FDF
bit in CAN FD format (reserved bit in Classic
CAN format) in the control field may be
falsified.

When a CAN frame is received with bit FDF
and the following res bit both recessive, the
protocol controller correctly detects a
Protocol Exception Event.

Erroneous transmission when CCCR.CMR is
changed during start of transmission.

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

Affected
Revisions

© 2020 Microchip Technology Inc.

Errata
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SAM C20/C21

........... continued

Errata
Number

Issue Summary

C20/C21
Device

Affected
Revisions

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

CAN

Restricted
Operation Mode

CCCRL.INIT

Message
Transmission in
DAR Mode

Setting
CCCR.CCE
During a TX Scan

CAN FD Network
Compatibility

On-demand Clock
Source

Edge Filtering

Erroneous
Transmission

DAR Mode

TxFIFO

High Priority
Message (HPM)
interrupt

INTFLAG Status

1.6.7

1.6.8

1.6.9

1.6.10

1.6.11

1.6.12

1.6.13

1.6.14

1.6.15

1.6.16

1.6.17

1.6.18

After detecting a Message RAM Access
Failure during frame transmission, interrupt
flag IR.MRAF is set and the M_CAN enters

Restricted Operation Mode (CCCR.ASM

="1).

When CCCR.INIT is set while the M_CAN is
receiving a frame, the next received frame
after resetting CCCR.INIT will cause
IR.MRAF to be set.

When a message is transmitted while
CCCR.DAR =1’ the Event Type of the
corresponding Tx Event FIFO element is ET
=""01"" instead of ET = ""10™".

When CCCR.CCE is set while the M_CAN Tx
Handler is scanning the Message RAM for Tx
Buffers with pending transmission
requests,register TXBRP is reset and the Tx
Handler FSM is halted.

The CAN FD frame format implements Bosch
CAN FD Specification V1.0 and is not
compatible with 1ISO11898-1.

The CAN is not compatible with an on-
demand clock source.

When edge filtering is activated, the CAN
synchronizes itself wrongly and does not
correctly receive the first bit of the frame.

When NBTP.NTSEG2 is configured to zero, a

dominant third bit of Intermission may cause

the CAN to wrongly transmit the first identifier
bit dominant instead of recessive.

Retransmission in DAR mode due to lost
arbitration.

Tx FIFO message sequence inversion.

Unexpected High Priority Message (HPM)
interrupt

Message transmitted with wrong arbitration
and control fields.

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

x
x
x
X X X X X
x

x

© 2020 Microchip Technology Inc.
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SAM C20/C21

........... continued

CCL

CCL

CCL

CCL

Device

Device

Device

Device

Device

Device

Device

Device

Device

RS Latch Reset

Sequential Logic

Enable Protected
Registers

PAC Protection
Error

Idle Sleep Mode

Clock
Configuration

TC Selection

CTRLB Register
Writes

Increased Power
Consumption

SYSTICK
Calibration Value

DMA Write
Access

PC10 Pin

DAC Output

Errata
Number

1.71

1.7.2

1.7.3

1.7.4

1.8.1

1.8.2

1.8.3

1.8.4

1.8.5

1.8.6

1.8.7

1.8.8

1.8.9

Issue Summary

The reset of the RS latch is not functional.

LUT Output is corrupted after enabling the
CCL when sequential logic is used.

The SEQCTRLx and LUCTRLXx registers are

enable-protected by the CTRL.ENABLE bit,

whereas they should be enable-protected by
the LUTCTRLx.ENABLE bits.

Writing the Software Reset bit in the Control
A register (CTRLASWRST) will trigger a PAC
protection error.

In Idle Sleep mode, the APB and AHB clocks
are not stopped if the FDPLL is running as a
GCLK clock source.

The Analog Comparators and ADC1 use the
same generic clock configuration.

The default TC selection as CCL input is not
TCO, but TC4.

In 12C Slave mode, writing the CTRLB
register when in the AMATCH or DRDY
Interrupt Service Routines can cause the
state machine to reset.

Increased power consumption in Standby
Sleep mode.

The SYSTICK calibration value is incorrect.

DMA write access in Standby mode (i.e.,
during SleepWalking) may not work on some
registers.

Driving PC10 to logic HIGH affects
VDDCORE.

When using DAC Output as Positive MUX
Input Selection for the ADC, starting an ADC
conversion results in noise on the DAC
Output voltage and noisy ADC reading.

C20/C21
Device

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

Affected
Revisions

© 2020 Microchip Technology Inc.
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SAM C20/C21

........... continued

Errata
Number

Issue Summary

C20/C21
Device

EERER
X X

Affected
Revisions

When using DAC Output as the Reference E/G/J X | X X
DAC Output . .
) Selection for the SDADC, starting a SDADC
Device Reference 1.8.10 . . .
. conversion results in noise on the DAC N X
Selection
Output voltage.
; ; E/G/J X
VREGSMOD bits have no effect in the
Devi VREGSMOD bit: 1.8.11
eviee GSMOD bits PM.STDBYCFG register. N
Device 0SC48M 1812 The OSC48M accuracy cannot be reached E/GN XX X X
Accuracy o for the whole VDD range. N
Potential hard fault tandby entry wh BIGI | X | X | XXX
Device Standby entry | 1.8.13 | | Cona nardiautupon standby entry when
systick interrupt is enabled N X
0 Ditheri ith ; E/G/J X
L DAC in Dithering mode with right-adjust data
DAC Dith M 1.9.1
ithering Mode leads to INL of 16 LSBs. N
When DAC.CTRLA.RUNSTDBY = 0 and E/G/J X X[ X X X
Standby Sleep . .
DAC Mode 1.9.2 DATABUF is written, DAC.INTFLAG.EMPTY
will be set after exit from Sleep mode. N X
If data is written to CRCDATAIN in two E/G/J X
DMAC CRSV?;;LAIN 1.10.1 consecutive instructions, the CRC
computation may be incorrect. N
DMAC Fetch Error 1102 When using more than one DMA channel a E/GN X XX
fetch error can appear on this channel.
N X
When at least one channel using linked E/G/J X | X X
Enablin descriptors is already active, enabling
DMAC Channelgs 1.10.3 another DMA channel can result in a channel
Fetch Error (FERR) or an incorrect descriptor N X
fetch.
Linked When using concurrent channels triggers, the E/G/J X X
DMAC ) 1.10.4 DMAC write-back descriptors may get
Descriptors N
corrupted.
If the NMI pin PORT config is INPUT+PULL- E/G/J X
UP enabled and the NMlI is configured to
EIC NMI Exception 1.11.1 trigger on rising edge (or both edges), the
NMI exception is triggered as soon as the N
NMI config is written.
; ; e E/G/J X
EIC o 1.11.2 The EIC ASYNCH register is not write
protected. N
Errata DS80000740G-page 7
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Errata

Number

Issue Summary

C20/C21
Device

Affected
Revisions

EIC

EIC

EIC

EIC

EVSYS

EVSYS

EVSYS

EVSYS

PORT

PORT

Spurious Flag

False NMI
Interrupt

Edge Detection

Edge Detection in
Standby Mode

Generic Clock

Overrun Flag
Trigger

Software Event

Event Channel
Configuration

Overrun Events

PORT Read and
Write

1.12.1

1.12.2

1.12.3

1.12.4

1.13.1

1.13.2

When the EIC is configured to generate an
interrupt on a low level or rising edge or both
edges with the filter enabled, a spurious flag

might appear for the dedicated pin on the
INTFLAG.EXTINT[x] register

Changing the NMI configuration
(CONFIGN.SENSEX) on-the-fly may lead to a
false NMl interrupt.

When enabling EIC, SYNCBUSY.ENABLE is
released before EIC is fully enabled.

When the asynchronous edge detection is
enabled, and the system is in Standby mode,
only the first edge will be detected.

Using synchronous, spurious overrun can
appear with generic clock for the channel
always on.

The acknowledge between an event user and
the EVSYS clears the CHSTATUS.CHBUSYn
bit before this information is fully propagated
in the EVSYS one
GCLK_EVSYS_CHANNEL_n clock cycle
later.

When using a software event on a channel
with resynchronized path,
CHSTATUS.CHBUSYn bit will not be set
immediately.

Right after an Event channel configuration is
done and enabled, the channel is busy for 1
generic clock (GCLK_EVSYS_Channelx)
tick, however the
EVSYS.CHSTATUS.CHBUSYn
corresponding bit is not set during that time.

When the PORT is defined as EVSYS.USER
in a synch/resynch path, the first event is
transmitted to the PORT but the
acknowledgment coming from the PORT is
not released.

PORT read/write attempts on non-
implemented registers, including addresses
beyond the last implemented register group

(PA, PB,...) do not generate a PAC protection
error.

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

© 2020 Microchip Technology Inc.
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Errata
Number

Issue Summary

C20/C21
Device

PORT

NVMCTRL

PTC

RTC

RTC

RTC

SERCOM

SERCOM

SERCOM

SERCOM

SERCOM

SERCOM

Write-Protect

EEPROM Cache

Excess Power
Consumption

Read
Synchronization

COUNTSYNC

Write Corruption

SPI Mode

Auto-baud Mode

SPI

USART

12c

Repeated Start

1.13.3

1.14.1

1.15.1

1.16.1

1.16.2

1.16.3

1171

1.17.2

1.17.3

1.17.4

1.17.5

The non-debugger IOBUS writes to the PAC
Write-protected registers are not prevented
when the PORT is PAC Write-protected.

The RWW EEPROM cache is not invalidated
when performing write or erase operations.

The PTC generic clock is always requested
during Standby mode when RUNSTDBY is
set to one.

The COUNTSYNC/CLOCKSYNC bit of the
RTC.CTRLA register has no effect.

When COUNTSYNC is enabled, the first
COUNT value is not correctly synchronized
and generates an incorrect value.

An 8-bit or 16-bit write access for a 32-bit
register, or an 8-bit write access for a 16-bit
register can fail.

If the SERCOM is enabled in SPI mode with
SSL detection enabled (CTRLB.SSDE) and
CTRLB.RXEN =1, an erroneous slave select
low interrupt (INTFLAG.SSL) can be
generated.

In USART Auto-baud mode, missing Stop
bits are not recognized as inconsistent sync
(ISF) or framing (FERR) errors.

In SPI Slave mode with Slave Data Preload
Enabled (CTRLB.PLOADEN = 1), the first
data sent from the slave will be a dummy
byte if the master cannot keep the Slave

Select pin low until the end of transmission.

In USART operating mode, if
DBGCTRL.DBGSTOP=1, data transmission
is not halted after entering Debug mode.

In 12C slave transmitter mode, at the
reception of a NACK, if there is still data to be
sent in the DMA buffer, the DMA will push
data to the DATA register.

For Master Write operations (excluding High-
Speed mode), in 10-bit addressing mode,
writing CTRLB.CMD = 0x1 does not correctly
issue a Repeated Start command.

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

Affected
Revisions

X X X X X

X

X X | X X X

X
X
X
X X | X | X
X

X
X
X X | X X
X

© 2020 Microchip Technology Inc.
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........... continued

Errata
Number

Issue Summary

C20/C21
Device

Affected
Revisions

For High-Speed Master Write operations, E/G/J X X X X X
writing CTRLB.CMD = 0x1 issues a STOP
Repeated Start .
SERCOM 2c 1.17.7 command instead of a Repeated Start,
making repeated start not possible in that N X
mode.
CLKHOLD Bit The STATUS.CLKHOLF) bit in master a.md E/G/J X X X | X X
SERCOM 0 1.17.8 slave modes can be written whereas it is a
Status in I<C . N X
read-only status bit.
NACK and For High-Speed Master Read operations, E/G/J X | X X | X X
di NACK (CTRLB.CMD = 0x2) f
SERCOM | Repeated Startin = 1.47.9 | Sending @ NACK( : x2) forces
2 a STOP to be issued, making repeated start N X
1<C Master Mode S
not possible in that mode.
10-bit Addressing 10-bit addressing in I2C Slave mode is not E/GN X X X X X
SERCOM 1.17.10 )
Mode functional.
N X
In 12C mode, LENERR, SEXTOUT, E/G/J X | X X | X X
SERCOM 12C in Slave Mode | 1.17.11 LOWTOUT, COLL and BUSERR bits are not
cleared when INTFLAG.AMATCH is cleared. N X
In USART operating mode with Collision E/G/J X X X X X
Detection enabled (CTRLB.COLDEN = 1),
SERCOM CoII|S|.on 11712 the SERCOM wiill r10t abo.rt. the. current
Detection transfer as expected if a collision is detected N X
and if the SERCOM APB Clock is lower than
the SERCOM Generic Clock.
; ; P E/G/J X X X X X
SERCOM Quick Command 11713 Message transmitted Wlth. wrong arbitration
and control fields. N X
o E/G/J X X X X X
SERCOM USART 11714 Unexpected over consumption in Standby
mode
N X
If the APB clock is not 2x or higher than the E/G/J X
SDADC Input Conversion 1.18.1 Generic Clock frequency, the first input
conversion in a sequence will be invalid. N
Poor INL is observed when the SDADC input /Gl X | XXX
SDADC INL 1.18.2 ) )
signal is close to VREF. N
; E/G/J X
SDADC Conversions 1183 The default value of zero in GAINCORR
causes RESULT to be zero. N
Power Power consumption for the SDADC does not E/G/J X X X X
SDADC . 1.18.4 meet the published specification in the
Consumption N X
product data sheet.
PAC Write When PAC Write-Protection is enabled for E/G/J X X X X X
TSENS . 1.19.1 TSENS, writes to TSENS.CTRLB are not
protection . N X
functional.
Errata DS80000740G-page 10
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Errata

Number

Issue Summary

C20/C21
Device

Affected
Revisions

TC

TC

TC

TCC

TCC

TCC

TCC

TCC

TCC

TCC

TCC

TCC

Capture Overflow

1/0 Pins

SYNCBUSY Flag

Circular Buffer

RAMP 2 Mode

CAPTMARK

Capture Overflow

Advance Capture
Mode

SYNCBUSY

Dithering Mode

PERBUF

TCC with EVSYS
in SYNC/
RESYNC Mode

1.20.1

1.20.2

1.20.3

1.21.1

1.21.2

1.21.3

1.21.4

1.21.5

1.21.6

1.21.7

1.21.8

1.21.9

A capture overflow can occur without
INTFLAG.ERR being set if a new capture
occurs within 3 APB clock periods + 3
generic clock periods after a previous
capture.

The input capture on I/O pins does not work.

When clearing the STATUS.PERBUFV/
STATUS.CCBUFx flag, SYNCBUSY flag is
released before the PERBUF/CCBUFx
register is restored to its appropriate value.

When the circular buffer is enabled, an APB
clock is requested to update the
corresponding APB register.

In RAMP 2 mode with Fault keep, qualified
and restart, if a fault occurred at the end of
the period during the qualified state, the
switch to the next ramp can have two
restarts.

FCTRLX.CAPTURE[CAPTMARK] does not
work as described in the data sheet.

A capture overflow can occur without
INTFLAG.ERR being set if a new capture
occurs within 3 APB clocks + 3 generic Clock
periods from a previous capture.

Advance Capture mode does not work if an
upper channel is not in one of these mode.

When clearing STATUS.xxBUFV flag,
SYNCBUSY is released before the register is
restored to its appropriate value.

Using TCC in Dithering mode with external
retrigger events can lead to unexpected
stretch of right-aligned pulses, or shrink of
left-aligned pulses.

In down counting mode, the Lock Update bit
(CTRLB.LUPD) does not protect against a
PER register update from the PERBUF
register.

TCC peripheral is not compatible with an
EVSYS channel in SYNC or RESYNC mode.

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

E/G/J

EERER

X

© 2020 Microchip Technology Inc.
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Affected
Errata C20/C21 Revisions
Number Issue Summary Device H.

clolelF]

........... continued

TCC ALOCK Feature 1.21.10 ALOCK feature is not functional .
N X
When the CFD is enabled for XOSC/ E/G/J
CFD and Clock XOSC32K 'and the' osqllator input S|gn?I is
XOSC32K Switchin 1.22.1 stuck at 1 (i.e., logic high), the clock failure
9 detection works correctly but the switch to the N X
safe clock will fail.
Writes to the MCLK Control A register E/G/J X X X | X X
MCLK PAC Protection 1.23.1 (MC.LK'CTRLA) do. not. gene?rate a PAC
protection error even if this register has been N X
write-protected using the PAC.
. FREQM reads on the Control B register E/G/J X X X | X X
PAC Protection
FRQM Error 1.241 (FREQM.CTRLB) and generates a PAC
protection error. N X

© 2020 Microchip Technology Inc. Errata DS80000740G-page 12
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SAM C20/C21 Errata Issues

The following issues apply to the SAM C20/C21 Family devices.

32 kHz Oscillators Controller (OSC32KCTRL)

Clock Failure Detection

At start-up and in case of clock failure detection (CFD), the auto switch by the CFD does not work if XOSC32K is
requested by the GCLK.

Workaround
Manually change the clock from XOSC32K to another 32K source.

Affected Silicon Revisions

E/G/J X
N

48 MHz High-Accuracy Internal Oscillator (OSC48M)

System Reset

When a System Reset is applied, the OSC48MDIV register is reset, but the value is not synchronized. This may
result in the system clock running too fast.

Workaround
Do not write the OSC48MDIV register to lower than 0xB.

Do not run the device faster than 4 MHz when running from internal oscillators

Affected Silicon Revisions

E/G/J X
N

Division Ratio
Changing the division ratio (OSC48MDIV) while the OSC48M is running but not requested by any generic clock
generator (GCLK_GEN), makes the OSC48DIV bit in the OSC48MSYNCBUSY register to remain always set.

Workaround
If the OSC48M clock is not requested by any Generic Clock Generator (GCLK_GEN), clear the ONDEMAND bit in
the OSC48MCTRL register before changing the division ratio in the OSC48MDIV register.

Affected Silicon Revisions

X X X X

E/G/J X

© 2020 Microchip Technology Inc. Errata DS80000740G-page 15
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........... continued

N X

96 MHz Fractional Digital Phase-Locked Loop (FDPLL)

Standby Mode

When entering Standby mode, the FDPLL is still running even if not requested by any module causing extra
consumption.

Workaround
The FDPLL must be disabled before entering in Standby mode and re-enabled after wake-up

Affected Silicon Revisions

E/G/J X
N

Clocking Accuracy

The FDPLL96M exhibits high period jitter and is not suitable for accurate clocking. Accurate clocking is limited to 32
MHz and below through XOSC.

Workaround
Connect a XTAL of up to 32 MHz to XOSC for a high-speed accurate clock source. OSC48M may be used for
frequencies up to 48 MHz when less accuracy is required.

Affected Silicon Revisions

X

E/G/J X
N

Ratio Value
When FDPLL ratio value in the DPLLRATIO register is changed on the fly, STATUS.DPLLLDRTO will not be set even
though the ratio is updated.

Workaround
Monitor the INTFLAG.DPLLLDRTO instead of STATUS.DPLLLDRTO to get the status for the DPLLRATIO register
update.

Affected Silicon Revisions

X X X X

E/G/J X
N X

FDPLL Loop Divider Ratio
Changing the FDPLL Loop Divider Ratio on-the-fly does not work if the GCLK_DPLL_32K is not available.

© 2020 Microchip Technology Inc. Errata DS80000740G-page 16
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1.4.1

1.4.2

143
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SAM C20/C21 Errata Issues

Workaround
Ensure GCLK_DPLL_32K is available and enabled for the FDPLL internal lock timer before changing the FDPLL
Loop Divider Ratio on-the-fly.

Affected Silicon Revisions

E/G/J
N X

Analog-to-Digital Converter (ADC)

Software Trigger
Once set, the ADC.SWTRIG.START will not be cleared until the microcontroller is reset.

Workaround
None.

Affected Silicon Revisions

Y O O N R
E/G/J

N

Least Significant Byte Result
The LSB of ADC result is stuck at zero in unipolar mode for 8-bit and 10-bit resolution.

Workaround
Use 12-bit resolution and take only least 8 bits or 10 bits, if necessary.

Affected Silicon Revisions

L O O I N O
E/GIJ

N

Window Monitor

When the window monitor is enabled and its output is '0', the ADC GCLK is kept running. Power consumption will be
higher than expected in Sleep mode.

Workaround
None.

Affected Silicon Revisions

E/G/J
N

© 2020 Microchip Technology Inc. Errata DS80000740G-page 17
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Synchronized Event

If a synchronized event is received during an ADC conversion, the ADC will not acknowledge the event, causing a
stall of the event channel.

Workaround
When using events with the ADC, only the asynchronous path from the Event System must be used.

Affected Silicon Revisions

X X X X

E/G/J X
N

Software Trigger Sync Busy Status
ADC SYNCBUSY.SWTRIG becomes stuck to one after wake-up from Standby Sleep mode.

Workaround
Ignore ADC SYNCBUSY.SWTRIG status when waking up from Standby Sleep mode. The ADC result can be read
after INTFLAG.RESRDY is set. To start the next conversion, write a ‘1’ to SWTRIG.START.

Affected Silicon Revisions

X X X X

E/GIJ X
N X

Reference Buffer Offset Compensation
TUE of the ADC conversion result is out of specification when,

» Using the reference source as REFCTRL.REFSEL # VDDANA
and

» Reference Buffer Offset Compensation is enabled (REFCTRL.REFCOMP = 1)

Workaround
The first five conversions after enabling ADC must be ignored. All further ADC conversions are within the
specification.

Affected Silicon Revisions

e O O N N A
E/GIJ X X X X X
N

Differential and Single-Ended Mode

Electrical characteristics for Differential mode and Single-Ended mode do not meet the published specification in the
product data sheet.

Workaround
None. Consider the following electrical characteristics for the affected silicon revisions.

© 2020 Microchip Technology Inc. Errata DS80000740G-page 18
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Table 1-1. Differential Mode(!)

Conditions

Measurement m

L Emame
A I I S T T T .

ENOB | Effective Number | Fadc = 500 ksps Vddana = 5.0V Vref = 10.0 10.7 bits
of bits Vddana
Vddana = 2.7V Vref=2.0V  10.3  10.5 10.9
Fadc = 1 Msps Vddana = 5.0V Vref = 10.5 10.8 11.1
Vddana
Vddana = 2.7V Vref =2.0V = 9.9 10.0 10.6
TUE Total Unadjusted Fadc = 500 ksps VDDANA = 5.0V Vref = - 7.8 170 LSB
Error VDDANA
Vddana = 2.7V Vref = 2.0V - 8.0 32.0
Fadc = 1 Msps Vddana = 5.0V Vref = - 9.0 20.0
Vddana
Vddana = 2.7V Vref = 2.0V - 10.5 32.0
INL Integral Non Fadc = 500 ksps Vddana = 5.0V Vref = - +/-1.6 +/-3 | LSB
Linearity Vddana
Vddana = 2.7V Vref = 2.0V - +/-1.9 +/-3
Fadc = 1 Msps Vddana = 5.0V Vref = - +/-1.5 +/-3
Vddana
Vddana = 2.7V Vref = 2.0V - +/-3.2 +/-5
DNL Differential Non Fadc = 500 ksps Vddana = 5.0V Vref = - -0.8/+1 | -1/+2  LSB
Linearity Vddana
Vddana = 2.7V Vref = 2.0V - -0.7/+1.3 -1/+21
Fadc = 1 Msps Vddana = 5.0V Vref = - -0.8/+1.1 -1/+3.3
Vddana
Vddana = 2.7V Vref = 2.0V - -0.9/+1.3 -1/+3.2
Gain Gain Error Fadc = 1 Msps Vddana = 2.7V Vref = 2.0V - +/-18 +/-57 = mV
Vddana = 5.0V Vref = - +/-41 | +/-100
4.096V
Vddana = 3.0V Vref = - +/-17 +/-66
Vddana
Vddana = 5.0V Vref = +/-39 +/-81
Vddana
TCg Gain Drift Fadc = 1 Msps Vddana = 5.0V Vref = -250 | -210 -170 | pVv/°C
Vddana
Errata DS80000740G-page 19
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........... continued
[ ) I I T T
Offset  Offset Error Fadc = 1 Msps Vddana = 2.7V Vref = 2.0V - +/-1.4 +/-11 mV
Vddana = 5.0V Vref = - +/-6 +/-18
4.096V
Vddana = 3.0V Vref = - +/-2 +/-9
Vddana
Vddana = 5.0V Vref = +/-0.2 | +/-23
Vddana
Tco Offset Drift Fadc = 1 Msps Vddana = 5.0V Vref = 20 80 120 pVv/°C
Vddana
SFDR Spurious Free Fs=1Msps/Fin=14kHz/ | 71 75 81 dB
Dynamic Range Full range Input signal
Vddana = 5.0V Vref =
Vddana
SINAD Signal-to- Noise and 65 67 68
Distortion ratio
SNR Signal-to- Noise ratio 67 68 69
THD =77 -74 -70
Noise RMS External Reference voltage - 0.5 20 mV
Note:

1. These values are based on characterization and not covered by test limits in production.

Table 1-2. Single-Ended Mode()

N I A AN TR

ENOB | Effective Fadc = 500 ksps Vddana = 5.0V Vref =
Number of bits Vddana

Vddana = 2.7V Vref =
2.0V

Fadc = 1 Msps Vddana = 5.0V Vref =
Vddana

Vddana = 2.7V Vref =
2.0V

TUE Total Unadjusted  Fadc = 500 ksps Vddana = 5.0V Vref =
Error Vddana

Vddana = 2.7V Vref =
2.0V

Fadc = 1 Msps Vddana = 5.0V Vref =
Vddana

Vddana = 2.7V Vref =
2.0V

9.1

9.0

9.7

94

9.7

9.2

18.0

30.2

18.4

30.4

10.0 | bits
9.8
9.9
9.6
65.0 LSB
62.0
60.0

61.0
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........... continued

S I T B 3

Integral Non Fadc = 500 ksps Vddana = 5.0V Vref = +/-2.4 +/-4 | LSB
Linearity Vddana
Vddana = 2.7V Vref = - +/-3.7 +/-6
2.0V
Fadc = 1 Msps Vddana = 5.0V Vref = - +/-2.2 +/-4
Vddana
Vddana = 2.7V - +/-4.1 +/-6
Vref=2.0V
DNL Differential Non | Fadc = 500 ksps Vddana = 5.0V Vref = - -0.8/+1.1 -1/+3.8 LSB
Linearity Vddana
Vddana=2.7V - -0.8/+1.1 -1/+1.7
Vref=2.0V
Fadc = 1 Msps Vddana=5.0Vv - -0.8/+1 | -1/+2
Vref=Vddana
Vddana=2.7V - -1/+1.1 -1/+2.4
Vref=2.0V
Gain Gain Error Fadc = 1 Msps Vddana=2.7V - +/-13 +/-28 = mV
Vref=2.0V
Vddana=5.0V - +/-26 +/-52
Vref=4.096V
Vddana=3.0V - +/-14 +/-24
Vref=Vddana
Vddana=5.0V +/-22 +/-42
Vref=Vddana
TCgqg Gain Dirift Fadc = 1 Msps Vddana=5.0V -170 -140 -80 | uVv/°C
Vref=Vddana
Offset  Offset Error Fadc = 1 Msps Vddana=2.7V - +/-2.2 +/-21 mV
Vref=2.0V
Vddana=5.0V - +/-2.3 | +/-61
Vref=4.096V
Vddana=3.0V - +/-15 +/-42
Vref=Vddana
Vddana=5.0V +/-31 +/-80
Vref=Vddana
Tco Offset Drift Fadc = 1 Msps Vddana=5.0V 160 180 210 pv/°C

Vref=Vddana
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........... continued

S I T B 3

SFDR Spurious Free Fs = 1Msps / Fin = 14
Dynamic Range kHz / Full range Input
signal Vddana=5.0V
Vref=Vddana

SINAD Signal-to- Noise 57
and Distortion ratio

SNR Signal-to-Noise 57
ratio
THD -72
Noise RMS External Reference -
voltage
Note:

60

61

0.7

1. These values are based on characterization and not covered by test limits in production.

Affected Silicon Revisions

73

61

61

2.0 mV

E/G/J
N

Power Consumption

Power consumption for the ADC does not meet the specifications in the published product data sheet.

Workaround

None. Consider the following power consumption specifications for the affected silicon revisions.
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Table 1-3. Power Consumption (1)

Symool | paramers | Consions 1o Ty ox. unis

fs = 1Msps / Reference buffer disabled /
BIASREFBUF ='111", BIASREFCOMP = 905 | 1021
'"111' VDDANA=Vref= 5.5V

fs = 1Msps / Reference buffer enabled /
BIASREFBUF ='111", BIASREFCOMP = 1062 1184
'"111' VDDANA=Vref= 5.5V Max. 85°C

fs = 10 ksps / Reference buffer disabled / Typ. 25°C
BIASREFBUF ='111', BIASREFCOMP = 381 460
'111' VDDANA=Vref= 5.5V

Differential mode uA

fs = 10 ksps / Reference buffer enabled /
BIASREFBUF ='111', BIASREFCOMP = 525 643
IDD '111' VDDANA=Vref= 5.5V

VDDANA fs = 1Msps / Reference buffer disabled /

BIASREFBUF ='111", BIASREFCOMP = 984 1077
111" VDDANA=Vref=5.5V

fs = 1Msps / Reference buffer enabled /
BIASREFBUF ='111", BIASREFCOMP = 1103 1237
Single- Ended '111' VDDANA=Vref=5.5V Max. 85°C

mode A

fs = 10 ksps / Reference buffer disabled / Typ. 25°C
BIASREFBUF ='111", BIASREFCOMP = 437 528
'111' VDDANA=Vref= 5.5V

fs = 10 ksps / Reference buffer enabled /
BIASREFBUF ='111", BIASREFCOMP = 553 675
'"111' VDDANA=Vref= 5.5V
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........... continued

symool | paramsers | onsions ————Ta | Typ ox. Ui

fs = 1 Msps / Reference buffer disabled /
BIASREFBUF ='111", BIASREFCOMP = 905 1034
'"111' VDDANA=Vref= 5.5V

fs = 1 Msps / Reference buffer enabled /

BIASREFBUF ='111', BIASREFCOMP = 1062 1199
'111' VDDANA=Vref= 5.5V °
Differential mode RS 10§CC uA
fs = 10 ksps / Reference buffer disabled / Typ 25
BIASREFBUF ='111', BIASREFCOMP = 381 466

'111' VDDANA=Vref= 5.5V

fs = 10 ksps / Reference buffer enabled /
BIASREFBUF ='111', BIASREFCOMP = 525 654

IDD '"111' VDDANA=Vref= 5.5V
VDDANA fs = 1 Msps / Reference buffer disabled /
BIASREFBUF ='111", BIASREFCOMP = 984 | 1090
'"111' VDDANA=Vref=5.5V

fs = 1 Msps / Reference buffer enabled /
BIASREFBUF ='111', BIASREFCOMP = 1103 1249

Single- Ended 111" VDDANA = Vref = 5.5V Max. 105°C

uA

mode fs = 10 ksps / Reference buffer disabled / Typ. 25°C

BIASREFBUF ='111", BIASREFCOMP = 437 536
111" VDDANA = Vref = 5.5V

fs = 10 ksps / Reference buffer enabled /
BIASREFBUF ='111", BIASREFCOMP = 553 688
'111' VDDANA=Vref= 5.5V

Note:
1. These values are based on characterization.

Affected Silicon Revisions

X X X

E/G/J X
N X

Analog Comparators (AC)

Hysteresis

Hysteresis is only present for a falling (1->0) transition of the comparator output.

Workaround
None.

Affected Silicon Revisions

E/G/J X
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........... continued

N

Low-Power Mode with Hysteresis

Low-Power mode (COMPCTRLN.SPEED = 0x0) with hysteresis enabled (COMPCTRLN.HYSTEN = 0x1) may result
in undesired behavior of the AC.

Workaround
Do not use AC Low-Power mode (COMPCTRLN.SPEED = 0x0) and hysteresis (COMPCTRLn.HYSTEN = 0x1)
together. Use only one of these features to avoid incorrect AC behavior.

Affected Silicon Revisions

X X X

E/G/J X
N

Analog Pins
Analog pins are shared between PTC and AC module. This may result in PTC accuracy issues.

Workaround
To guarantee the accuracy of the PTC measurement when using these shared pins, configure the AC input to
anything different from default configuration, that is, VDD scaler, DAC or Bandgap.

Affected Silicon Revisions

X X X X

E/G/J X
N

Hysteresis
Hysteresis specification for AC does not meet the published specification in the product data sheet.

Workaround
None. Consider the following hysteresis specifications for the affected silicon revisions.

Table 1-4. Analog Comparator Hysteresis Specifications

High speed
VHYS(1?) Hysteresis 58 106 140 mV
COMPCTRLN.SPEED = 0x3

Notes:
1. These values are based on characterization.
2. Hysteresis enabled
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Affected Silicon Revisions

E/G/J
N

Power Consumption
Power consumption for AC does not meet the specification in the published product data sheet.

Workaround
None. Consider the following power consumption specifications for the affected silicon revisions.

Table 1-5. AC Power Consumption (1)

S NS N T

Current consumption - COMPCTRLN.SPEED = 0x0,

Vem=Vddana/2, +-100 mV VDDANA =5.0V
overdrive from Vcm, Voltage scaler . coMPCTRLA.SPEED = 0x3 Max. 85°C
cliszlelizgl VDDANA =5.0V Typ.25°c | >0 90
Current consumption Voltage VDDANA =5.0V 43 54
scaler only )
IDD ANA pA
Current consumption - COMPCTRLN.SPEED = 0x0, 10 13
Vems=Vddanar2, +-100 mV VDDANA =5.0V
overdrive from_ch, Voltage scaler coMPCTRLN.SPEED = 0X3, Max. 105°C 20 | st
ClEEIEE VDDANA =5.0V Typ. 25°C
Current consumption Voltage VDDANA =50V 43 57

scaler only

Note:
1. These values are based on characterization.

Affected Silicon Revisions

N O N O O
E/G/J

N

Spurious COMP Interrupt

A spurious COMP interrupt can occur upon AC enabling when INTREF is selected as the negative input
(COMPCTRL.MUXNEG = INTREF).

Workaround
Select and configure the voltage scaler as the negative input (COMPCTRL.MUXNEG = VSCALE and
SCALERXx.VALUE).

Affected Silicon Revisions

E/G/J
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........... continued

N X

Controller Area Network (CAN)

CAN 2.0 Frame Transmit

When a CAN 2.0 frame is transmitted while CAN FD operation is enabled, a recessive stuff bit following the first
reserved bit will cause a shift in the DLC for specific identifiers with the result, that a frame with faulty DLC and faulty
number of data bytes is transmitted.

Scope:

The erratum is limited to the case when a CAN 2.0 frame is transmitted while CAN FD operation is enabled
(CCCR.CME # ""00""). The problem does not occur when CAN FD frames are transmitted or when CAN FD operation
is disabled.

Effects:

If the identifier of a transmit message ends with two dominant bits (11-bit ID) or three dominant bits (29-bit ID), bit
stuffing causes the DLC to be shifted by one bit to the right. This results in transmission of a message with faulty DLC
and therefore faulty number of data bytes.

Workaround

No workaround needed in CAN 2.0 networks, CAN Conformance Test passed. No workaround needed when only
CAN FD messages are transmitted. For mixed operation (CAN 2.0 and CAN FD frames) the problematic identifiers
may not be used for the transmission of CAN 2.0 frames.

Affected Silicon Revisions

E/G/J X
N

CAN Operation Mode

When CCCR.CME # ""00™ and a change of the CAN operation mode is requested by writing to CCCR.CMR while
frame transmission/reception is ongoing, this request may be ignored and the M_CAN remains in its previous
operation mode.

Scope:

The errata is limited to the case when a change of the CAN operation mode from/to CAN FD operation is requested
while frame transmission/reception is ongoing.

Effects:

If one of the affected CAN operation mode changes is requested by writing CCCR.CMR while a frame transmission/
reception is ongoing, the request is acknowledged by resetting CCCR.CMR to ""00™ but the M_CAN remains in its
previous operation mode.

Workaround

No workaround needed in CAN 2.0 networks, CAN Conformance Test passed. No workaround needed for switching
between CAN operation according to ISO11898-1 and CAN FD operation with bit rate switching. In all other cases
check whether the requested CAN operation mode change has been executed by reading CCCR.FDO and
CCCR.FDBS. If not, repeat the command until requested mode change is signaled by CCCR.FDO and CCCR.FDBS.
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Affected Silicon Revisions

E/G/J X
N

CAN FD Operation

When a CAN 2.0 frame with a recessive stuff bit following the first reserved bit is received while CAN FD operation is
enabled and a transmission is pending, the M_CAN will internally overwrites the received arbitration bits with the
pending transmission’s arbitration bits.

Scope:

The erratum is limited to the case when CAN 2.0 frames with specific identifiers causing the described stuff bit are
received while CAN FD operation is enabled (CCCR.CME # ""00™). The problem does not occur when CAN FD
operation is disabled.

Effects:

If the identifier of a received data frame ends with two dominant bits (11-bit ID) or three dominant bits (29-bit ID),
there will be a recessive stuff bit after the first reserved bit. This causes the falsification of the received arbitration bits
if a transmission is pending. If the pending transmission is a remote frame, the received data frame is treated as a
received remote frame which will cause a format or CRC error resulting in an error frame. If the pending transmission
is a data frame, the incoming frame is received and is presented to the receive message handler with the identifier of
the pending transmit message. Depending on the configuration of the acceptance filtering, the frame may be stored
in an Rx Buffer or Rx FIFO.

Workaround

No workaround needed in CAN 2.0 networks, CAN Conformance Test passed. No workaround needed when only
CAN FD frames are received. For mixed operation (CAN 2.0 and CAN FD frames) the problematic identifiers may not
be used.

Affected Silicon Revisions

E/G/J X
N

Classic CAN Operation

When BTP.TSEG2 and BTP.BRP are zero, and the M_CAN transmits a frame, the FDF bit in CAN FD format
(reserved bit in Classic CAN format) in the control field may be falsified. The effect is different for frames to be
transmitted in Classic CAN format and for frames to be transmitted in CAN FD format. Transmission of Classic CAN
Frame => When BTP.TSEG2 and BTP.BRP are zero and the M_CAN transmits a Classic CAN frame (CCCR.CME =
""00™") with a 29-bit identifier where the MSB (ID28) is '1', the reserved bit following the RTR bit will be transmitted
recessive instead of dominant while the rest of the frame is transmitted in Classic CAN format. Transmission of CAN
FD Frame => When BTP.TSEG2 and BTP.BRP are zero, and the M_CAN transmits a CAN FD frame with a 29-bit
identifier where the MSB (ID28) is '0’ or a CAN FD frame with 11-bit identifier, the FDF bit of the frame is transmitted
dominant instead of recessive, the rest of the frame is transmitted in Classic CAN format with a falsified DLC.

Scope:

The erratum is limited to the case when in the bit time configuration for Classic CAN operation and the Arbitration
Phase in CAN FD operation BTP.TSEG2 and BTP.BRP are both zero. This configures the time segment after the
sample point to the length of one time quantum and the length of the time quantum to one clock period. This is an
unusual configuration.

Effects:

Transmission of Classic CAN Frame => When a Classic CAN frame is received by a CAN FD enabled receiving node
it will interpret the falsified reserved bit as FDF bit. If this bit is recessive instead of dominant, the frame will be
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interpreted as CAN FD frame. In this case the receiving node will respond with an error frame when it detects that the
rest of the frame is not in CAN FD format. A strictly Classic CAN receiving node will interpret the recessive FDF bit as
reserved bit, ignore its actual value and will receive this frame correctly without detecting an error. Transmission of
CAN FD Frame => When the M_CAN wants to transmit a CAN FD frame, it transmits the FDF bit dominant instead of
recessive and the rest of the frame in Classic CAN format with a falsified DLC.

Workaround
Do not use bit timing configurations where BTP.TSEG2 and BTP.BRP are both zero for CAN FD communication.

Affected Silicon Revisions

E/G/J X
N

FDF bit

When a CAN frame is received with bit FDF and the following res bit both recessive, the protocol controller correctly
detects a Protocol Exception Event. Reception of the disturbed message is not finished, the message is discarded. If
this happened, two cases have to be distinguished:

» Message reception directly after Protocol Exception Event => When the next frame is received interrupt flag
IR.MRAF is set to ’1’ although the frame has been received correctly.

» Message transmission directly after Protocol Exception Event => When a frame is transmitted directly after a
Protocol Exception Event, that frame is transmitted with faulty frame format. In this case interrupt flag IR.MRAF
is not set. The frame will cause an error frame. Only the first message after a Protocol Exception Event is
affected, all following messages (received or transmitted) have no problem.

Scope:
The errata is limited to the case when the reserved bit res after the FDF bit in CAN FD frames is received recessive.
Effects:

Reception directly after Protocol Exception Event => Interrupt flag IR.MRAF is set although there was no problem in
accessing the Message RAM. The Message is received correctly. Transmission directly after Protocol Exception
Event => Transmission of a frame with faulty frame format.

Workaround
None.

Affected Silicon Revisions

E/G/J X
N

CAN Mode Change
When CCCR.CMR is changed during start of transmission, the following may happen:

» Case 1: Classic CAN -> CAN FD with bit rate switching => When the Tx Event FIFO is used, bits EDL and BRS
of the related Tx Event FIFO element do not match with the transmitted frame type. They signal a CAN FD
frame with bit rate switching (both set to one) while a Classic CAN frame was transmitted.

» Case 2: Classic CAN -> CAN FD without bit rate switching => When the Tx Event FIFO is used, bit EDL of the
related Tx Event FIFO element does not match with the transmitted frame type. It signals a CAN FD frame while
a Classic CAN frame was transmitted.

* Case 3: CAN FD with bit rate switching -> CAN FD without bit rate switching => When the Tx Event FIFO is
used, bit BRS of the related Tx Event FIFO element does not match with the transmitted frame type. It signals a
CAN FD frame without bit rate switching while a CAN FD frame with bit rate switching was transmitted.
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* Case 4: CAN FD without bit rate switching -> CAN FD with bit rate switching => When the Tx Event FIFO is
used, bit BRS of the related Tx Event FIFO element does not match with the transmitted frame type. It signals a
CAN FD frame with bit rate switching while a CAN FD frame without bit rate switching was transmitted.

» Case 5: CAN FD with/without bit rate switching -> Classic CAN => IR.MRAF is set, the M_CAN switches to
Restricted Operation Mode, and the transmission is aborted.
Scope:
The errata is limited to the case when the CAN operation mode is changed during start of transmission.
Effects:

Tx Event FIFO element faulty (Cases 1, 2, 3, 4) or interrupt flag IR.MRAF set, Restricted Operation Mode entered,
and transmission aborted (Case 5).

Workaround
Do not change the CAN operation mode by writing to CCCR.CMR as long as there are pending transmission
requests (TXBRP.TRPnn ="'1").

Affected Silicon Revisions

E/G/J X
N

Restricted Operation Mode

After detecting a Message RAM Access Failure during frame transmission, interrupt flag IR.MRAF is set and the
M_CAN enters Restricted Operation Mode (CCCR.ASM ="1’). When the Restricted Operation Mode is left by writing
CCCR.ASM ="'0', it may happen, that the first frame transmitted is send out with unexpected identifier and control
field. If this is a valid frame, it may happen that it is accepted and acknowledged by a receiver.

Scope:

The errata is limited to the case when the M_CAN has entered Restricted Operation Mode due to a Message RAM
Access Failure, signaled by interrupt flag IR.MRAF.

Effects:

With the next transmission after leaving Restricted Operation Mode by resetting CCCR.ASM, a frame with
unexpected identifier and control field is transmitted which accidentally might be accepted and acknowledged by a
receiver.

Workaround

To recover from Restricted Operation Mode proceed as follows:
Cancel all pending transmission requests by writing OhFFFF FFFF to register TXBCR.
Issue a clock stop request by setting bit CCCR.CSR.

Wait until the M_CAN sets CCCR.INIT and CCCR.CSA to one.
First reset CCCR.CSR.

Then reset CCCR.INIT.

Wait until CCCRL.INIT is read as zero.

Issue a second clock stop request by setting bit CCCR.CSR.
Wait until the M_CAN sets CCCR.INIT and CCCR.CSA to one.
9. Set CCCR.CCE, reset CCCR.CSR, and reset CCCR.ASM.

10. Restart M_CAN by writing CCCR.INIT ='0".

11. Configure the CAN operation mode by writing to CCCR.CMR.
12. Request the transmissions canceled by step one.

© N Ok wh=
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Affected Silicon Revisions

E/G/J X
N

CCCR.INIT

When CCCRL.INIT is set while the M_CAN is receiving a frame, the next received frame after resetting CCCR.INIT will
cause IR.MRAF to be set.

Scope:

The errata is limited to the case when CCCRL.INIT is set/reset while the M_CAN is receiving a frame.

Effects:

IR.MRAF is set when the first frame after resetting CCCR.INIT is received although that frame is received correctly.

Workaround
If CCCR.INIT shall be set during operation proceed as follows:
1. Issue a clock stop request by setting the CCCR.CSR bit.
2. Wait until the M_CAN sets CCCR.INIT and CCCR.CSA to one.

Affected Silicon Revisions

E/G/J X
N

Message Transmission in DAR Mode

When a message is transmitted while CCCR.DAR =1’ (automatic re-transmission disabled for messages not
transmitted successfully), the Event Type of the corresponding Tx Event FIFO element is ET = ""01"" instead of ET =
|Ill1 Ollll.

When multiple messages are transmitted sequentially using the same Tx Buffer while CCCR.DAR ="1’, it may
happen that a newly requested transmission is not started when it is requested in the time window starting at the
successful completion of the previous message and ending at the end of the intermission phase before the bus is idle
again. This message is then treated as if it had lost arbitration.

Scope:

The errata is limited to message transmission when DAR mode is configured. Normal CAN/CAN FD operation is not
affected

Effects:

1. The Event Type of the associated Tx Event FIFO element is not correct.
2. When a message was transmitted successfully from a specific Tx Buffer, a following transmission using the
same Tx Buffer and requested in the described time window will not be started.

Workaround
Do not use the same Tx Buffer for consecutive DAR transmissions or wait at least for 4 CAN bit times after
successful transmission before requesting the next transmission from the same Tx Buffer.

Affected Silicon Revisions

E/G/J X
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........... continued

N

Setting CCCR.CCE During a TX Scan

When CCCR.CCE is set while the M_CAN Tx Handler is scanning the Message RAM for Tx Buffers with pending
transmission requests (bits TXBRP.TRPnn set), register TXBRP is reset and the Tx Handler FSM is halted. After
CCCRL.INIT and CCCR.CCE have been reset by the Host, the M_CAN is unable to transmit messages. When the
Host requests a transmission by writing to register TXBAR, the respective Tx Buffer Request Pending bit in register
TXBRP is set, but the Tx Handler will not start the requested transmission.

Scope:

The errata is limited to the case when CCCR.CCE is set while the M_CAN Tx Handler is scanning the Message
RAM.

Effects:

When CCCR.CCE is set while a Tx scan is in progress, the Tx Handler FSM stops. After CCCR.INIT and CCCR.CCE
are reset, the Tx Handler FSM does not execute transmission requests.

Workaround
Perform the following steps to workaround the issue:

1. Cancel all pending transmission requests by writing OhFFFF FFFF to register TXBCR.
Issue a clock stop request by setting bit CCCR.CSR.
Wait until the M_CAN sets CCCR.INIT and CCCR.CSA to one.
First reset CCCR.CSR.
Then reset CCCRL.INIT.
Wait until CCCR.INIT is read as zero.
Issue a second clock stop request by setting bit CCCR.CSR.
Wait until the M_CAN sets CCCR.INIT and CCCR.CSA to one.
Set CCCR.CCE and reset CCCR.CSR.

© ®NOOR WD

Affected Silicon Revisions

S O O N N
E/GIJ X
N

CAN FD Network Compatibility

The CAN FD frame format implements Bosch CAN FD Specification V1.0 and is not compatible with 1ISO11898-1.
The CCR.NISO bit has no effect.

Workaround
Connect only to CAN-FD networks that support Bosch CAN FD Specification V1.0

Affected Silicon Revisions

E/G/J X
N

On-demand Clock Source
The CAN is not compatible with an on-demand clock source.
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Workaround
Clear the ONDEMAND bit to zero for the oscillator source that provides the GCLK to the CAN.

Affected Silicon Revisions

E/G/J X
N

Edge Filtering

When edge filtering is activated (CCCR.EFBI="1") and when the end of the integration phase coincides with a falling
edge at the Rx input pin it may happen, that the CAN synchronizes itself wrongly and does not correctly receive the
first bit of the frame. In this case the CRC will detect that the first bit was received incorrectly, it will rate the received
FD frame as faulty and an error frame will be sent.

The issue only occurs, when there is a falling edge at the Rx input pin (CAN_RX) within the last time quantum (tq)
before the end of the integration phase. The last time quantum of the integration phase is at the sample point of the
11th recessive bit of the integration phase. When the edge filtering is enabled, the bit timing logic of the CAN sees the
Rx input signal delayed by the edge filtering. When the integration phase ends, the edge filtering is automatically
disabled. This affects the reset of the FD CRC registers at the beginning of the frame. The Classical CRC register is
not affected, hence this issue does not affect the reception of Classical frames.

In CAN communication, the CAN may enter integrating state (either by resetting the CCCR.INIT or by protocol
exception event) while a frame is active on the bus. In this case the 11 recessive bits are counted between the
acknowledge bit and the following start of frame. All nodes have synchronized at the beginning of the dominant
acknowledge bit. This means that the edge of the following start of frame bit cannot fall on the sample point, so the
issue does not occur. The issue occurs only when the CAN is, by local errors, mis-synchronized with regard to the
other nodes.

Glitch filtering as specified in ISO 11898-1:2015 is fully functional.

Edge filtering was introduced for applications where the data bit time is at least two tq (of nominal bit time) long. In
that case, edge filtering requires at least two consecutive dominant time quanta before the counter counting the 11
recessive bits for idle detection is restarted. This means edge filtering covers the theoretical case of occasional 1-tg-
long dominant spikes on the CAN bus that would delay idle detection. Repeated dominant spikes on the CAN bus
would disturb all CAN communication, so the filtering to speed up idle detection would not help network performance.

When this rare event occurs, the CAN sends an error frame and the sender of the affected frame retransmits the
frame. When the retransmitted frame is received, the CAN has left integration phase and the frame will be received
correctly. Edge filtering is only applied during integration phase, it is never used during normal operation. As
integration phase is very short with respect to ""active communication time"", the impact on total error frame rate is
negligible. The issue has no impact on data integrity.

The CAN enters integration phase under the following conditions:
* When CCCRL.INIT is set to ‘0’ after start-up
» After a protocol exception event (only when CCCR.PXHD ='0’)

Scope:

The erratum is limited to FD frame reception when edge filtering is active (CCCR.EFBI="1") and when the end of the
integration phase coincides with a falling edge at the Rx input pin.

Effects:

The calculated CRC value does not match the CRC value of the received FD frame and the CAN sends an error
frame. After retransmission the frame is received correctly.

Workaround
Disable edge filtering or wait on retransmission if this rare event happens.
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Affected Silicon Revisions

X X X X

E/G/J
N

Erroneous Transmission

When NBTP.NTSEG2 is configured to zero (Phase_Seg2(N) = 1), and when there is a pending transmission request,
a dominant third bit of Intermission may cause the CAN to wrongly transmit the first identifier bit dominant instead of
recessive, even if this bit was configured as ’1’ in the CAN’s Tx Buffer Element.

A phase buffer segment 2 of length *1’ (Phase_Seg2(N) = 1) is not sufficient to switch to the first identifier bit after the
sample point in Intermission where the dominant bit was detected.

The CAN protocol according to ISO 11898-1 defines that a dominant third bit of Intermission causes a pending
transmission to be started immediately. The received dominant bit is handled as if the CAN has transmitted a Start-of-
Frame (SoF) bit.

The ISO 11898-1 specifies the minimum configuration range for Phase_Seg2(N) to be 2..8 tq. Therefore, excluding a
Phase_Seg2(N) of '1’ will not affect CAN conformance.

Effects:
If NBTP.NTSEG2 ="0’, it may happen that the CAN transmits the first identifier bit dominant instead of recessive.

Workaround
Update configuration range of NBTP.NTSEG2 from 0..127 tq to 1..127 tq in the CAN documentation.

Affected Silicon Revisions

X X X X

E/G/J X
N X

DAR Mode

When CAN is configured in DAR mode (CCCR.DAR = 1), the automatic retransmission for transmitted messages that
are disturbed by an error or have lost arbitration is disabled. When the transmission attempt is not successful, the Tx
Buffer’s Transmission Request bit (TXBRP.TRPn) will be cleared and the Tx Buffer’'s Cancellation Finished bit
(TXBCF.CFn) will be set.

When the transmitted message loses arbitration at any one of the first two identifier bits, chances are that instead of
the bits of the actually transmitted Tx Buffer, the TXBRP.TRPn and TXBCF.CFn bits of the previously started Tx
Buffer (or Tx Buffer 0, if there is no previous transmission attempt) are written (TXBRP.TRPn = 0, TXBCF.CFn = 1).

If, in this case the TXBRP.TRPn bit of the Tx Buffer that lost arbitration at the first two identifier bits are not cleared,
retransmission is attempted. When CAN loses arbitration again at the immediately following retransmission, then
actually and previously transmitted Tx Buffer are the same and this Tx Buffer's TXBRP.TRPn bit is cleared and its
TXBCF.CFn bit is set.

Scope:

The erratum is limited to the case when CAN loses arbitration at one of the first two transmitted identifier bits while in
DAR mode. This problem does not occur when the transmitted message is disturbed by an error.

Effects:

In this case, it might happen that the TXBRP.TRPn bit is cleared after the second transmission attempt instead of the
first. Additionally it may happen that the TXBRP.TRPn bit of the previously started Tx Buffer is cleared, if it has been
set again. As in this case the previously started Tx Buffer has lost CAN internal arbitration against the active Tx
Buffer, its message has a lower identifier priority. It would also have lost arbitration on the CAN bus at the same
position.
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Workaround
Update the configuration range of the NBTP.NTSEG2 from 0..127 tq to 1..127 tq in the CAN documentation.

Affected Silicon Revisions

X X X X

E/G/J X
N X

TxFIFO
Assuming that there are two Tx FIFO messages in the output pipeline of the Tx Message Handler.

Transmission of Tx FIFO message 1 is started:
Position 1: Tx FIFO message 1 (transmission ongoing).
Position 2: Tx FIFO message 2.

Position 3: Free FIFO bugger.

During the transmission of Tx FIFO message 1, a non Tx FIFO message with a higher CAN priority is requested. Due
to its priority it will be inserted into the output pipeline. The TxMH performs "message scans" to keep the output
pipeline up to date with the highest priority messages from the message RAM.

After the following two message scans, the output pipeline has the following content:
Position 1: Tx FIFO message 1 (transmission ongoing).

Position 2: non Tx FIFO message with higher CAN priority.

Position 3: Tx FIFO message 2.

If the transmission of Tx FIFO message 1 is not successful (lost arbitration or CAN bus error), it is pushed from the
output pipeline by the non Tx FIFO message with higher CAN priority. The following scan again inserts Tx FIFO
message 1 into the output pipeline at position 3:

Position 1: non Tx FIFO message with higher CAN priority (transmission ongoing).
Position 2: Tx FIFO message 2.
Position 3: Tx FIFO message 1.

This results in Tx FIFO message 2 being in the output pipeline in front of Tx FIFO message 1 and they are
transmitted in that order, resulting in a message sequence inversion.

Scope:

The erratum describes the case when CAN uses both, dedicated Tx Buffers and a Tx FIFO (TXBC.TFQM = 0) and
the messages in the Tx FIFO do not have the highest internal CAN priority. The described sequence inversion may
also happen between two non Tx FIFO messages (Tx Queue or dedicated Tx Buffers) that have the same CAN
identifier and that should be transmitted in the order of their buffer numbers (not the intended use).

Effects:

In the above described case, it may happen that two consecutive messages from the Tx FIFO exchange their
positions in the transmit sequence.

Workaround
When transmitting messages from a dedicated Tx Buffer with higher priority than the messages in the Tx FIFO,
choose one of the following workarounds:

Workaround 1
Use two dedicated Tx Buffers, for example, use Tx Buffers 4 and 5 instead of the Tx FIFO.
The Transmit Loop below replaces the function that fills the Tx FIFO.

Write the message to Tx Buffer 4.
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Transmit Loop:

» Request Tx Buffer 4 - write TXBAR.A4

»  Write message to Tx Buffer 5

»  Wait until transmission of Tx Buffer 4 completed - IR.TC, read TXBTO.TO4
* Request Tx Buffer 5 - write TXBAR.A5

*  Write message to Tx Buffer 4

*  Wait until transmission of Tx Buffer 5 completed - IR.TC, read TXBTO.TO5

Workaround 2
Ensure that only one Tx FIFO element is pending for transmission at any time.

The Tx FIFO elements may be filled at any time with messages to be transmitted, but their transmission requests are
handled separately. Each time a Tx FIFO transmission has completed and the Tx FIFO becomes empty (IR.TFE = 1),
the next Tx FIFO element is requested.

Workaround 3
Use only a Tx FIFO. Send the message with the higher priority also from Tx FIFO.

Drawback: The higher priority message has to wait until the preceding messages in the Tx FIFO are sent.

Affected Silicon Revisions

X X X X

E/G/J X
N X

High-Priority Message (HPM) Interrupt
There are two configurations where the issue occurs:
Configuration A:
* Atleast one Standard Message ID Filter Element is configured with priority flag set (S0.SFEC =
0b100/0b101/0b110)
* No Extended Message ID Filter Element configured
* Non-matching extended frames are accepted (GFC.ANFE = 0b00/0b01)

The HPM interrupt flag IR.HPM is set erroneously on reception of a non high-priority extended message under the
following conditions:

1. A standard HPM frame is received and accepted by a filter with priority flag set (that is, Interrupt flag IR.HPM is
set as expected).

2. An extended frame is received and accepted because of the GFC.ANFE configuration (that is, Interrupt flag
IR.HPM is set erroneously).

Configuration B:
» Atleast one Extended Message ID filter element is configured with priority flag set (FO.EFEC =
0b100/0b101/0b110)
* No Standard Message ID filter element is configured
* Non matching standard frames are accepted (GFC.ANFS = 0b00/0b01)

The HPM interrupt flag IR.HPM is set erroneously on reception of a non high-priority standard message under the
following conditions:

1. An extended HPM frame is received and accepted by a filter with priority flag set (that is, Interrupt flag IR.HPM
is set as expected).

2. A standard frame is received and accepted because of the GFC.ANFS configuration (that is, Interrupt flag
IR.HPM is set erroneously).

Scope:
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The erratum is limited to the following configurations:
Configuration A:

No Extended Message ID filter element is configured and non matching extended frames are accepted due to Global
Filter Configuration (GFC.ANFE = 0b00/0b01).

Configuration B:

No Standard Message ID Filter Element configured and non-matching standard frames are accepted due to Global
Filter Configuration (GFC.ANFS = 0b00/0b01).

Effects:
Interrupt flag IR.HPM is set erroneously at the reception of a frame with:

» Configuration A: Extended Message ID
« Configuration B: Standard Message ID

Workaround
Configuration A:

Setup an Extended Message ID filter element with the following configuration:
* FO.EFEC =001/010: Select Rx FIFO for storage of extended frames
* FO.EFID1 = any value: The value is not relevant as all ID bits are masked out by F1.EFID2
* F1.EFT = 10: Classic filter, FO.EFID1 = filter, F1.EFID2 = mask
* F1.EFID2 = 0: All bits of the received extended ID are masked out
Now all extended frames are stored in Rx FIFO ‘0’ or Rx FIFO ‘1’ depending on the configuration of FO.EFEC.
Configuration B:
Setup an Standard Message ID filter element with the following configuration:
» S0.SFEC = 001/010: Select Rx FIFO for storage of standard frames
* SO0.SFID1 = any value: The value is not relevant as all ID bits are masked out by S0.SFID2

« S0.SFT = 10: Classic filter, SO.SFID1 = filter, S0.SFID2 = mask
* S0.SFID2 = 0: All bits of the received standard ID are masked out

Now all standard frames are stored in Rx FIFO ‘0’ or Rx FIFO ‘1’ depending on the configuration of SO.SFEC.

Affected Silicon Revisions

X X X X

E/G/J X
N

INTFLAG Status
Under the following conditions a message with wrong ID, format, and DLC is transmitted:

* CAN is in the Receiver state (PSR.ACT #0b10), therefore there is no pending transmission
* A new transmission is requested before the third bit of intermission is reached
» The CAN bus is sampled dominant at the third bit of intermission which is treated as SoF (See
1ISO11898-1:2015, “Section 10.4.2.2”)
Under the conditions above, the following might happen:

* The shift register is not loaded with ID, format, and DLC of the requested message
» CAN will start arbitration with wrong ID, format, and DLC on the next bit
» If the ID wins arbitration, a CAN message with a valid CRC is transmitted

+ If this message is acknowledged, the ID stored in the Tx event FIFO is the ID of the requested Tx message and
not the ID of the message transmitted on the CAN bus, hence no error is detected by the transmitting CAN
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The erratum is limited when CAN is in the Receiver state (PSR.ACT = 0b10) with no pending transmission (register
TXBRP == 0) and a new transmission is requested before the third bit of intermission is reached and this third bit of
intermission is seen dominant.

When a transmission is requested by the CPU by writing to TXBAR, the Tx message handler performs an internal
arbitration and loads the pending transmit message with the highest priority into its output buffer and then sets the
transmission request for the CAN Protocol Controller. The problem occurs only when the transmission request for the
CAN Protocol Controller is activated in the critical time window between the sample points of the second and third bit
of intermission and if that third bit of intermission is seen dominant.

This dominant level at the third bit of intermission may result from an external disturbance or may be transmitted by
another node with a significantly faster clock.

Effects:

In the described case it may happen that the shift register is not loaded with arbitration and control field of the
message to be transmitted. The frame is transmitted with wrong ID, format, and DLC but with the data field of the
requested message. The message is transmitted in correct CAN (FD) frame format with a valid CRC.

If the message loses arbitration or is disturbed by an error, it is retransmitted with correct arbitration and control fields.

Workaround
Workaround 1:

Request a new transmission only if another transmission is already pending (that is, register TXBRP # 0) or when
CAN is not in the Receiver state (when PSR.ACT # 0b10). To avoid activating the transmission request in the critical
time window between the sample points of the second and third bit of intermission, the application software can
evaluate the Rx interrupt flags, such as IR.DRX, IR.RFON, and IR.RF1N, which are set at the last bit of EoF when a
received and accepted message becomes valid. The last bit of EoF is followed by third bits of intermission.

Therefore the critical time window has safely terminated three bit times after the Rx interrupt. Now a transmission
may be requested by writing to TXBAR. After the interrupt, the application has to take care that the transmission
request for the CAN Protocol Controller is activated before the critical window of the following reception is reached.

Workaround 2:

If a transmission is to be requested while no other transmission request is already pending and the CAN bus is not
idle, set the CCCRL.INIT bit (which stops the CAN protocol controller), set the transmission request and clear the
CCCRL.INIT bit. The message currently being received when the CCCR.INIT bit is set will be lost, but no errors (or
error frames) will be generated and the CAN protocol controller will re-integrate into the CAN communication
immediately at the 11 recessive bits of the next End-of-Frame including intermission.

Workaround 3:

It is also possible to keep the number of pending transmissions always at > 0 by frequently requesting a message,
then the condition ‘No pending transmission’ is never met. The frequently requested message may be given a low
priority, losing arbitration to all other messages.

Affected Silicon Revisions

X X X X

E/G/J X
N X

Configurable Custom Logic (CCL)

RS Latch Reset
The reset of the RS latch is not functional. The latch can only be cleared by disabling the LUT.

Workaround
None.
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Affected Silicon Revisions

E/G/J
N

Sequential Logic
The LUT output is corrupted after enabling the CCL when sequential logic is used.

Workaround
Write the CTRL register twice when enabling the CCL.

Affected Silicon Revisions

E/G/J
N

Enable Protected Registers

The SEQCTRLx and LUCTRLXx registers are enable-protected by the CTRL.ENABLE bit, whereas they must be
enable-protected by the LUTCTRLx.ENABLE bits.

Workaround
None.

Affected Silicon Revisions

E/G/J
N X

PAC Protection Error
Writing the Software Reset bit in the Control A register (CTRLASWRST) will trigger a PAC protection error.

Workaround
None.

Affected Silicon Revisions

E/G/J
N

Device

Idle Sleep Mode
In Idle Sleep mode, the APB and AHB clocks are not stopped if the FDPLL is running as a GCLK clock source.
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Workaround
Disable the FDPLL before entering Idle Sleep mode.

Affected Silicon Revisions

E/G/J X
N

Clock Configuration

The Analog Comparators and ADC1 use the same generic clock configuration. GCLK_ADC1 must be used to
configure the clock for AC as GCLK_AC is not functional.

Workaround
None.

Affected Silicon Revisions

E/G/J X
N

TC Selection

The default TC selection as CCL input is not TCO, but TC4. Thus the TC selection for the CCL is TC4/TCO/TC1/TC2
instead of TCO/TC1/TC2/TC3. The TC alternate selection is TCO/TC1/TC2/TC3 instead of TC1/TC2/TC3/TC4.

Workaround
Use the TC input mapping described above.

Affected Silicon Revisions

E/G/J X
N

CTRLB Register Writes

In I12C Slave mode, writing the CTRLB register when in the AMATCH or DRDY Interrupt Service Routines can cause
the state machine to reset.

Workaround
Write CTRLB.ACKACT to 0 using the following sequence:

// If higher priority interrupts exist, then disable so that the following two writes are
atomic.

SERCOM - STATUS.reg = 0;
SERCOM - CTRLB.reg = 0;

// Re-enable interrupts if applicable.

Write CTRLB.ACKACT to 1 using the following sequence:

SERCOM - CTRLB.reg = SERCOM I2CS CTRLB_ACKACT;

Otherwise, only write to CTRLB in the AMATCH or DRDY interrupts if it is to close out a transaction.
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When not closing a transaction, clear the AMATCH interrupt by writing a 1 to its bit position instead of using
CTRLB.CMD. The DRDY interrupt is automatically cleared by reading/writing to the DATA register in smart mode. If
not in smart mode, DRDY should be cleared by writing a 1 to its bit position.

Code replacements examples:

Current:

SERCOM - CTRLB.reg |= SERCOM I2CS CTRLB ACKACT;

Change to:

SERCOM - STATUS.reg
SERCOM - CTRLB.reg SERCOM I2CS CTRLB ACKACT;
SERCOM - CTRLB.reg &= ~SERCOM I2CS CTRLB_ACKACT;

SERCOM - CTRLB.reg = 0;

/* ACK or NACK address */

SERCOM - CTRLB.reg |= SERCOM I2CS CTRLB_CMD (0x3) ;

// CMD=0x3 clears all 1nterrupts, so to keep the result similar,

// PREC is cleared if it was set.

if (SERCOM - INTFLAG.bit.PREC) SERCOM - INTFLAG.reg = SERCOM I2CS INTFLAG PREC;
SERCOM - INTFLAG.reg = SERCOM I2CS INTFLAG AMATCH;

0l7

Affected Silicon Revisions

E/G/J
N

Increased Power Consumption
Increased power consumption in Standby Sleep mode.

Workaround
None.

Affected Silicon Revisions

E/GIJ
N

SYSTICK Calibration Value
The SYSTICK calibration value is incorrect.

Workaround

The correct SYSTICK calibration value is 0x40000000. This value should not be used to initialize the Systick
RELOAD value register, which should be initialized instead with a value depending on the main clock frequency and
on the tick period required by the application. For a detailed description of the SYSTICK module, refer to the official
ARM Cortex-M0+ documentation.

Affected Silicon Revisions

E/G/J
N
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DMA Write Access

DMA write access in Standby mode (i.e., during SleepWalking) may not work on some registers. The impacted
peripheral registers for SAM C20/C21 "E/G/J" devices are:

+ ADC: SWTRIG

+ RTC: COUNT

+ TC: CTRLB, STATUS, COUNTH, COUNTL, PER, PERBUF, CC, CCBUF

+ TCC: CTRLB, STATUS, COUNT, PATT, WAVE, PER, PERBUF, CC, CCBUF
+ SDADC: SWTRIG

The impacted peripheral registers for SAM C20/C21 "N" devices are:
+ RTC: COUNT
+ SDADC: SWTRIG

Workaround
Use Idle Sleep mode when using DMA write access (SleepWalking) to the impacted registers.

Affected Silicon Revisions

S O O O O
E/G/J X X X X X
N X

PC10 Pin
Driving PC10 to logic HIGH affects VDDCORE.

Workaround
Do not use the pin PC10. Keep the default configuration for the pin. Connect externally the PC10 pin to GND.

Affected Silicon Revisions

E/G/J
N X

DAC Output

When using DAC Output as Positive MUX Input Selection for the ADC, starting an ADC conversion results in noise
on the DAC Output voltage and noisy ADC reading.

Workaround
Wire the DAC VOUT pin externally to a ADC AINXx pin input. Select the corresponding ADC AINXx pin as Positive MUX
Input Selection.

Affected Silicon Revisions

e O O O O A
E/GIJ X X X X X
N X

DAC Output Reference Selection

When using DAC Output as the Reference Selection for the SDADC, starting a SDADC conversion results in noise
on the DAC Output voltage.
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Workaround
Set the SDADC Reference Buffer On by writing REFCTRL.ONREFBUF = 1.

Affected Silicon Revisions

E/G/J
N X

VREGSMOD bits

VREGSMOD bits have no effect in the PM.STDBYCFG register. The power domain controller always operates in
Automatic Regulator mode.

Workaround
None.

Affected Silicon Revisions

E/G/J
N

OSC48M Accuracy
The OSC48M accuracy cannot be reached for the whole VDD range.

Workaround
SAM C20/C21 "E/G/J" - Revision B Silicon: None.

SAM C20/C21 "E/G/J" - Revision C Silicon: Limited VDD range, according to the Electrical Characteristics chapter

SAM C20/C21 "E/G/J" - Revision D and E Silicon: Write OSCCTRL.CAL48M register, depending on the VDD range
used.

Affected Silicon Revisions

E/G/J
N

Potential hard fault on standby entry

When the systick interrupt is enabled and the standby back-bias option is set (STDBYCFG.BBIAS = 1), an hard fault
can occur upon standby entry in the rare occasion when the systick interrupt coincides exactly with the standby entry.

Workaround
Disable the systick interrupt before entering standby and re-enable it after.

Affected Silicon Revisions

E/G/J
N
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Digital-to-Analog Converter (DAC)

Dithering Mode
DAC in Dithering mode with right-adjust data leads to INL of 16 LSBs.

Workaround
Use dithering with left-adjusted data only.

Affected Silicon Revisions

S O O N N
E/G/J X
N

Standby Sleep Mode

When DAC.CTRLA.RUNSTDBY = 0 and DATABUF is written (not empty), if the device goes to Standby Sleep mode
before a Start Conversion event, DAC.INTFLAG.EMPTY will be set after exit from Sleep mode.

Workaround
After waking from Standby mode, ignore and clear the flag DAC.INTFLAG.EMPTY.

Affected Silicon Revisions

X X X X

E/G/J X
N

Direct Memory Access Controller (DMAC)

CRCDATAIN Writes
If data is written to CRCDATAIN in two consecutive instructions, the CRC computation may be incorrect.

Workaround
Add a NOP instruction between each write to CRCDATAIN register.

Affected Silicon Revisions

E/G/J X
N

Fetch Error

When using more than one DMA channel and if one of these DMA channels has a linked descriptor, a fetch error can
appear on this channel.

Workaround
Do not use linked descriptors, make a software link instead:
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Replace the channel which used linked descriptor by two channels DMA (with linked descriptor disabled) handled by
two channels event system:

« DMA channel 0 transfer completion is able to send a conditional event for DMA channel 1 (through event system
with configuration of BTCTRL.EVOSEL=BLOCK for channel 0 and configuration CHCTRLB.EVACT=CBLOCK
for channel 1)

* On the transfer complete reception of the DMA channel 0, immediately re-enable the channel 0

» Then DMA channel 1 transfer completion is able to send a conditional event for DMA channel 0 (through event
system with configuration of BTCTRL.EVOSEL=BLOCK for channel 1 and configuration
CHCTRLB.EVACT=CBLOCK for channel 0)

* On the transfer complete reception of the DMA channel 1, immediately re-enable the channel 1
* The mechanism can be launched by sending a software event on the DMA channel 0

Affected Silicon Revisions

X X

E/G/J X
N X

Enabling Channels

When at least one channel using linked descriptors is already active, enabling another DMA channel (with or without
linked descriptors) can result in a channel Fetch Error (FERR) or an incorrect descriptor fetch.

This happens if the channel number of the channel being enabled is lower than the channel already active.

Workaround
When enabling a DMA channel while other channels using linked descriptors are already active, the channel number
of the new channel enabled must be greater than the other channel numbers.

Affected Silicon Revisions

X X

E/G/J X
N X

Concurrent channels triggers
When using concurrent channels triggers, the DMAC write-back descriptors may get corrupted.

Workaround
Multiple transfers must only be sequenced using linked descriptors on a single channel.

Affected Silicon Revisions

E/G/J X X
N
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External Interrupt Controller (EIC)

NMI Exception

If the NMI pin PORT config is INPUT+PULL-UP enabled and the NMI is configured to trigger on rising edge (or both
edges), the NMI exception is triggered as soon as the NMI config is written.

Workaround
Set the NMI pin PORT config, enable EIC in

» Edge Detection
mode, and then disable the EIC. Clear INTFLAG, and then write the NMI configuration.

Affected Silicon Revisions

E/G/J X
N

Write-protection
The EIC ASYNCH register is not write-protected.

Workaround
None.

Affected Silicon Revisions

E/GIJ X
N

Spurious Flag

When the EIC is configured to generate an interrupt on a low level or rising edge or both edges (CONFIGn.SENSEX)
with the filter enabled (CONFIGn.FILTENX), a spurious flag might appear for the dedicated pin on the
INTFLAG.EXTINTIx] register as soon as the EIC is enabled using CTRLA ENABLE bit.

Workaround
Clear the INTFLAG bit after the EIC is enabled and before enabling the interrupts.

Affected Silicon Revisions

X X X

E/G/J X
N

False NMI Interrupt
Changing the NMI configuration (CONFIGn.SENSEX) on-the-fly may lead to a false NMI interrupt.

Workaround
Clear the NMIFLAG bit once the NMI is modified.
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Affected Silicon Revisions

X X X

E/G/J X
N

Edge Detection

When enabling EIC, SYNCBUSY.ENABLE is released before EIC is fully enabled. Edge detection can be done only
after three cycles of the selected GCLK (GCLK_EIC or CLK_ULP32K).

Workaround
None.

Affected Silicon Revisions

E/G/J
N X

Edge Detection in Standby Mode

When the asynchronous edge detection is enabled, and the system is in Standby mode, only the first edge will be
detected. The following edges are ignored until the system wakes up.

Workaround for SAM C20/C21 "E/G/J" Devices

Asynchronous edge detection doesn’t work, instead use the synchronous edge detection (ASYNCH.ASYNCH][x]=0).
To reduce power consumption when using synchronous edge detection, either set the GCLK_EIC frequency as low
as possible or select the ULP32K clock (EIC CTRLA.CKSEL=1).

Workaround for SAM C20/C21 "N" Devices

Use the asynchronous edge detection with debouncer enabled. It is recommended to have the
DPRESCALER.PRESCALER and DPRESCALER.TICKON settings such as to have the lowest frequency possible.
To reduce the power consumption, set the EIC GCLK frequency as low as possible or select the ULP32K clock (EIC
CTRLA.CKSEL set).

Affected Silicon Revisions

X X X X

E/G/J X
N X

Event System (EVSYS)

Generic Clock

In Synchronous mode, spurious overrun interrupts can be generated when the generic clock for a channel is always
ON (CHANNEL.ONDEMAND = 0).

Workaround
Set Generic Clock on Demand feature by setting CHANNEL.ONDEMAND = 1.
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Affected Silicon Revisions

E/G/J
N

Overrun Flag Trigger

The acknowledge between an event user and the EVSYS clears the CHSTATUS.CHBUSYn bit before this
information is fully propagated in the EVSYS one GCLK_EVSYS_CHANNEL_n clock cycle later. As a consequence,
any generator event occurring on that channel before that extra GCLK_EVSYS_CHANNEL_n clock cycle will trigger
the overrun flag.

Workaround
For applications using event generators other than the software event, monitor the OVR flag.

For applications using the software event generator, wait one GCLK_EVSYS_CHANNEL_n clock cycle after the
CHSTATUS.CHBUSYNn bit is cleared before issuing a software event.

Affected Silicon Revisions

E/G/J
N

Software Event

When using a software event on a channel with resynchronized path, the CHSTATUS.CHBUSYn bit will not be set
immediately. If another event occurs during this time the event is lost and the overrun flag is not generated.

Workaround
Wait three GCLK_EVSYS_CHANNEL_n clock cycles for the CHSTATUS.CHBUSYn bit to be set, before issuing a
new software event.

Affected Silicon Revisions

E/G/J
N X

Event Channel Configuration

Right after an Event channel configuration is done and enabled, the channel is busy for 1 generic clock
(GCLK_EVSYS_Channelx)tick, however the EVSYS.CHSTATUS.CHBUSYn corresponding bit is not set during that
time. This is noticeable when the EVSYS input GCLK frequency is less than the CPU frequency.

Workaround
Wait for at least 1 generic clock(GCLK_EVSYS_Channelx) tick before triggering the channel for the first time after it
has been configured and enabled.

Affected Silicon Revisions

E/G/J
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N

1/0 Pin Controller (PORT)

Overrun Events

When the PORT is defined as EVSYS.USER in a synch/resynch path, the first event is transmitted to the PORT but
the acknowledgment coming from the PORT is not released. So next coming events are treated as overrun by
EVSYS.

Workaround
None.

Do not use the synch/resynch path, only use asynchronous path.

Affected Silicon Revisions

S O O R S
E/GIJ X
N

PORT Read and Write

PORT read/write attempts on non-implemented registers, including addresses beyond the last implemented register
group (PA, PB,...) do not generate a PAC protection error.

Workaround
None.

Affected Silicon Revisions

S O O N S
E/GIJ X X X X X
N X

Write Protect

The non-debugger IOBUS writes to the PAC Write-protected registers are not prevented when the PORT is PAC
Write-protected.

Workaround
None.

Affected Silicon Revisions

X X X X

E/G/J X
N X
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Non-Volatile Memory Controller (NVMCTRL)

EEPROM Cache

The RWW EEPROM cache is not invalidated when performing write or erase operations. Reading RWWEE cached
data can result in outdated data.

Workaround
When the RWW EEPROM Cache is on CTRLB.CACHEDIS=0x2 or CTRLB.CACHEDIS=0x3, invalidate the cache by
issuing the INVALL NVMCTRL command immediately after issuing a RWW EEPROM write or erase operation.

Affected Silicon Revisions

X X X X

E/G/J X
N X

Peripheral Touch Controller (PTC)

Excess Power Consumption

The PTC generic clock is always requested during Standby mode when RUNSTDBY is set to one. Power
consumption will be higher if the PTC is enabled during Standby Sleep mode even if no conversion is ongoing.

Workaround
Disable PTC in Standby mode to reduce power consumption.

Affected Silicon Revisions

E/G/J X
N

Real-Time Clock (RTC)

Read Synchronization

The COUNTSYNC/CLOCKSYNC bit of the RTC.CTRLA register has no effect. Read synchronization of the COUNT/
CLOCK register is always enabled.

Workaround
None.

Affected Silicon Revisions

E/G/J X
N
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COUNTSYNC
When COUNTSYNC is enabled, the first COUNT value is not correctly synchronized, hence it is a wrong value.

Workaround
After enabling COUNTSYNC, read the COUNT register until its value is changed when compared to its first value
read. After this, all consequent value read from the COUNT register is valid.

Affected Silicon Revisions

X X X

E/G/J X
N X

Write Corruption
A 8-bit or 16-bit write access for a 32-bit register, or 8-bit write access for a 16-bit register can fail for the following
registers:

*  COUNT register in COUNT32 mode
*  COUNT register in COUNT16 mode
* CLOCK register in CLOCK mode

Workaround
Write the registers with:

» A 32-bit write access for the COUNT register in COUNT32 mode, the CLOCK register in CLOCK mode
* A 16-bit write access for the COUNT register in COUNT16 mode

Affected Silicon Revisions

e O O O O
E/GIJ X X X X X
N X

Serial Communication Interface (SERCOM)

SPI Mode
If the SERCOM is enabled in SPI mode with SSL detection enabled (CTRLB.SSDE) and CTRLB.RXEN =1, an
erroneous slave select low interrupt (INTFLAG.SSL) can be generated.

Workaround
Enable the SERCOM first with CTRLB.RXEN = 0. In a subsequent write, set CTRLB.RXEN = 1.

Affected Silicon Revisions

E/G/J X
N

Auto-baud Mode
In USART Auto-baud mode, missing Stop bits are not recognized as inconsistent sync (ISF) or framing (FERR)
errors.
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Workaround
None.

Affected Silicon Revisions

E/G/J
N X

SPI

In SPI Slave mode with Slave Data Preload Enabled (CTRLB.PLOADEN = 1), the first data sent from the slave will
be a dummy byte if the master cannot keep the Slave Select pin low until the end of transmission.

Workaround
In SPI Slave mode, the Slave Select (SS) pin must be kept low by the master until the end of the transmission if the
Slave Data Preload feature is used (CTRLB.PLOADEN = 1).

Affected Silicon Revisions

E/G/J
N X

USART
In USART operating mode, if DBGCTRL.DBGSTOP=1, data transmission is not halted after entering Debug mode.

Workaround
None.

Affected Silicon Revisions

E/G/J
N X

12C
In I2C slave transmitter mode, at the reception of a NACK, if there is still data to be sent in the DMA buffer, the DMA

will push data to the DATA register. Because a NACK was received, the transfer on the 12C bus will not happen
causing the loss of this data.

Workaround
Configure the DMA transfer size to the number of data to be received by the 12C master. DMA can not be used if the
number of data to be received by the master is not known.

Affected Silicon Revisions

E/G/J
N X
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Repeated Start

For Master Write operations (excluding High-Speed mode) in 10-bit Addressing mode, writing CTRLB.CMD = 0x1
does not correctly issue a Repeated Start command.

Workaround
Write the same 10-bit address with the same direction bit to the ADDR.ADDR register to properly generate a
Repeated Start.

Affected Silicon Revisions

E/G/J
N X

Repeated Start 12C

For High-Speed Master Write operations, writing CTRLB.CMD = 0x1 issues a STOP command instead of a Repeated
Start, making repeated start not possible in that mode.

Workaround
None.

Affected Silicon Revisions

E/G/J
N

CLKHOLD Bit Status in I12C
The STATUS.CLKHOLD bit in master and slave modes can be written, whereas it is a read-only status bit.

Workaround
Do not clear the STATUS.CLKHOLD bit to preserve the current clock hold state.

Affected Silicon Revisions

E/G/J
N

NACK and Repeated Start in I2C Master Mode

For High-Speed Master Read operations, sending a NACK (CTRLB.CMD = 0x2) forces a STOP to be issued, making
repeated start not possible in that mode.

Workaround
None.

Affected Silicon Revisions

E/G/J
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N X

10-bit Addressing Mode
10-bit addressing in 12C Slave mode is not functional.

Workaround
None.

Affected Silicon Revisions

cawoczivos B o b & ___r
E/G/J X X X X X
N

12C in Slave Mode

In I2C mode, LENERR, SEXTOUT, LOWTOUT, COLL and BUSERR bits are not cleared when INTFLAG.AMATCH is
cleared.

Workaround
Manually clear status bits LENERR, SEXTOUT, LOWTOUT, COLL and BUSERR by writing these bits to 1 when set.

Affected Silicon Revisions

X X X X

E/G/J X
N X

Collision Detection

In USART operating mode with Collision Detection enabled (CTRLB.COLDEN = 1), the SERCOM will not abort the
current transfer as expected if a collision is detected and if the SERCOM APB Clock is lower than the SERCOM
Generic Clock.

Workaround
The SERCOM APB clock must always be higher than the SERCOM Generic Clock to support collision detection.

Affected Silicon Revisions

X X X X

E/G/J X
N X

Quick Command

When Quick command is enabled (CTRLB.QCEN=1), the software can issue a repeated Start by either writing
CTRLB.CMD or ADDR.ADDR bit fields. If, in these conditions, SCL Stretch Mode is CTRLA.SCLSM=1, a bus error
will be generated.

Workaround
Use Quick Command mode (CTRLB.QCEN=1) only if SCL Stretch Mode is CTRLA.SCLSM=0.
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Affected Silicon Revisions

E/G/J
N

Over Consumption in standby

When SERCOM USART CTRLA.RUNSTDBY = 0 and the Receiver is disabled (CTRLB.RXEN = 0), the clock request
to the GCLK generator feeding the SERCOM will stay asserted during Standby mode, leading to unexpected over
consumption.

Workaround
Configure CTRLA.RXPO and CTRLA.TXPO to use the same SERCOM PAD for RX and TX, or add an external pull-
up on the RX pin.

Affected Silicon Revisions

T O O I O O
E/GIJ
N X

Sigma-Delta Analog-to-Digital Converter (SDADC)

Input Conversion

If the APB clock is not 2x or higher than the Generic Clock frequency, the first input conversion in a sequence will be
invalid.

Workaround
The APB clock must be twice the generic clock frequency or higher, or the prescaler must be configured to provide a
similar ratio.

Affected Silicon Revisions

E/G/J
N

INL
Poor INL is observed when the SDADC input signal is close to VREF.

Workaround
SDADC Differential Input Voltage Range should be limited to + 0.7.VREF (and not + VREF).

SDADC Single-Ended Input Voltage Range should be limited to 0 to 0.7.VREF (and not 0 to VREF).

Affected Silicon Revisions

E/G/J
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N

Conversions

The default value of zero in GAINCORR causes RESULT to be zero. The default value of zero in CTRLB.SKPCNT
generates invalid data on the first two conversions

Workaround
Write GAINCORR to '1' before running any conversions. Write CTRLB.SKPCNT to 2 before running single
conversions.

Affected Silicon Revisions

E/G/J X
N

Power Consumption
Power consumption for the SDADC does not meet the specification in the published product data sheet.

Workaround
None. Consider the following power consumption specifications for the affected silicon revisions.

Table 1-6. SDADC Power Consumption (1)

Symoo—Puamatrs | Conaions ————Ta Ty ax. unia

CTLSDADC=0x0 External Reference -
VDDANA = 5.5V Vref = 2V Reference buffer 588 658 UuA
on SCLK_SDADC = 6 MHz Max. 85°C

CTLSDADC=0x0 Internal Reference - Typ. 25°C
VDDANA = Vref = 5.5V Reference buffer off 552 608 uA
Power SCLK_SDADC = 6 MHz

consumption CTLSDADC=0x0 External Reference -
VDDANA = 5.5V Vref = 2V Reference buffer 588 667 UuA
on SCLK_SDADC =6 MHz Max. 105°C

CTLSDADC=0x0 Internal Reference - Typ. 25°C
VDDANA=Vref= 5.5V Reference buffer off 552 617 uA
SCLK_SDADC = 6 MHz

IDD VDDANA

Note:
1. These values are based on characterization.

Affected Silicon Revisions

X X X

E/G/J X
N
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Temperature Sensor (TSENS)

PAC Write-protection
When PAC Write-Protection is enabled for TSENS, writes to TSENS.CTRLB are not functional.

Workaround
Do not enable the PAC Write-Protection for TSENS.CTRLB or use the TSENS in free-running mode.

Affected Silicon Revisions

X X X X

E/GIJ X
N X
Timer/Counter (TC)

Capture Overflow

A capture overflow can occur without INTFLAG.ERR being set if a new capture occurs within 3 APB clock periods + 3
generic clock periods after a previous capture.

Workaround
The delay between two capture events must be longer than 3 APB clock periods + 3 generic clock periods.

Affected Silicon Revisions

E/G/J X
N

1/0 Pins
The input capture on I/O pins does not work.

Workaround
Use the input capture through TC event and use the EIC or CCL as event generators.

Affected Silicon Revisions

E/GIJ X
N

SYNCBUSY Flag

When clearing the STATUS.PERBUFV/STATUS.CCBUFx flag, SYNCBUSY flag is released before the PERBUF/
CCBUFx register is restored to its appropriate value.

Workaround
Clear successively twice the STATUS.PERBUFV/STATUS.CCBUFx flag to ensure that the PERBUF/CCBUFx
register value is properly restored before updating it.
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Affected Silicon Revisions

E/G/J
N

Timer/Counter for Control Applications (TCC)

Circular Buffer

When the circular buffer is enabled, an APB clock is requested to update the corresponding APB register. If all
masters in the system (CPU, DMA) are disabled, the APB clock is never provided to the TCC, making the circular
buffer feature not functional in standby Sleep mode.

Workaround
Keep a master enabled in the system (enable DMA or do not enable standby Sleep mode when circular buffer is
enabled).

Affected Silicon Revisions

e e b e e
E/GIJ

N

RAMP 2 Mode

In RAMP 2 mode with Fault keep, qualified and restart, if a fault occurred at the end of the period during the qualified
state, the switch to the next ramp can have two restarts.

Workaround
Avoid faults few cycles before the end or the beginning of a ramp.

Affected Silicon Revisions

Y O O O N
E/G/J

N

CAPTMARK

FCTRLX.CAPTURE[CAPTMARK] does not work as described in the data sheet. CAPTMARK cannot be used to
identify captured values triggered by fault inputs source A or B on the same channel.

Workaround
Use two different channels to timestamp FaultA and FaultB.

Affected Silicon Revisions

E/G/J
N
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Capture Overflow

A capture overflow can occur without INTFLAG.ERR being set if a new capture occurs within 3 APB clocks + 3
generic Clock periods from a previous capture.

Workaround
The delay between two capture events must be longer than 3 APB clock periods + 3 generic clock periods.

Affected Silicon Revisions

E/G/J X
N

Advance Capture Mode

Advance Capture mode (CAPTMIN CAPTMAX LOCMIN LOCMAX DERIVO0) doesn’t work if an upper channel is not
in one of these mode. Example: when CC[0] = CAPTMIN, CC[1] = CAPTMAX, CC[2] = CAPTEN, and CCJ[3] =
CAPTEN, CAPTMIN and CAPTMAX will not work.

Workaround
Basic capture mode must be set in lower channel and advance capture mode in upper channel.

Example: CC[0] = CAPTEN , CC[1] = CAPTEN , CC[2] = CAPTMIN, CC[3] = CAPTMAX.

All capture will be done as expected.

Affected Silicon Revisions

S O O N S
E/GIJ X X X X X
N

SYNCBUSY
When clearing STATUS.xxBUFV flag, SYNCBUSY is released before the register is restored to its appropriate value.

Workaround
To ensure that the register value is properly restored before updating this same register through xx or xxBUF with a
new value, the STATUS.xxBUFV flag must be cleared successively two times.

Affected Silicon Revisions

e O O O O
E/GIJ X X X X X
N

Dithering Mode

Using TCC in Dithering mode with external retrigger events can lead to unexpected stretch of right-aligned pulses, or
shrink of left-aligned pulses.

Workaround
Do not use retrigger events or actions when TCC is configured in Dithering mode.
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Affected Silicon Revisions

E/G/J
N

PERBUF

In Down-Counting mode, the Lock Update bit (CTRLB.LUPD) does not protect against a PER register update from
the PERBUF register.

Workaround
None.

Affected Silicon Revisions

E/G/J
N X

TCC with EVSYS in SYNC/RESYNC Mode
The TCC peripheral is not compatible with an EVSYS channel in SYNC or RESYNC mode.

Workaround
Use TCC with an EVSYS channel in ASYNC mode.

Affected Silicon Revisions

E/G/J
N X

ALOCK Feature
ALOCK feature is not functional.

Workaround
None.

Affected Silicon Revisions

E/G/J
N X

XOSC/XOSC32K Oscillator

CFD and Clock Switching

When the CFD is enabled for XOSC/XOSC32K and the oscillator input signal is stuck at 1 (i.e., logic high), the clock
failure detection works correctly but the switch to the safe clock will fail.
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Workaround
Two possible workarounds are:

1. If the main clock source comes from the XOSC/XOSC32K oscillator, then use the WDT in firmware and switch
to the safe clock source in firmware at the WDT Reset.

2. Else since the clock failure detection is functional, once the STATUS.CLKFAIL is set and if the
STATUS.CLKSW is not set, manually switch to safe clock from firmware to use another source clock instead.

Affected Silicon Revisions

E/G/J
N X

Master Clock (MCLK)

PAC Protection

Writes to the MCLK Control A register (MCLK.CTRLA) do not generate a PAC protection error even if this register
has been write-protected using the PAC.

Workaround
None.

Affected Silicon Revisions

X X X X

E/G/J X
N

Frequency Meter (FRQM)

PAC Protection Error
FREQM reads on the Control B register (FREQM.CTRLB) and generates a PAC protection error.

Workaround
None.

Affected Silicon Revisions

X X X X

E/G/J X
N X
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Data Sheet Clarifications

The following typographic corrections and clarifications are to be noted for the latest version of the device data sheet
(DS60001479G).

Note: Corrections in tables, registers, and text are shown in bold. Where possible, the original bold text formatting
has been removed for clarity.

PTC Characteristics for SAM C20/21 E/G/J at 105°C

Previous versions of the data sheet did not include PTC Characteristics for this chapter. These have been added for
the current revision, and are displayed as follows:

PTC Power Consumption
The values given in the table below are measured values of power consumption under the following conditions:

* Operating conditions
- VDD =5.0vV
* Clocks
— OSC48M used as main clock source, running undivided at 48 MHz
— CPU is running on Flash with 2 wait states, at 48 MHz
— PTC running at 4 MHz
* PTC configuration
— Mutual-capacitance mode
— One-touch channel
« System configuration
— Standby Sleep mode enabled
— RTC running on ULP32K: used to define the PTC scan rate, through the event system
— Drift Calibration disabled: no interrupts, PTC scans are performed in Standby mode

— Drift Calibration enabled: RTC interrupts (wakeup) the CPU to perform PTC scans. PTC drift calibration is
performed every 1.5 sec.
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Table 2-1. Power Consumption (1)

IDD

Note:

Drift

FETEOTEEND Calibration

10

50
Disabled
100

200
Current
Consumption
10

50
Enabled

100

200

1.  These values are based on characterization.

PTC Characteristics for SAM C20/21 N at 105°C

Oversamples

16

16

16

16

16

16

16

16

24

Max. 105°C Typ
25°C

519
43 543
17 | 512
22 518
16 | 511
19 515
16 | 511
17 513

HA

30 530
50 554
20 517
24 | 522
18 | 516
21 518
17 | 515
19 517

Previous versions of the data sheet did not include PTC Characteristics for this chapter. These have been added for
the current revision, and are displayed as follows:

Table 2-2. Sensor Load Capacitance (1)

Cload

Cload

Self-capacitance

Self-capacitance

Y1
Y2
Y3
Y4
Y5
Y6
Y7
Y8

24 pF
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Y9

Cload Self-capacitance
Cload Self-capacitance
Cload Mutual-capacitance

Note:

1. Capacitance load that the PTC circuitry can compensate for each channel.

PTC Power Consumption

Y10
Y11
Y12
Y13
Y14
Y15
Y16
Y17
Y18
Y19
Y20
Y21
Y22
Y23
Y24
Y25
Y26
Y27
Y28
Y29
Y30
Y31
All

22 pF
24 pF
31 pF

The values given in the table below are measured values of power consumption under the following conditions:

* Operating conditions
- VDD =5.0V
* Clocks

— OSC48M used as main clock source, running undivided at 48 MHz

— CPU is running on Flash with 2 wait states, at 48 MHz
— PTC running at 4 MHz
* PTC configuration
— Mutual-capacitance mode
— One-touch channel
« System configuration
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— Standby Sleep mode enabled

— RTC running on ULP32K: used to define the PTC scan rate, through the event system

— Drift Calibration disabled: no interrupts, PTC scans are performed in Standby mode
— Drift Calibration enabled: RTC interrupts (wakeup) the CPU to perform PTC scans. PTC drift calibration is

performed every 1.5 sec.

Table 2-3. Power Consumption (1)

Symbol

IDD

Note:

Drift
Calibration

Parameters

10

50
Disabled
100

200
Current
Consumption
10

50
Enabled

100

200

1. These values are based on characterization.

Moisture Sensitivity Level
The Moisture Sensitivity Level (MSL) specification is removed from the data sheet Chapter “Package Drawings”. For

determining the Moisture Sensitivity Level, go to www.microchip.com/quality.

Oversamples

16

16

16

16

16

16

16

16

24

609
43 633
17 | 602
22 608
16 | 601
19 605
16 | 601
Max. 105°C Typ 17| 608 A
25°C 30 620
50 644
20 607
24 612
18 | 606
21 608
17 | 605
19 607
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Appendix A: Revision History

Rev. G Document (11/2020)
The following silicon issue was added in this revision:

* AC: 1.5.6 Spurious COMP Interrupt
The following silicon issue was updated with a new verbiage:
* EVSYS: 1.12.1 Generic Clock

Rev. F Document (09/2020)
The following Data Sheet Clarifications were added in this revision, and the older Data Sheet Clarifications were
removed.

* PTC Characteristics for SAM C20/21 E/G/J at 105°C

* PTC Characteristics for SAM C20/21 N at 105°C

* Moisture Sensitivity Level

Rev E Document (05/2020)
The following Data Sheet Clarifications were added in this revision:
» Sigma-Delta Analog-to-Digital Converter (SDADC) Characteristics for SAM C20/C21 E/G/J at 85°C
*  Power Consumption for SAM C20/C21 N at 105°C - IDLEO
* Analog-to-Digital Converter (ADC) Characteristics for SAM C20/C21 N at 105°C
» Sigma-Delta Analog-to-Digital Converter (SDADC) Characteristics for SAM C20/C21 N at 105°C
*  Current Consumption - IDLEO for SAM C20/C21 E/G/J AEC-Q100 Grade 1 at 125°C

Added the following silicon issues:
* 1.8.13 Potential hard fault on standby entry
* 1.17.14 Over consumption in standby

Rev D Document (01/2019)
The following updates were included in this revision:

* New silicon revision F for SAM C20/21 E/G/J product family is introduced in this document.

» Added the following silicon issues:
— OSC48M: 1.2.2 Division Ratio
— FDPLL: 1.3.4 FDPLL Loop Divider Ratio
— AC: 1.5.4 Hysteresis
— AC: 1.5.5 Power Consumption
— ADC: 1.4.7 Differential and Single Ended Mode
— ADC: 1.4.8 Power Consumption
— CAN: 1.6.15 DAR Mode
— CAN: 1.6.16 TxFIFO
— CAN: 1.6.17 High Priority Message Interrupt
— CAN: 1.6.18 INTFLAG Status
— CCL: 1.7.2 Sequential Logic
— CCL: 1.7.3 Enable Protected Registers
— CCL: 1.7.4 PAC Protection Error
— DMAC: 1.10.4 Linked Descriptors
— MCLK: 1.23.1 PAC Protection
— PORT: 1.13.3 Write-Protect
— RTC: 1.16.2 COUNTSYNC
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— RTC: 1.16.3 Write Corruption
— SERCOM: 1.17.3 SPI

— SERCOM: 1.17.4 USART

— SERCOM: 1.17.512C

— SERCOM: 1.17.6 Repeated Start

— SERCOM: 1.17.7 Repeated Start 12C

— SERCOM: 1.17.9 NACK and Repeated Start in 12C Master Mode
— SERCOM: 1.17.10 10-bit Addressing Mode
— SERCOM: 1.17.11 12C in Slave Mode
— SERCOM: 1.17.12 Collision Detection
— SERCOM: 1.17.13 Quick Command
— SDADC: 1.18.4 Power Consumption
— TCC: 1.21.8 PERBUF
— TCC: 1.21.9 TCC with EVSYS in SYNC/RESYNC Mode
— TCC: 1.21.10 ALOCK Feature
— FRQM: 1.24.1 PAC Protection Error
» The following silicon issues have been fixed in the SAM C20/21 E/G/J device silicon revision F:
— USART: 1.17.2 Auto-baud Mode
— RTC: 1.16.2 COUNTSYNC
— EVSYS: 1.12.2 Overrun Flag Trigger
— EIC: 1.11.3 Spurious Flag
— EIC: 1.11.4 False NMI Interrupt
— AC: 1.5.2 Low-Power Mode with Hysteresis

1
1
1
1
— SERCOM: 1.17.8 CLKHOLD Bit Status in 12C
1
1
1
1

Rev C Document (9/2018)
» Added silicon issues for EVSYS: Software Event, Event Channel Configuration
» Added silicon issues for ADC (Reference Buffer Offset )
* Added silicon issues for XOSC/XOSC32K Oscillator (CFD and Clock Switching)

Rev B Document (6/2017)
This revision includes the following updates:

» Updated SAM C20 Family Silicon Device Identification (see Table 1. SAM C20 Family Silicon Device
Identification)

» Updated SAM C21 Family Silicon Device Identification (see Table 2. SAM C21 Family Silicon Device
Identification)

» Updated silicon issues Device (DMA Write Access), Device (OSC48M Accuracy), and EIC (Edge Detection)

Rev A Document (5/2017)
Initial release of this document.
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The Microchip Web Site

Microchip provides online support via our web site at www.microchip.com/. This web site is used as a means to make
files and information easily available to customers. Accessible by using your favorite Internet browser, the web site
contains the following information:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

» General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online discussion
groups, Microchip consultant program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products. Subscribers will
receive e-mail notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, access the Microchip web site at www.microchip.com/. Under “Support”, click on “Customer Change
Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
* Local Sales Office
* Field Application Engineer (FAE)
» Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support. Local sales

offices are also available to help customers. A listing of sales offices and locations is included in the back of this
document.

Technical support is available through the web site at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.
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Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with
your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting from such
use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual property rights unless
otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings, BitCloud,
CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq, KeeLoq logo, Kleer, LANCheck,
LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB, OptoLyzer, PIC, picoPower,
PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA, SpyNIC, SST, SST Logo, SuperFlash,
tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology Incorporated in the U.S.A. and
other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight Load,
IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip Technology Incorporated
in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom, chipKIT,
chipKIT logo, CodeGuard, CryptoAuthentication, CryptoCompanion, CryptoController, dsPICDEM, dsPICDEM.net,
Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP, Inter-Chip
Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi, motorBench, MPASM, MPF, MPLAB Certified logo,
MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM, PICDEM.net, PICkit, PICtail,
PureSilicon, QMatrix, RightTouch logo, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQl,
SuperSwitcher, SuperSwitcher Il, Total Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock,
Wireless DNA, and ZENA are trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany || GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2017, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-7255-1

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer fabrication
facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California and India. The
Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC® DSCs, KEELOQ® code
hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and analog products. In addition,
Microchip’s quality system for the design and manufacture of development systems is ISO 9001:2000 certified.
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Worldwide Sales and Service
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Corporate Office
2355 West Chandler Blvd.
Chandler, AZ 85224-6199
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