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1 Working safely

Intended use

The use of TAP CURIOUS described in these instructions serves to
analyze Ethernet-based data flows. Using TAP CURIOUS for any
alternative purpose is not envisaged and can lead to loss or damage.
TAP CURIOUS must not be used for illegitimate or unlawful data
espionage.

User

You are allowed to use TAP CURIOUS if you have knowledge of and
authorizations for the following areas:

assessing the safety of electrical systems and equipment,
installing and configuring IT systems,

measuring and analyzing electrical functions and systems,
occupational health and safety,

assembling and connecting-up electrical equipment,

accident prevention and occupational safety regulations applicable at
the place of use.

Avoiding hazards
NOTICE Defect .caus.ed by excessive signal voltage
Excessive signal voltage can damage TAP CURIOUS.

Apply only signal voltage that conforms to the standard.
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2 Scope of delivery

Box

TAP CURIOUS

Power pack with Euro adapters
Plug for the power supply

Plug for the digital input and output

Operating instructions, Wireshark plugins and web server files on USB
stick (the latest version can be found at www.kunbus.de/support.html)
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3 Introduction

The KUNBUS TAP CURIOUS is your network monitor for analyzing all
standard industrial Ethernet solutions. Four probe ports allow you to
capture up to two independent realtime Ethernet connections.

You can use filters to reduce data volumes or select specific analysis
data. You can configure these filters via an integrated web server. The
web server can operate in 2 different modes. "Basic" mode helps you
set your filters and configure your device. "Expert" mode was
developed for people with expert knowledge of frame filters. In this
mode, you can filter a frame by all the aspects it contains.

The digital input and output allows you to create useful trigger
conditions. These can systematically help limit sporadic effects, and
identify and remedy the causes.

An internal throughput delay of O ps (zero delay) makes TAP
CURIOUS almost transparent for the data channels to be checked.

TAP CURIOUS is connected to a PC via a standard Ethernet
interface. You can operate TAP CURIOUS in 1 Gbit/s or 100 Mbit/s
mode. Captured packet data is read and analyzed using network
monitors such as "Wireshark", the freely available network analysis
software.
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4 Qverview

TAP CURIOUS

verflow

lllustration 1: Front

1 Uplink-Port 2 Link LED

3  Power LED 4  Status LEDs for the 2 com-
munication channels (5)

5  Monitoring ports 6 LEDs for filter and overflow

(2 communication channels)
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——— 10— ——— POWER ———
V* OUT IN GND 24v OV =

lllustration 2: Top

1 Socket for power supply 2  External input and output in-
terface

The individual overview points are explained in the following sections.
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4.1 Power supply

TAP CURIOUS is connected to the power supply pack via a 5-pole
plug. The plug is supplied as standard.

10— I POWER ————
V* OUT IN GND

lllustration 3: Power supply

The port is assigned as follows:

Pin Assignment
DNC

20-28 V
GND

DNC

PE

a b~ WON -

The Power LED indicates whether or not TAP CURIOUS is connected
to the power supply:
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Uplok KUNBUS
PC o}

Link Power
TAP CURIOUS ===~

Overflow

LIL]
C1C]

LED Display Meaning
Power off TAP CURIOUS is not connected to the power
supply.
green TAP CURIOUS is connected to the power
supply.
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4.2 Digital input and output

TAP CURIOUS has a digital input and output. This is protected against
reverse polarity. The terminal (Weidmuller BLZF 3.50/04/180 SN BK
BX) designed for the digital input and output is supplied as standard.

—I0—— G POWER =———my
V* OUT IN GND A

The port is assigned as follows:

Pin Assignment

1 20-28 V

2 Digital output
3 Digital input
4 GND
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4.3 Uplink interface
You can connect TAP CURIOUS to your PC via the uplink interface.
To do this, you need an Ethernet cable with standard RJ45 plugs.
If your PC does not have a free RJ45 port, you can use a USB adapter.

link
e [ ! Ku!
=

Link
TAP CURIOUE

Overflow

CIL]
C1C]

lllustration 4: Gigabit interface

The "Link" LED indicates the interface status:
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KUNBUS

Power
TAP CLRIOUS

Overflow

LIL]
C1C]

LED Display Meaning

CC- off No connection to the remote station

Link green Successfully connected to the remote station
yellow flash- Communication running
ing
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4.4 Test inputs

TAP CURIOUS has 2 communication channels for monitoring the
lines. Each of the ports Con 1 and Con 2, as well as Con 3 and Con 4,
are connected directly to a communication channel.

You can connect the ports to a device via an Ethernet cable with
standard RJ45 plugs.

Uplolc KUNBUS
L : s

Link Power
TAP CURIOUS

0000000 w

HH

lllustration 5: Test inputs
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Status LEDs signal the status of the individual ports:

Link
TAP CURIOUS

Overflow

LED Display Meaning
Con (A, B ,C, D) off No communication
activity green flashing Communication running
red Frame has been blocked by a filter

(burn time 500 ms), it is not output
via the uplink

Con (A, B,C, D) green 100 Mbit/s mode
speed yellow 10 Mbit/s mode
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4.5 Filter and overflow LEDs

You can apply filters to the frames. The LEDs are able to show these
filter results. The "Filters [ 20]" chapter explains how this works.

Overflow

0

' D e
e LS

Lin
TAP CURIOUS

LED Display Meaning
Overflow off No overflow on uplink port
red Only in 100 Mbit/s mode: Overflow on uplink
port (burn time 2 s)
Filter LEDO off No filter match
green Filter match
Filter LED1 off No filter match
green Filter match
Filter LED2 off No filter match
green Filter match
Filter LED3 off No filter match
green Filter match
Filter LED4 off No filter match
green Filter match
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5 Application examples

TAP CURIOUS is able to monitor devices in various ways. 2 examples
are shown here.

Example 1:

Connect your devices as shown to capture the communication
between two devices. This allows you to find faulty frames on the
network.

PC / Laptop

Gerat 1 Gerat 2
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Example 2:

Connect your devices as shown to monitor the frames before and after
a device throughput. In this example, device 2 is monitored. Here, you
could analyze the following:

— Measure the device throughput time,
— Check whether frames have been distorted or truncated,

— Measure jitter on cyclical frames.

PC / Laptop

Gerat 1 Gerat 2
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6 Starting TAP for the first time

> Unpack the device and make sure you have all the components
listed in the scope of delivery.

> Connect the device to the power pack supplied.
= The POWER LED lights up.

> Load the "Wireshark" network analysis software onto the PC and
install it. You can download Wireshark from www.wireshark.org.

Download the Wireshark plugin DLL from the KUNBUS website
and copy the DLL file into the Wireshark plug-in directory (e.g.: C:
\Programs\Wireshark\plugins\1.10.2). Starting with Whireshark
version 2.6.0, the file structure has changed. The location for the
DLL file is here: ...\Wireshark\plugins\2.6\epan

Depending on whether you are using the 32- or 64-bit version of
Wireshark, you will need to download the corresponding DLL file:
- 32-bit version: tap32_1xxx.dll (Wireshark plugin WIN32)

- 32-bit version: tap32_2xxx.dll (Wireshark-Plugin WIN32)

- 64-Bit-Version: tap64 _1xxx.dll (Wireshark-Plugin WIN64)

- 64-Bit-Version: tap64_2xxx.dll (Wireshark-Plugin WING64)

XXxx represents the used version (e.g. 1.10.2)

Connect TAP CURIOUS to an Ethernet interface on the PC using
a RJ45 cable. Die "Link" LED lights up as as soon as the PC and
TAP CURIOUS are connected

Connect the line to be tested to one of the probe ports. Each of
the ports "Con A" and "Con B" and ports "Con C" and "Con D" are
connected directly. So communication is possible even when TAP
is deactivated. The "Speed" LEDs show the connection speed set
for the probe ports. When frames are being transmitted on the
line, the "Activity" LED flashes green

Start Wireshark on the PC and activate the "TAP" plugin in the
menu at "Edit > Preferences > Protocols > TAP".

o

o

o

o

‘ ‘Wireshark - Einstellungen |@7£3
SoulSesk “|  KUNBUS TAP
zggf,gﬂcp Enable TAP
SPRT
SRVLOC
S5COP
55H
S50
STANAG 5066 DTS
STANAG 5066 SIS
StarTeam
STP
51T
SUA
sV
SYNCHROPHASO
T.38
TACACS+
TALT
TAP ]

TCAP .
TCP
TCPEMCAP
TCPROS 32
U T
oK ] [ Abbrechen ] [ Hilfe

lllustration 6: Wireshark Plugin
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http://www.wireshark.org

o All available Ethernet interfaces are listed in the main window.
Click on the Ethernet interface you require to select it.

o Set any filters you want via the web server. This allows you to
search for specific frames and prevents your PC's main memory
from becoming overloaded.

= You can now use Wireshark to analyze the data.

TAP CURIOUS expands the Ethernet packets by 20 bytes of
additional information. You can use TAP CURIOUS without the plugin
or with a different Ethernet analysis program. But you will not be able
to analyze this additional information. You might also find that the
analysis program reports a data packet as faulty due to this additional
information.

Information on the additional data can be found in the chapter called
"Monitoring the interface [ 58]".
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[/ Filters

7.1 Why do we use filters?

TAP CURIOUS records all Ethernet frames transmitted on the
connected network line. TAP sends the Ethernet frames to the
connected PC via the "Uplink to PC" port. Wireshark writes these
frames to the main memory (RAM) on your PC.

This not only makes it more difficult for your to monitor data, it can also
overload the main memory and cause your PC to crash.

To prevent this from happening, you can set various filters for each
probe port. These filters check whether the incoming frame has the
properties you defined in the filter settings. If the data have these
properties, they will be written to the main memory on your PC. If the
data do not have these properties, they will be ignored.

The following filter elements are available:

Status filter

The status filter enables you to filter properties such as the receiving
time or the status of a frame. This filter is applied to the 20 bytes, which
are additionally transmitted to the standard frame.

Segment filter

You can use the segment filter to filter data for parity or disparity within
the frame. There are 16 words (4 bytes) available, and these can be
checked in succession.
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Preamble

SFT

Destination Address

Source Address

VLAN Tag > Segment filter

Type Field

Data

PAD

CRC Checksum

Additional Data
Status filter

for TAP

You can set a total of 5 filters per probe port.
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7.2 Setting filters

Requirements:

v Wireshark is installed on your PC.

v' TAP CURIOUS is properly connected.
> Open the Network and sharing center on your PC.
o Click on "Change adapter settings".

> Double-click to open the network connection for your TAP
CURIOUS.

> Click on "Properties"

o Activate the "IPv4" protocol. You need this protocol to configure
filter settings via the web server.

> Open Wireshark

o Select the network connection for TAP CURIOUS.

File Edit View Go Capture Analyze Statisticcs Telephony Wireless Tools  Help
AR @ AmBRBRe>=TsEEaE

[. ‘Apply a display filter ... <Ctrl-f>

Welcome to Wireshark

Capture

...using this filter: [ | Enter a capture filter ...

LAN-Portxl.2

|

=twork Connection: LAN-Verbindung

I S I |

= TAP CURIOUS will transmit a broadcast frame. You can determine the
current IP address of TAP CURIOUS from this frame. When you start
TAP CURIOUS for the first time, the default IP address is 192.168.0.10.

o Click on “Address Resolution Protocol".
o Make a note of the TAP CURIOUS IP address.

© 7 uwctre: dve. pades: 1Dl 1(190.0%)

el i ile=iealm a)

DO0281R01
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> Enter the IP address into the address line in your browser.
= The web server will open.

You can now set the filters you want and configure TAP CURIOUS.
The web server has 2 modes:

"Edit Registers (Expert)" mode is the right mode for you if you are
already closely familiar with the structure of an Ethernet frame.

"Filter Basic" mode is the right mode for you if you do not deal with this
topic so often and feel you need a little more support.

A detailed list of the parameters for filter settings and the TAP
CURIOUS configuration can be found in the chapter called "Tabulated
list of filters and configuration registers [ 41]".

In the chapters that follow, we describe how to configure settings on
the web server.
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7.2.1 Settings in Basic mode

Basic mode is the right mode for you if you want to set filters in the
easiest way possible or feel you need a little support. Filter settings
you would make in multiple registers in Expert mode can be made
here from just one menu option.

v Your TAP CURIOUS is properly installed.

v" Your network connection for TAP CURIOUS is active.

v You have opened the web server.

o Click on "Filter basic"
= Basic mode will open.

Setting filters

> Click on the register of a port on which you want to set filters (e.g.
"Con A").

Channel 1 Channel 2 TAP CURIOUS - Filter Basic - V1.0 E—Hﬁgtﬁ

cotorst (] T

‘ o n » [l Dest.-Addressfilter
a Bl Src.-Addressfilter
» [ EtherType

CEniS

(buttons affect ALL filters in port!)

B IPv4 Dest.-Addressfilter

B 1Pv4 Src.-Addressfilter

le » [l extern Out

g
07:51:57: X1.1(ALL) on

HLeDO

WLED 1

HieD2

» MLeD3

WLED 4

last saved: 6/7/2017 7:52:40

You can set filters for the selected port here.
> Click on the orange triangle in front of the filter option.
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= You will now see a menu in which you can set the filters.

Channel 1 Channel 2 TAP CURIOUS - Filter Basic - V1.0 l(.lﬁ'HBmU§

covprnt (]

C 0 n {5 [l Dest.-Addressfilter
A set filter external input

O O o
(buttons affect AL fitters in port!) ’i

Log:
07:51:57: X1.1(ALL) on

» [l Src.-Addressfilter

» [l EtherType

» [l 1Pv4 Dest.-Addressfilter
» [ 1Pv4 Src.-Addressfilter

» [l extern Out

» lLED O
» HLED 1
» lLED 2
» lILED 3
» HLED4

last saved: 6/7/2017 7:52:40

To use any filter setting, you need to have activated the filter and
saved the settings. Do this by clicking on "On" and then "Save".

You can set the following filters:

Dest. address filter This is where you can set frames that are transmitted to a particular
MAC address. Enter the MAC address you require.

Check the "Set filter > Negate" box to filter all frames that are not
transmitted to this MAC address.

You can combine the filter with the external input. Do this by checking
the "External input > Yes/No" box.

Check the "External input > Negate" box if the external input has to be
"|OW"_

Src. address filter This is where you can set frames that are transmitted from a particular
MAC address. Enter the MAC address you require.

Check the "Set filter > Negate" box to filter all frames that are not
transmitted from this MAC address.

You can combine the filter with the external input. Do this by checking
the "External input > Yes/No" box.

Check the "External input > Negate" box if the external input has to be
"|OW"_
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Ethernet type

IPv4 Dest. address filter

IPv4 Src. address filter

This is where you can filter by the protocol type via which a frame's
useful data are transmitted. The values comply with the Ethernet
specification.

We have gathered the values of a few important protocols for you
here:

Type Protocol

0x0800 IP Internet Protocol, Version 4 (IPv4)
0x0804 Address Resolution Protocol (ARP)
0x8100 VLAN Tag

0x8892 PROFINET

0x884A EtherCAT

0x88AB POWERLINK

0x88CD SERCOS Il

Check the "Set filter > Negate" box to filter all frames that do not match
the selected Ethernet type.

You can combine the filter with the external input. Do this by checking
the "External input > Yes/No" box.

Check the "External input > Negate" box if the external input has to be
"IOW"_

This is where you can set frames that are transmitted to a particular IP
address. Enter the IP address you require.

Check the "Set filter > Negate" box to filter all frames that are not
transmitted to this IP address.

You can combine the filter with the external input. Do this by checking
the "External input > Yes/No" box.

Check the "External input > Negate" box if the external input has to be
"IOW"_

This is where you can set frames that are transmitted from a particular
IP address. Enter the IP address you require.

Check the "Set filter > Negate" box to filter all frames that are not
transmitted from this IP address.

You can combine the filter with the external input. Do this by checking
the "External input > Yes/No" box.

Check the "External input > Negate" box if the external input has to be
"|OW"_

DO0281R01
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Extern Out, LED 0-4 You can set what you want to do with the result of a filter here. You can
show that a filter applies via the filter LEDs or the external output.

To be able to use the configuration settings, they have to be saved.
Example:

You want to filter all frames that are transmitted from the MAC address
"C8 3E A7 01 23 45". LED 2 will light up when a frame has been
transmitted from MAC address "C8 3E A7 01 23 45",

o In the "Dest. address filter" menu, set value "C8 3E A7 01 23 45".

o |n the "Dest. address filter" checkbox in the "LED 2" menu, click
"Set"_

For TAP CURIOUS to use your filter settings, they have to be saved.
Saving the configuration As soon as you have set filter and configuration, you can save the
settings so that they can be used at a later time.
o Click on Export.
> Enter a file name
o Click on OK

'ggﬁggbgrafi;?;:féing If you have already saved a configuration in the web server, you can
import this file to TAP CURIOUS again at any time.
o Click on "Import".
> Select the file you want.
o Click on "OK".
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Configuring TAP CURIOUS

> Click on the "Configuration" register.

Channel 1 Channel 2 TAP CURIOUS - Filter Basic - V1.0 L'ﬁH'NBU
g | ) (T
device info config channel 1&2
FEFEFff 1.0.65297 ff.ff.ff.ffff.ff ® O
config TAP
set IP addr. 192.168.1.120 192.168.1.120
set subnet 255.255.255.0 255.255.255.0
set gateway 0.0.0.0 0.0.0.0
use DHCP
O ®
reset with Timer
switch off delay
inms L ] e o e |
activate | | O | O |
reset state l reset ‘ l reset ‘ l reset ‘ l reset ‘ | reset ‘ | reset ‘

Device information

Setting the connection speed

last saved:

The basic settings for TAP CURIOUS will be displayed. You can also
change certain values:
The following device information appears in "Device info":

— Serial number of TAP CURIOUS

— Software version

— MAC address

These data are specified by KUNBUS for this device and cannot be
changed. Please have these data to hand if you report a problem to
our support.

You can select the connection speed for all ports in the "Config
channel 1&2" menu. The default speed is 100 Mbit.

> To change the default, check the "10 Mbit mode" box.

DO0281R01
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Configuration You can change the following communication parameters in the
"Config TAP" menu:

— IP address
The IP address ensures that TAP CURIOUS can be clearly identified
within a network. When assigning a new |IP address, you should there-
fore make sure that it is not being used by another device in the net-
work.
If you use DHCP, you do not need to set the IP address. In this case,
TAP CURIOUS will receive the IP address from the DHCP server.

— Subnet
This is where you can adapt the net mask. The net mask is a bit mask
that indicates the bit position within the IP address that is being used to
address the network section. Make sure the settings you change here
match your network settings.

— Gateway address
You can set the gateway address here.

Using DHCP If you use a DHCP server, it can assign a free IP address to TAP
CURIOUS.
Setting outputs filters The "Reset with timer" menu allows you to reset one of the filter LEDs

or the external output after a selected time.

o In the "Switch off delay in ms" field, enter a time after which you
want the output to be reset.

> Check the "Activate" box
To be able to use the configuration settings, they have to be saved and
TAP CURIOUS needs to be restarted.
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7.2.2 Settings in Expert mode

If you are closely familiar with the structure of Ethernet frames, you
can use Expert mode to configure TAP CURIOUS and set the filters.

Setting filters
v Your TAP CURIOUS is properly installed.
v" Your network connection for TAP CURIOUS is active.
v You have opened the web server.

o Click on the register of a port on which you want to set filters (e.g.
B. "CON A").

Reg. Name Value Status Reg. Name Value Status.

001 Time1_TargetReg. 101 Time1_TargetReg.

o o~ w e e

003 Time2_TargetReg 103 Time2_TargetReg

w0 T Masies o "

ws Sate_Tageies 0

s Sate st s

P S i

s Segprert_TageRen -

we SeoPitrt_MasiRes 0

o0 SegFters_Posies o

P SegFa T i

o s — e

o SegPiters_Posies &

ot SegPiers_TageRen 4 D
o SegFites MasiRen i

me SecFmars_Poacen s

E SegFtrt_TageRos sosiois w

ot SegFiters_MaskReg (gesesese] 118

019 ‘SegFilters_PosReg [l 0: 119

o Segriers_TageRes -

= Segries iR &

- Segprrs_pesis =

@ SegPiers_TageRes >

o SegPiers MasiRes m

s pecinsim. =

s P — -

- Segpier asiRes &

o Segprers_poshes 125

P SegFters_Tagees P

= e — m

P Seoprs_posies I

o SegPiers_TageRen = Sovsncs
033 ‘SegFiltera_MaskReg 133

P Segpierto_Posns i -
o SegFrerio_TageRes = S ———
P J—— e - J——
- SegPtrt_Posien S - SegPtrt s
s Segrert1_Tagerey oo = Segrrerr_Tagerey

®100%

Set your filters here. You will find the values you require in the chapter
called "Tabulated list of filter registers [ 41]".

Filter examples

In the filter examples below, the x in the register number stands for the
associated port.

Con A Register (0)01, Register (0)02, Register (0)03, ...
Con B Register (1)01, Register (1)02, Register (1)03, ...
Con C Register (2)01, Register (2)02, Register (2)03, ...
Con D Register (3)01, Register (3)02, Register (3)03, ...
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Filtering by the destination Input field for MAC address: 6 bytes
MAC address

Example: You want to filter all frames that have been transmitted to
the MAC address C8 3E A7 01 23 45.

Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00 00 00 00 Word offset of the MAC address

x08 01 A7 3E C8 First 4 bytes of the MAC address

x09 FF FF FF FF Mask on all bits

SegFilter2:

x10 00 00 00 01 Word offset of the rest of the MAC
address

x11 00 00 45 23 Last 2 bytes of the MAC address

x12 00 00 FF FF Mask on the first 2 bytes

Filter 1:

x55 00 00 00 00 No negation of SegFilter1 and 2

x56 00 00 00 03 Filter1 consists of SegFilter1 and 2

Uplink:

X65 00 00 00 00 Do not invert output

X66 00 00 00 01 Frame is output at the uplink port if
filter 1 applies.

Config reg:

401 XX XX XX XE Activate filter for Con A (1110)

401 XX XX Xx XD Activate filter for Con B (1101)

401 XX XX XX xB Activate filter for Con C (1011)

401 XX XX XX X7 Activate filter for Con D (0111)
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Example: You want to filter all registers of protocol types IPv4 and
Filtering by protocol types IP4 |pg. The values you require are:

and IP6
— |P4= 0x0800
— |P6= 0x86DD

Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00 00 00 03 Word offset of protocol type
x08 00 00 00 08 IPv4 protocol type

x09 00 00 FF FF Mask on the first 2 bytes
SegFilter2:

x10 00 00 00 03 Word offset of protocol type
x11 00 00 DD 86 86 IPv6 Type

x12 00 00 FF FF Mask on the first 2 bytes
Filter 1

x55 00 00 00 00 No negation of SegFilter1
x56 00 00 00 01 Filter1 consists of SegFilter1
Filter 2

x57 00 00 00 00 No negation of SegFilter2
x58 00 00 00 02 Filter2 consists of SegFilter2
Uplink

X65 00 00 00 00 Do not invert output

X66 00 00 00 03 Frame is output at the uplink port if filter
1 or 2 applies.

ConfigReg
401 XX XX XX XE Activate filter for CON A port (1110)
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Filtering by the source MAC  |nput field for Src address: 6 bytes
address

Example: You want to filter all frames that have been transmitted from
the MAC address C8 3E A7 02 32 AB.

Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00 00 00 01 Word offset of the MAC address
x08 3E C8 xx xx First 2 bytes of the MAC address
x09 FF FF 00 00 Mask on the last 2 bytes

SegFilter2:

x10 00 00 00 02 Word offset of the rest of the MAC
address

x11 AB 32 02 A7 Last 4 bytes of the MAC address

x12 FF FF FF FF Mask on 4 bytes

Filter 1

x55 00 00 00 00 No negation of SegFilter1 and 2
x56 00 00 00 03 Filter1 consists of SegFilter1 and 2
Uplink

X65 00 00 00 00 Do not invert output

X66 00 00 00 01 Frame is output at the uplink port if filter
1 applies.

ConfigReg
401 XX XX Xx XE Activate filter for CON A port (1110)
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Filtering by the destination or
source MAC address

Input field for the destination MAC address: 6 bytes

Input field for the source MAC address: 6 bytes

Example: You want to filter all frames that are transmitted to the MAC
address C8 3E A7 01 23 45 or from the MAC address C8 3E A7 02 32

AB.

Set the following filter registers:

Register Parameter

SegFilter1:

x07 00 00 00 00
x08 01 A7 3E C8
x09 FF FF FF FF
SegFilter2:

x10 00 00 00 01
x11 XX Xx 45 23
x12 00 00 FF FF
SegFilter3:

x13 00 00 00 01
x14 3E C8 xx xx
x15 FF FF 00 00
SegFilter4:

x16 00 00 00 02
x17 AB 32 02 A7
x18 FF FF FF FF
Filter 1

x55 00 00 00 00
x56 00 00 00 03
Filter 2

x57 00 00 00 00
x58 00 00 00 OC
Uplink

X65 00 00 0000
X66 00 00 00 03
ConfigReg

401 XX XX XX XE

Function

Word offset of the destination MAC
address

First 4 bytes of the destination MAC
address

Mask on all bits

Word offset of the rest of the destination
MAC address

Last 2 bytes of the destination MAC
address

Mask on 2 bytes

Word offset of the source MAC address
First 2 bytes of the source MAC address
Mask on 2 bytes

Word offset of the rest of the source MAC
address

Last 2 bytes of the source MAC address
Mask on all bits

No negation of SegFilter1 and 2
Filter1 consists of SegFilter1 and 2

No negation of SegFilter3 and 4
Filter2 consists of SegFilter3 and 4

Do not invert output

Frame is output at the uplink port if filter 1
or 2 applies.

Activate filter for CON B port (1101)
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(IPv4 0x0800 )
Filtering by the sender IP
ag;’;@g y e sender Input field for sender IP address: 4 bytes

Example: You want to filter all frames that have been transmitted from
the IP address 01 02 03 04.

Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00 00 00 03 Word offset of protocol type

x08 00 00 00 08 IPv4 protocol type

x09 00 00 FF FF Mask on 2 bytes

SegFilter2:

x10 00 00 00 06 Word offset of the sender IP address
x11 02 01 00 00 4 bytes of the sender IP address
x12 FF FF 00 00 Mask for all bits

SegFilter3:

x13 00 00 00 07 Word offset of the sender IP address
x14 00 00 04 03 4 bytes of the sender IP address
x15 00 00 FF FF Mask for all bits

Filter 1

x55 00 00 00 00 No negation of SegFilter1 and 2

x56 00 00 00 07 Filter1 consists of SegFilter1 and 2
Uplink

X65 00 00 00 00 Do not invert output

X66 00 00 00 01 Frame is output at the uplink port if filter
1 applies.

ConfigReg
401 XX XX xx XE Activate filter for CON B port (1101)
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Filtering by the target IP
address

(IPv4 0x0800 )

Input field for target IP address: 4 bytes
Example: You want to filter the target IP address "01 02 03 04".
Set the following filter registers:

Register Parameter
SegFilter1:

x07 00 00 00 03
x08 00 00 00 08
x09 00 00 FF FF
SegFilter2:

x10 00 00 00 07
x11 02 01 00 00
x12 FF FF 00 00
SegFilter3:

x13 00 00 00 08

x14 00 00 04 03
x15 00 00 FF FF
Filter 1

x55 00 00 0000
x56 00 00 00 07
Uplink

x65 00 000000
X66 00 00 00 01

ConfigReg
401 XX XX XX XE

Function

Word offset of protocol type
IPv4 protocol type
Mask on 2 bytes

Word offset of the target IP address is 10
First 2 bytes of the target IP address
Mask on 2 bytes

Word offset of the rest of the target IP ad-
dress is 11

Last 2 bytes of the target IP address
Mask on 2 bytes

No negation of SegFilter1,2 and 3
Filter1 consists of SegFilter1,2 and 3

Do not invert output

Frame is output at the uplink port if filter 1
applies.

Activate filter for CON B port (1101)
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Example: You want to filter by protocol type IPv4 and the external
Filtering by IP4 and external input.
input
Protocol type IPv4 corresponds to 0x0800. The external input is
"high".

Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00 00 00 03 Word offset of protocol type
x08 00 00 00 08 IPv4 protocol type

x09 00 00 FF FF Mask on 2 bytes

Filter 1

x55 00 00 00 00 No negation of SegFilter1

x56 10 00 00 01  Filter1 consists of SegFilter1 and the exter-
nal input

Uplink

X65 00 00 00 00 Do not invert output

X66 00 00 00 01 Frame is output at the uplink port if filter 1
applies.

ConfigReg
401 xx xx xx XE  Activate filter for CON A port (1110)
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Example: You want to filter by protocol type IPv4 and set the external

Filtering by IP4 and setting  ytput if a frame with protocol type IPv4 arrives.
the external output

Protocol type IPv4 corresponds to 0x0800.
Set the following filter registers:

Register Parameter Function

SegFilter1:

x07 00000003  Word offset of protocol type
x08 00 00 00 08 IPv4 protocol type

x09 00 00 FF FF  Mask on 2 bytes

Filter 1

x55 00000000  No negation of SegFilter1
x56 00 00 00 01 Filter1 consists of SegFilter1
Uplink

X65 00 00 00 00 Do not invert output

X66 00 00 00 00 Frame is output at the uplink port if filter 1
applies.

External output

X67 00 00 00 00 No negation of ext. out

X68 00 00 00 01 Set external output if filter 1 applies
ConfigReg

401 XX XX xx XE Activate filter for CON A port (1110)
extOut_ConfigReg

402 00 00 01 01 Port Con A active, reset via a timer
extOutTimerReg

403 01312D 00  Timer resets the value every 200 ms
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Filtering by CRC error

Filtering by frame length

Example: You want to filter all frames that report a CRC error.

Set the following filter registers:

Register Parameter
State:

x05 08 00 00 00
x06 FF 00 00 00
Filter 1

X955 00 00 00 00
x56 80 00 00 00
Uplink

X65 00 00 00 00
X66 00 00 00 01

ConfigReg
401 XX XX XX XE

Example: You want to filter all frames that are 1012 bytes long.

Set the following filter registers:

Register Parameter
State:

x05 00 00 03 F4
x06 00 00 FF FF
Filter 1

X955 00 00 00 00
x56 80 00 00 00
Uplink

X65 00 00 00 00
X66 00 00 00 01

ConfigReg
401 XX XX XX XE

Configuring filters

Function

CRC Error Statusbit
Mask on 1 byte

No negation of StateFilter
Filter1 consists of state filter

Do not invert output

Frame is output at the uplink port if filter 1
applies.

Activate filter for CON A port (1110)

Function

Frame is 1012 bytes long (Ox03F4)
Mask on 2 bytes

No negation of StateFilter
Filter1 consists of state filter

Do not invert output

Frame is output at the uplink port if filter 1
applies.

Activate filter for CON A port (1110)

You can set what you want to do with the result of a filter in the
Registers menu "401-410". You can show that a filter applies via the
filter LEDs or the external output.

Information and setting values can be found in the chapter called "TAP
configuration register [ 51]".

To be able to use the configuration settings, they have to be saved.
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Device information

Connection settings

DHCP settings

Configuration

Configuring TAP CURIOUS
> Click on "Config settings > Show settings".
Device information is displayed in the first line:

— Serial number of TAP CURIOUS

— Software version

— MAC address

These data are specified by KUNBUS for this device and cannot be
changed. Please have these data to hand if you report a problem to
our support.

You can select the connection speed for all ports in the "Channel
mode" menu. The default speed is 100 Mbit.

> To change the default, check the "10 Mbit mode" box.

If you use a DHCP server, it can assign a free |IP address to TAP
CURIOUS.

o |In the "Use DHCP" menu, click on "Yes" to use DHCP.

You can change the following communication parameters in the
"Config TAP" menu:

— IP address
The IP address ensures that TAP CURIOUS can be clearly identified
within a network. When assigning a new |IP address, you should there-
fore make sure that it is not being used by another device in the net-
work.
If you use DHCP, you do not need to set the IP address. In this case,
TAP CURIOUS will receive the IP address from the DHCP server.

— Subnet
This is where you can adapt the net mask. The net mask is a bit mask
that indicates the bit position within the IP address that is being used to
address the network section. Make sure the settings you change here
match your network settings.

— Gateway address
You can set the gateway address here.
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7.3 Tabulated list of filter registers

A tabulated overview of all filter registers can be found in this chapter.

Number Name of the register

X01

X02

X03

X04

X05

X06

X07

X08

X09

X010
X011
X012
X013
X014
X015
X016
X017
X018
X019
X020
X021
X022
X023
X024
X025
X026
X027
X028
X029
X030
X031
X032
X033
X034
X035
X036

Time1_TargetReg
Time1_MaskReg
Time2_TargetReg
Time2_MaskReg
State_TargetReg
State_MaskReg
SegFilter1_PosReg
SegFilter1_TargetReg
SegFilter1_MaskReg
SegFilter2_PosReg
SegFilter2_TargetReg
SegFilter2_MaskReg
SegFilter3_PosReg
SegFilter3_TargetReg
SegFilter3_MaskReg
SegFilter4_PosReg
SegFilter4_TargetReg
SegFilter4_MaskReg
SegFilter5_PosReg
SegFilter5_TargetReg
SegFilter5_MaskReg
SegFilter6_PosReg
SegFilter6_TargetReg
SegFilter6_MaskReg
SegFilter7_PosReg
SegFilter7_TargetReg
SegFilter7_MaskReg
SegFilter8_PosReg
SegFilter8 TargetReg
SegFilter8 _MaskReg
SegFilter9_PosReg
SegFilter9 TargetReg
SegFilter9_MaskReg
SegFilter10_PosReg
SegFilter10_TargetReg
SegFilter10_MaskReg

Name of the filter
Timestamp_1

Timestamp_2
Status

Segment filter_1

Segment filter_2

Segment filter_3

Segment filter_4

Segment filter_5

Segment filter_6

Segment filter_7

Segment filter_8

Segment filter_9

Segment filter_10

Access

RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
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Number
X037
X038
X039
X040
X041
X042
X043
X044
X045
X046
X047
X048
X049
X050
X051
X052
X053
X054
X055
X056
X057
X058
X059
X060
X061
X062
X063
X064
X065
X066
X067
X068
X069

X070

X071

X072

Name of the register
SegFilter11_PosReg
SegFilter11_TargetReg
SegFilter11_MaskReg
SegFilter12_PosReg
SegFilter12_TargetReg
SegFilter12_MaskReg
SegFilter13_PosReg
SegFilter13_TargetReg
SegFilter13_MaskReg
SegFilter14_PosReg
SegFilter14_TargetReg
SegFilter14_MaskReg
SegFilter15_PosReg
SegFilter15_TargetReg
SegFilter15_MaskReg
SegFilter16_PosReg
SegFilter16_TargetReg
SegFilter16_MaskReg
Filter1_NegReg
Filter1_MaskReg
Filter2_NegReg
Filter2_MaskReg
Filter3_NegReg
Filter3_MaskReg
Filter4_NegReg

Filter4 MaskReg
Filter5_NegReg
Filter5_MaskReg
Gbit_Filter_NegReg
Gbit_Filter_MaskReg
ExOut_Filter_NegReg
ExOut_Filter_MaskReg
LEDO_LED2_Filter_Ne-
gReg

LEDO_LED2_Fil-
ter_MaskReg
LED3_LED4 Filter_Ne-
gReg

LED3 LED4 Fil-
ter_MaskReg

Name of the filter
Segment filter_11

Segment filter_12

Segment filter_13

Segment filter_14

Segment filter_15

Segment filter_16

Filter_1

Filter_2

Filter_3

Filter_4

Filter_5

Gbit Upload Filter
Ext Output Filter

LEDO - LED2 Fil-
ter

LED3 - LED4 Fil-
ter

Access

RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 16 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit
RW 32 bit

RW 32 bit

RW 32 bit
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x05-State_TargetReg

x06-State_MaskReg

x07, x10 ... x49, x52-
SegFilterXX_PosReg

x08, x11 ... x50, x53-
SegFilterXX_TargetReg

W N -

Byte

A ON -

Byte
1
2

Byte
1

2
3
4

Bit Description
0-15 Frame length (with KUNBUS
additional data 20 bytes)
0 Port Con A
1 Port Con B
2 Port Con C
3 Port Con D
4-7 Reserved
0 Short Frame
1 Long Frame
2 Lost Frame
& CRC Error
4 Alignment Error
5 Wrong IFG
6 Wrong Preamble
Bit Description
0-31 Filter mask
Value = 0: — Bit ignored
Value = 1: — Bit considered
Bit Description
0-15 Byte offset for 4 bytes in the frame
Offset =0 — [01 00 5e 6e] ed c2 00 24 01 3a b6 c1 08
0045 00
Offset =1 — 01 00 5e 6e [ed c2 00 24] 01 3a b6 c1 08
004500
Offset =2 — 01 00 5e 6e ed c2 00 24 [01 3a b6 c1] 08
004500
Offset =3 — 01 00 5e 6e ed c2 00 24 01 3a b6 c1 [08 00
45 00]
Bit Description
0-31 4 byte filter data for which the test is required
Received frame data — [c0 4a 00 01] 94 7 c8 3e a7 00
00 95 08 06
Frame data entries in the register — 01 00 4a c0
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x09, x12 ... x51, x54- Bit Byte Description
SegFilterXX_MaskReg 0-31 Filter mask

Value = 0: — Bit ignored
Value = 1: — Bit considered

A ODN -

x55, ..., x63-FilterX_NegReg Byte
1

w
—
=

Description

Negate result of Segment filter_1
Negate result of Segment filter_2
Negate result of Segment filter_3
Negate result of Segment filter_4
Negate result of Segment filter_5
Negate result of Segment filter_6
Negate result of Segment filter_7
Negate result of Segment filter_8
Negate result of Segment filter_9
Negate result of Segment filter_10
Negate result of Segment filter_11
Negate result of Segment filter_12
Negate result of Segment filter_13
Negate result of Segment filter_14
Negate result of Segment filter_15
Negate result of Segment filter_16
-7 Reserved

Reserved

Reserved

Reserved

Reserved

Ext. input has to be "low"

Negate result of timestamp low
Negate result of timestamp high
Negate result of status

~NOoO O AN 2 OO0 NO OO P WOWN-_ONOOG P~ODN-~O
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éﬁ?erx : Ggik Reg Byte Bit Description
- Add Segment filter_1 to the filter

Add Segment filter_2 to the filter
Add Segment filter_3 to the filter
Add Segment filter_4 to the filter
Add Segment filter_5 to the filter
Add Segment filter_6 to the filter
Add Segment filter_7 to the filter
Add Segment filter_8 to the filter
Add Segment filter_9 to the filter
Add Segment filter_10 to the filter
Add Segment filter_11 to the filter
Add Segment filter_12 to the filter
Add Segment filter_13 to the filter
Add Segment filter_14 to the filter
Add Segment filter_15 to the filter
Add Segment filter_16 to the filter

-7 Reserved
Reserved
Reserved
Reserved
Reserved
Add ext. input to the filter
Add timestamp "low" to the filter
Add timestamp "high" to the filter
Add status filter to the filter

~NOoO oA WWON 2 OO0 NOO O PP OWON-~ONOOOG PM~ODN -~O
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x65-Gbit_Filter_NegReg Byte Bit Description

1 0 Negate result of Filter 1
1 Negate result of Filter 2
2 Negate result of Filter 3
3 Negate result of Filter 4
4 Negate result of Filter 5
S Reserved
6 Reserved
7 Reserved

2 0-7 Reserved

3 0-7 Reserved

4 0-7 Reserved

X 66-Gbit_Filter_MaskReg Byte Bit Description

1 0 Frame is sent if filter 1 applies
1 Frame is sent if filter 2 applies
2 Frame is sent if filter 3 applies
3 Frame is sent if filter 4 applies
4 Frame is sent if filter 5 applies
5 Reserved
6 Reserved
7 Reserved

2 0-7 Reserved

3 0-7 Reserved

4 0-7 Reserved

x68-ExOut_Filter_MaskReg Byte Bit Description
1 0 Set the external output if filter 1 applies

1 Set the external output if filter 2 applies
2 Set the external output if filter 3 applies
3 Set the external output if filter 4 applies
4 Set the external output if filter 5 applies
5 Reset the external output if filter 1 applies
6 Reset the external output if filter 2 applies
7 Reset the external output if filter 3 applies
0

2 Reset the external output if filter 4 applies
1 Reset the external output if filter 5 applies
2-7 Reserved

3 0-7 Reserved

4 0-7 Reserved
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x67-ExOut_Filter_NegReg Byte Bit Description
1 Set the external output if filter 1 does not apply
Set the external output if filter 2 does not apply
Set the external output if filter 3 does not apply
Set the external output if filter 4 does not apply
Set the external output if filter 5 does not apply
Reset the external output if filter 1 does not apply
Reset the external output if filter 2 does not apply
Reset the external output if filter 3 does not apply
Reset the external output if filter 4 does not apply
1 Reset the external output if filter 5 does not apply
2-7 Reserved
3 0-7 Reserved
4 0-7 Reserved

O NOoO o b WN -~ O

)IE7E%-0 LED2_Filter_MaskReg Byte Sit Description

- -~ Set LEDQO if filter 1 applies
Set LEDO if filter 2 applies
Set LEDQO if filter 3 applies
Set LEDOQO if filter 4 applies
Set LEDQO if filter 5 applies
Set LEDO if filter 1 applies
Reset LEDOQO if filter 2 applies
Reset LEDOQO if filter 3 applies
Reset LEDOQO if filter 4 applies
Reset LEDOQO if filter 5 applies
Set LED1 if filter 1 applies
Set LED1 if filter 2 applies
Set LED1 if filter 3 applies
Set LED1 if filter 4 applies
Set LED1 if filter 5 applies
Reset LED1 if filter 1 applies
Reset LED1 if filter 2 applies
Reset LED1 if filter 3 applies
Reset LED1 if filter 4 applies
Reset LED1 if filter 5 applies
Set LED2 if filter 1 applies
Set LED?2 if filter 2 applies
Set LED?2 if filter 3 applies
Set LED?2 if filter 4 applies

~NOoO OB WOWN 2O NOO OO WWN-_2ONO O PN -~O
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Byte

4
X69- Byte
LEDO_LED2_Filter_NegReg y

2

3

~No o~ wWN- OD
e

w
—
=

~NOoO O WODN 2O NOO OO WDN-_2ONO O W®WDN-~O

Description

Set LED2 if filter 5 applies
Reset LED?2 if filter 1 applies
Reset LED?2 if filter 2 applies
Reset LED?2 if filter 3 applies
Reset LED?2 if filter 4 applies
Reset LED?2 if filter 5 applies
Reserved

Reserved

Description

Set LEDQO if filter 1 does not apply
Set LEDQO if filter 2 does not apply
Set LEDO if filter 3 does not apply
Set LEDQO if filter 4 does not apply
Set LEDO if filter 5 does not apply
Reset LEDOQO if filter 1 does not apply
Reset LEDOQO if filter 2 does not apply
Reset LEDOQO if filter 3 does not apply
Reset LEDOQO if filter 4 does not apply
Reset LEDOQO if filter 5 does not apply
Set LED1 if filter 1 does not apply
Set LED1 if filter 2 does not apply
Set LED1 if filter 3 does not apply
Set LED1 if filter 4 does not apply
Set LED1 if filter 5 does not apply
Reset LED1 if filter 1 does not apply
Reset LED1 if filter 2 does not apply
Reset LED1 if filter 3 does not apply
Reset LED1 if filter 4 does not apply
Reset LED1 if filter 5 does not apply
Set LED?2 if filter 1 does not apply
Set LED?2 if filter 2 does not apply
Set LED?2 if filter 3 does not apply
Set LED1 if filter 4 does not apply
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X72-
LED3_LED4 Filter_MaskReg

Byte

Byt

1

e

~No o~ wWN- OD
e

w
—
=

~NOoO O WODN 2O NOO OO WDN-_2ONO O W®WDN-~O

Description

Set LED1 if filter 5 does not apply
Reset LED?2 if filter 1 does not apply
Reset LED?2 if filter 2 does not apply
Reset LED?2 if filter 3 does not apply
Reset LED?2 if filter 4 does not apply
Reset LED?2 if filter 5 does not apply
Reserved

Reserved

Description

Set LED3 if filter 1 applies
Set LED3 if filter 2 applies
Set LED3 if filter 3 applies
Set LED3 if filter 4 applies
Set LED3 if filter 5 applies
Reset LED3 if filter 1 applies
Reset LED3 if filter 2 applies
Reset LED3 if filter 3 applies
Reset LED3 if filter 4 applies
Reset LEDS if filter 5 applies
Set LED4 if filter 1 applies
Set LED4 if filter 2 applies
Set LED4 if filter 3 applies
Set LED4 if filter 4 applies
Set LEDA4 if filter 5 applies
Reset LED4 if filter 1 applies
Reset LEDA4 if filter 2 applies
Reset LED4 if filter 3 applies
Reset LEDA4 if filter 4 applies
Reset LEDA4 if filter 5 applies
Reserved

Reserved

Reserved

Reserved
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w
—
=

Byte Description
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved

Reserved

~N o o WWDN =~ O

w
—
=

x71- Byte

Description
LED3 _LED4 Filter_NegReg y

Set LEDS if filter 1 does not apply
Set LED3 if filter 2 does not apply
Set LED3 if filter 3 does not apply
Set LEDS if filter 4 does not apply
Set LED3 if filter 5 does not apply
Reset LEDS3 if filter 1 does not apply
Reset LED3 if filter 2 does not apply
Reset LEDS3 if filter 3 does not apply
Reset LEDS3 if filter 4 does not apply
Reset LEDS if filter 5 does not apply
Set LED4 if filter 1 does not apply
Set LED4 if filter 2 does not apply
Set LED4 if filter 3 does not apply
Set LED4 if filter 4 does not apply
Set LED4 if filter 5 does not apply
Reset LEDA4 if filter 1 does not apply
Reset LEDA4 if filter 2 does not apply
Reset LEDA4 if filter 3 does not apply
Reset LEDA4 if filter 4 does not apply
Reset LEDA4 if filter 5 does not apply
Reserved

Reserved

Reserved

Reserved

~NOoO O WODN 2O NOO OO WDN-_2ONO O W®WDN-~O
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Byte

w
—
=

~N o o WWDN =~ O

Description
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved

TAP configuration register

401-ConfigReg Byte Bit Description
1 0 Con A — all frames are transmitted, irrespective of the
filtering
high-active, prioritized lower than Bit 4
1 Con B — all frames are transmitted, irrespective of the
filtering
high-active, prioritized lower than Bit 5
2 Con C — all frames are transmitted, irrespective of the
filtering
high-active, prioritized lower than Bit 6
3 Con D — all frames are transmitted, irrespective of the
filtering
high-active, prioritized lower than Bit 7
4 Con A — no frames are transmitted, irrespective of the
filtering
high-active, prioritized higher than Bit O
5 Con B — no frames are transmitted, irrespective of the
filtering
high-active, prioritized higher than Bit 1
6 Con C — no frames are transmitted, irrespective of the
filtering
high-active, prioritized higher than Bit 2
7 Con D — no frames are transmitted, irrespective of the
filtering
high-active, prioritized higher than Bit 3
2 Reserved
3 Reserved

4 Reserved
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402-extOut_ConfigReg

403-extOutTimerReg

Byte Bit
1 0-3
4-7
2 0
1
2-7
3 Reserved

4 Reserved

Byte Bit
1-4  0-31

Description

0001 —0x1 -> X1.1 active port for setting the ext.
out

0010 —0x2 -> X1.2 active port for setting the ext.
out

0100 —0x3 -> X2.1 active port for setting the ext.
out

1000 —0x4 -> X2.2 active port for setting the ext.
out

0001 —0x1-> X1.1 active port for resetting the ext.
out

0010 —0x2 -> X1.2 active port for resetting the ext.
out

0100 —0x3 -> X2.1 active port for resetting the ext.
out

1000 —0x4 -> X2.2 active port for resetting the ext.
out

Output reset via timer must not be activated.

Activate reset external output via timer (switch-off
delay).
The timer value is entered in 403-extOutTimerReg.

high-active

Reset external output

high-active

Output reset via timer must not be activated.
Reserved

Description

Delay for resetting the external output

Input is in 10ns increments.

For example, 0x1312D00 corresponds to 200 ms.
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404-LED_ConfigReg Byte Bit Description
1-4  0-5 Reset the LEDs via timer (switch-off delay), high-ac-
tive
( 000001->LEDO, 000010->LED1, 000100->LED2,
001000->LEDS3,
010000->LED4)
6-11 Reset the LEDs, high-active
Possible only when reset via timer is not active

(000001->LEDO, 000010->LED1, 000100->LED?2,
001000->LEDS,

010000->LED4)
LED reset via timer must not be activated.
12-15 Specify the active port for which LEDO is set.
0001 —- Con A
0010 — Con B
0100 — Con C
1000 — Con D
16-19  Specify the active port for which LED1 is set.
0001 —» Con A
0010 — Con B
0100 —- Con C
1000 — Con D
20-23 Specify the active port for which LED2 is set.
0001 — Con A
0010 — Con B
0100 - Con C
1000 — Con D
24-27 Specify the active port for which LED3 is set.
0001 — Con A
0010 - Con B
0100 - Con C
1000 — Con D
28-31 Specify the active port for which LED4 is set.
0001 —- Con A
0010 - Con B
0100 - Con C
1000 — Con D
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405-LED_Config2Reg

406-LEDO_TimerReg

407-LED1_TimerReg

Byte Bit
14 03

4-7

8-11

12-15

16-19

20-31

Description

Specify the active port for which LEDO is reset.

0001 — Con A
0010 - Con B
0100 —» Con C
1000 — Con D

Specify the active port for which LED1 is reset.

0001 — Con A
0010 - Con B
0100 —» Con C
1000 — Con D

Specify the active port for which LED?2 is reset.

0001 —- Con A
0010 - Con B
0100 —» Con C
1000 —- Con D

Specify the active port for which LED3 is reset.

0001 —- Con A
0010 — Con B
0100 - Con C
1000 — Con D

Specify the active port for which LED4 is reset.

0001 — Con A
0010 - Con B
0100 — Con C
1000 — Con D
Reserved

Byte Bit Description
1-4  0..31 Delay until LEDO is reset.
Input is in 10ns increments.
For example, 0x1312D00 corresponds to 200 ms.

Byte Bit Description
1-4  0-31 Delay until LED1 is reset.

Input is in 10ns increments.
For example, 0x1312D00 corresponds to 200 ms.
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408-LED2_TimerReg

1-4 0-31 Delay until LEDZ2 is reset.
Input is in 10ns increments.
For example, 0x1312D00 corresponds to 200 ms.

409-LED3-TimerReg

1-4  0-31 Delay until LEDS is reset.
Input is in 10ns increments.
For example, 0x1312D00 corresponds to 200 ms.

410-LED4-TimerReg

1-4  0-31 Delay until LED4 is reset
Input is in 10ns increments.
For example, 0x1312D00 corresponds to 200 ms.
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8 Monitoring the interface

Wireshark is a free analysis program for network communication
connections. It allows you to:

— Show data traffic across an Ethernet interface after or during capture in
the form of data packets,

observe individually captured data packets,

sort data packets according to specific contents,

extract binary contents (e.g. images),

create and work-up data flow statistics.

The free program library "WinPcap" permits the transparent capture of
data traffic under Microsoft Windows®.

You can use Wireshark on most standard systems. To analyze
additional information, however, we currently offer a plugin only for
Windows.

Monitoring an interface with Wireshark

File Edit View Go Coptue Analyze Statistics Telephony Wireless Tools Help
Am @ AERBRe>=F iEEacQR

[N Apoly a display filter . <cirl-/> =3 -] Expression...  +

Welcome to Wireshark

Capture
..using this filter: Enter a capture filter .. hd

Intel(R) 82579LM Gigabit Network Connection: LAN-Verbindung — A

Learn
User's Guide - Wiki - Questionsand Answers - Mailing Lists
You are running Wireshark 2.0.2 (v2.0.2-0-ga16e22e from master-2.0). You receive automatic updates.

# Ready toload or capture H Mo Packets || Profile: Default

v You have installed Wireshark. In the main window under "Capture", you
will see all identified Ethernet interfaces.

> Double-click to select the interface you want to monitor.
= A status window opens. You will now see a recording of the data frame.
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Status window

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help
Am 20 LmRBIRe>=F B Q_QHE
I[i |Applya display filter ... <Ctrl-/= m '] Expression +
MNo. Time Source Destination Protocol  Length Info -
7 2.882355 192.168.8.1 192.168.8.129 ICHP 94 Echo (ping) request id=exe.. | |||
8 2.682449 192.168.8.129 192.168.8.1 ICHP 94 Echo (ping) reply  id=8x@..
— 9 3.883461 192.168.8.1 192.168.8.129 ICMP 94 Echo (ping) request id=8x@..
— 18 3.883556 192.168.8.129 192.168.98.1 ICHP 94 Echo (ping) reply  id=oxe..
11 A GRACCC EF- LI FL-I - 109 19 46 190 TN NA Eela Lo LY + S S
> Frame 9: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface @
[ Ethernet II, Src: ©@:87:11:28:51:83 (@@:87:11:28:51:83), Dst: KunbusGm ©@:00:81 (c8:3e:a7:00:80:81)
[* Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.168.8.129
> Internet Control Message Protocol
4 KUNBUS TAP
FCs: exfesorffs
Channel: 1
1000 0808 = Port: A (@x30)
...8 .... = Alignment Error: no
ssas B... = Crc Error: no
.. .B.. = Lost Packet : no
.. ..B. = Long Packet : no
....... @ = Short Packet : no
Timestamp: @x@08889252183d6ca
GEEE cB 3e a7 @@ @@ 31 @@ 87 11 28 51 83 83 @8 45 @@ wPevaees o(Q...E.
18 8@ 3c 2f 23 @0 @0 80 @1 39 c4 c@ ad @@ Bl cP ad L
G20 8@ 81 @8 @9 23 dc @@ @1 29 7T 6l 62 63 64 65 66 weo B, ).abedef I
G230 67 68 69 6a 6b 6c 6d 6e 6F 78 71 72 73 74 75 76 ghijklmn opgrstuv
@248 77 61 62 63 64 65 66 67 63 69 T8 7f 39 f@ c8 3e wabcdefg hi..9..>
@B58 a7 @0 @1 17 80 @0 cB d6 83 21 5 89 88 B8 00 ........ . Yoooo
(O 7 KUNBUS TAP (tap), 20 bytes || Packets: 123 - Displayed: 123 (100.0%) - Load tme: 0:0.2|| Profle: Default

The status window consists of 3 areas:
— Packet list,

— Packet details,

— Packet raw data.

Packet list Wireshark displays all data packets in chronological order here. As
soon as the KUNBUS TAP spy plugin is activated, Wireshark will apply
in the "Time" column the highly-precise time stamp from TAP
CURIOUS instead of the timestamp from the operating system.

Specific values from TAP CURIOUS can be displayed in additional
columns. Open the "Edit > Preferences > Columns" menu in the
"Properties" section and click on the "Add" button to create a new
column. Now select "Custom" from the drop-down list.

as the "Field type". You can enter "TAP.port", for example, as the
"Field name". As soon as "TAP." is entered, the plugin will suggest
values for selection.

To precisely analyze traces, Wireshark offers a filter function. As a
result, the display and the analysis can be limited to the most
informative frames for the analysis. The filter allows you to observe the
inbound and outbound data traffic for your own IP address or solely
ping commands. When using TAP CURIOUS, it makes sense to filter
by TAP additional information. Wireshark uses the filter expression
"TAP.port == a" to show, for example, only those packets that TAP
CURIOUS has received at Port A.
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Packet details

Once the TAP plugin is activated and Wireshark has captured the
Ethernet packets via TAP CURIOUS, you can see additional
information in the lowermost line in the "KUNBUS-TAP" section:

Anzahl der
Bytes

4 Byte
6 Byte
1 Byte
1 Byte
8 Byte

1 Byte

8 Byte

Inhalt

FCS (original checksum).
Identifier C8 3E A7 00 01 61.
Port on which the frame was received.

Port Value in Hex.
Con A 0x80

ConB 0x40

ConC 0x20

ConD 0x10

Error messages

Bit Error message
Bit 7 Receive Error

Signal not decoded.
Bit 6 Wrong Preambel

Preamble does not conform to standard
IEEE 802.3.

Bit 5 Wrong IFG

Minimum waiting time of 96 bit times not
reached.

Bit 4 Alignment Error
The total number of bits in a frame is not
divisible by 8.
Bit 3 CRC Error
The received frame is faulty.
Bit 2 Lost Frame
Frame has gone astray.
Bit 1 Long Frame

The maximum length of 1518 bytes/frames
has been exceeded.

Bit O Short Frame

Minimum length of 64 bytes/frame not
reached.

Timestamp in ns.
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Packet raw data This section shows the packet data in hexadecimal form and as ASCI|
text. The last 20 bytes in the packets contain the additional information
that TAP CURIOUS has added to the data packets.
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9 Refreshing the web server

You can refresh the web server whenever an update is available.

Requirements:
v' TAP CURIOUS is connected to your PC.
v You have installed an FTP client on your PC.
v You have Internet access.

> Download the update from our website. The latest version can
always be found at: http://tap.kunbus.de.

> Save the update files on your PC.

> Open your FTP client.
Note! In this example, we use FileZilla. If you use a different FTP
client, the steps you see may differ due to the software.

o Click on "File".
o Select "Server manager".
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http://tap.kunbus.de

o Click on "New server".

r N
Servermanager g

Eintrag auswahlen: -
_ Allgemein | Erweitert | TransferEinstellungen | Zeichensatz |
,l_J Eigene Server
ICPM Server: 192, 168.1.120 Part:
reve Protokoll: [F]'P - File Transfer Protocol ']
Verschlisselung: ’L.hva’sd’it’}sseltesﬂ? verwenden v]
Verbindungsart: [Nr.xmal '] ||
Benutzer: Admin
Passwort: Ll
Konto:
Kommentare:
| Meuersegver | | Neues Verzeichnis | [
Loz’
| leshen ||  Kopieren |
| verbinden | | ok | | Abbrechen

DO0281R01 61/69



o Enter a name for the server (e.g. TAP CURIOUS).
[ Servermanager u1

Eintrag auswahlen;

Allgemein | Erweitert | Transfer Einstellungen | Zeichensatz |

Lj Eigene Server
..... ICPN SEerver: 192,168.1.120 Port:

revpi

P TAP CLRIOUS] Protokoll: IFI'P - File Transfer Protocol v]

Verschlisselung: [Unversd’ﬂﬂsseltes FTP verwenden ']
L.\s Verbindungsart: [Normal v] L
Benutzer: Admin
Passwort: Ll
Konto:
Kommentare:
[ Meuer Server ] [ Meues Verzeichnis l

[ Meues Lesezeichen ] [ Umbenennen ]

l Lischen I [ Kopieren ]

[ verbingen | | ok | | Abbrechen |

o -

o Enter the following values in the "General" register:

Server IP address of your TAP CURI-
Oous

Protocol "FTP- File Transfer Protocol"

Encryption "Use unencrypted FTP"

Connection type "Normal"

User Admin

Password 1701

It might not be possible to establish a connection due to the proxy
settings. If this is the case, click on the "Advanced" register and check
the "Bypass proxy" box.

o Click on "Edit".

o Select "Settings".
e e

Datei | Bearbeiten | Ansicht Transfer Server Lesezeichen Hilfe

| A Netzwerkkenfigurations- Assistent... i )
‘ Serve Personliche Daten loschen... Passwort: Port: E]
Einstellungen...
= I
b

‘ [ Nicht verbunden XT Nicht verbunden 3¢
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o Click on "Transmit".
| Einstellungen u‘

Seite auswahlen: Gleichzeitige Ubertragungen
= \l'_erbindung - Maximale Anzahl gleichzeitiger Ubertragungen: (1—10}
=-FTP M
=g ) - . 0 .
] Aktiver Modus Maximale gleichzeitige Downloads (0 fur unbegrenzt)
Passiver Modus Maximale gleichzeitige Uploads: 0 (0 fiir unbegrenzt)
FTP-Proxy
| FTP Geschwindigkeitsbegrenzungen |
Generischer Proxy = Geschwindigkeitsbegrenzungen aktivieren
Begrenzung der Downloadgeschwindigkeit: | 100 in KiB/s
S T [
Aktion bei existierender Datei Begrenzung der Uploadgeschwindigkeit: \Z\ (in KiB/s)
[=)- Oberflache |7|
esigns Burst-Toleranz: Normal -
atums- und Zeitformat
ahe?lgriiﬁenformat Ungltige Zeichen in Dateinamen filtern
5 c:ta isten Filtern ungliltiger Zeichen aktivieren
.. Sprache
=N Bpr beite Datei - | Wenn aktiviert, werden Zeichen, die vom lokalen Betriebssystem in Dateinamen nicht unterstitzt
| =l-bearbeilen von Uateien | werden, beim Download ersetzt,
l OK I Ungiltige Zeichen ersetzen durch:  _
[ Abbrechen ] Die folgenden Zeichen werden ersetzt: | /1 *7 " < > |
[ = Fl

o Enter a "1" into the "Maximum number of simultaneous
transmissions" box.

o Click on "OK"

o Click on the selection arrow next to the network settings.

o Select the connection for TAP.

Ore

Datei Bearbeiten Ansicht Transfer Server Lesezeichen Hilfe

ANFEFR 2 v B & | 5@ P 0

ICPN Benutzername: Passwort: Port: | Verbinden IE]
revpi
TAP CUF{OUS

[ Nicht verbunden XI Micht verbunden ¢

Lokal: |C:\web‘\ » | Server:
- . System Volume Information -
- . Temp
(- J Users

o Click on "Connect".
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> Move the update files to TAP CURIOUS via drag&drop

1 curious
Dote_Bewbeien_Amicht_Tmster_Sever _Lesezsichen_ e
|4 - IOEF = v B&gDRF A
soner senuzmane: [S— - (e )
o 75 oo ot e
i [ e P—
v pornslomiveioty
e Gy
Tt TR —)
s by
e 557 e curent oy
e E
ot T Ertenngpasove wade (152,168,120, 16,139,
e b
o 153 Fie st ok ot o apendta cepctin
oot 230 oang ot camecton
e e
Lo O ohmeaten TP aroehes < [l
. tagetles By
1, Teminclogie G0 v
50 TetoMD 52 commen
5. Topics RevPi o ©-2 jqueny-uilite
ol &
), Zum Korrshtutesenin dieEntickung - 1 jnvery
Dateiname. - Dateigroe Dateityp. Zuleszt | Dateiname Dateigrofie Dsteiyp  Zulett gesndent Berechtiou... Bestzer/Gr.
‘
L — Datcioaner GLELLL  dverwrwe  wsrfp
Lpesstmrdamt 21 AML-Dokument 12062¢ | passwordml 21 MLDok. OOLA e ety
[Otapcrgami 249 X¥L-Dokument 1206 | | TapCrgami 0 Dok MONL e wefp
2 m ] .
[t Versictnisausgenant. 2 Dateen und 1 Vereichn, Gesamigotie 471 Byt
SenverLokale Dt Fitung Osti st Server Gt prrtat St

= The update files will now be copied to your TAP CURIOUS.

FileZilla allows you to track progress in the queue. You can also see
which files have been successfully transmitted and which encountered

an error.

= =
ot 227G o e (152155,1,20,6,9)
o SR tenam s
s R Comn iy ot aa conmscon o v .
vt 22 Comng ot i
T Sotcvmis iy, 1508 n 1 Shnde hertogen
bk Fs e Al
e T
T JLra———
oy ey
ol e e e (192155,,10.5.20)
o ST e
o R CommmpEIRY o o comecon o e 5
o [ bamermn T rsehen, < [l
~[am/
o0 e
&k
=1 commen a
o Fiesoerimster
) PSnecac g
Dateiname. - Dateigroge Datetyp Zuetzt | Dsteiname. = Dateigroe Dsteiyp  Zulettgesndent Berechtigu.. Bestzer/Gr.
y
B wed Dateiordner 14062 [ [l web Dateiordner  01.01.2011 drw-rwerwe  userftp
Lpesswordxmi 221 XML-Dokument 12062 | | _ passwordmi 221 XML-Doku... 01012011 rwewerws userftp
[epctgami 20 XML Dckument 120620 | TapCigaml B0 MLbcku MO e sty
E— FpEer——
SeverLarae e Tichung. Dot et Sever Tote o Sues
L dminer921661.120
O\Dokumertation TAP. > fustite sascine: 61025 Normal i dragen
0000 vergangen weticend Q0560
£ 0\Dokumenttion TAP.. It it 2311 Nomal
[T ———— e ——— 70 Normal
| - 6769 Normal
L 0\Dokumentaton AP /it i/ segiterzon 2475 Normal
0 . o 25% Normal
I I T

T#w iareschiange 2B
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10 Errors and problems

Problem Solution
No link between the de- The TX and RX lines are interchanged
vices. between the ports (crossover). If the

used devices do not have Auto-MDI-X,
a crossover cable has to be used on

one side
Wireshark does not show In the "Capture & Options" configuration
all packets. dialog, activate "Capture packets in pro-

miscuous mode". Some network cards

filter out certain packet types that Wire-
shark is unable to display. This can be

solved only by using a card from a dif-

ferent manufacturer.

Wireshark does not show TAP attaches 20 bytes of additional in-

large packets. formation to the packets. If large pack-
ets containing more than 1480 bytes of
useful data are transmitted, the maxi-
mum packet length of 1500 bytes (1518
bytes, incl. Ethernet header and CRC)
is exceeded and the packet will nor-
mally be rejected by the Ethernet card
in the computer on which Wireshark is
running. This can be avoided by activat-
ing "Jumbo packets" in the driver.

Wireshark shows packets If the TAP plugin is not activated, Wire-

as faulty. shark (or a different analysis program
without TAP plugin) might show a
checksum error. This is due to the addi-
tional data that TAP CURIOUS has at-
tached to the data packet.

You can ignore this error message

Wireshark shows additional It could be that the PC on which Wire-

packets. shark is running is sending additional
broadcasts over the used interface. You
can avoid this by deactivating all ele-
ments (Client for Microsoft networks, In-
ternet protocol (TCP/IP), etc.) in the
LAN adapter properties under Windows.

Negative time stamp. If the network becomes overloaded, the
network card may not output the frames
in the correct sequence. This can be be-
cause the number of RSS queues in the
network card is greater than one. To
remedy the problem, the number of
queues must be set to one.
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Problem Solution

Changed port number (auto Due to the auto crossover function, the

crossover) cable assignment through the listening
devices is random. As a result, frames
from device A (connected to Con A port)
can be detected when frames have
been received on Con B port.

Non-compliant Ethernet in- You can recognize a non-compliant Eth-
terface ernet interface by the error messages
"Receive Error" or "Crc Error".

To solve this problem, you must decou-
ple the Ethernet interface with a switch.

More information can be found in the
section

,Decoupling non-compliant Ethernet in-
terfaces [ 67]"

Also see about this
Decoupling non-compliant Ethernet interfaces [} 67]
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10.1 Decoupling non-compliant Ethernet interfaces

In order to measure reliably with the TAP, the Ethernet connections
must meet the requirements of 100Base TX IEEE 802.3:

Differential Impendence 100Q +~16Q <30 MHz
100Q + 64Q, -40Q @ 60 MHz
Return loss at the interface <~ -21,5 dB <30MHz

s~ -12 dB 260MHz

If this is not the case, it is possible that the line cannot be measured
and the error message "Receive Error" or "Crc Error" is displayed:

» Frame 23: 8@ bytes on wire (64@ bits), 3@ bytes captured (648 bits) on interface @
» Ethernet II, Src: Siemens 3d:4d:58 (ac:64:17:3d:4d:58), Dst: SiemensN 9d:34:66 (88:00:9
» PROFINET cyclic Real-Time, RTC1, ID:@x8821, Len: 48, Cycle:14624 (Valid,Primary,Ok,Run|
PROFINET IO Cyclic Service Data Unit: 48 bytes
4 KUNBUS TAP
FCS: ex573e6f76
Channel: 1
elee eeee

>

Port: Con B (8x48)
|Receive Error: yes|
Wrong Preamble: no
Wrong IFG: no
Alignment Error: no
Lost Packet: no
- Long Packet: no
....... @ = short Packet: no
Timestamp: @x8e0ees32ascedfee

B8 @@ 86 9d 34 66 ac 64 17 3d 4d 53 38 92 3@ 21 4f-d -=MX !
1 88 80 80 80 B89 80 P9 B0 PO B2 B2 B2 PO BB B8 B8
2 28 02 P8 20 9O 95 00 2@ 0O 92 0O 20 9 20 80 oo

B2 20 P2 PO 90 B 20 @@ 39 20 35 e’ 76 6f 3@ 57 9 5-vo-W
2a4a cSBEa?BﬁBlSlJI-BE 68 df 68 a@ 32 @5 ee ee > TeTe2.

To solve this problem, you must decouple the Ethernet interface with a
switch.

Switch

DO0281R01 67 /69



If two connected devices have a non-compliant Ethernet interface, you
must decouple both lines with a switch.

Switch

=)

Gerdt 1 Gerét 2

If a connected device has a non-compliant Ethernet interface and the
differential impedance deviates more from the standard, you must
decouple the relevant line with a switch.
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11 Technical Data

Size/weight
Width
Height
Depth
Weight

Environmental conditions
Operating temperature
Storage temperature
Humidity

Protection class

Output
Power supply

Digital input/output

Number of Ethernet ports
Uplink port

Probe ports

Differential Impendence
Return loss at the interface

Protection class
Throughput delay
Time stamp resolution
Diagnosis

Tests/certificates
CE-approved

91.4 mm
139.7 mm
27.9 mm
approx. 150 g

0°C...+55°C
-25°C...+85°C

95%, non-condensing
IP20

24V DC = 20% or
230 V AC with mains connector

External power supply 24 V DC %
20% Maximum output current of
50 mA Pulse length of 1 ms

Electrically isolated
4 for recording 2 lines

up to 1 GBit/s (1000BASE-T Eth-
ernet, RJ45 port)

up to 100 MBit/s (100BASE-TX
Ethernet, RJ45 port), full and half
duplex

100Q £~16Q <30 MHz

100Q + 64Q, -40Q @ 60 MHz
<~-21,5 dB <30MHz

<~ -12 dB 260MHz

IP20

~ 0 s (zero delay)

1ns

3 LEDs per channel

6 LEDs for filter and overflow
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