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For years, electronics manufacturers have struggled to answer the question, “How do you
know?” How do you know that your products are not falling victim to electrical overstress or
electrostatic discharge? How do you know that damaged product does not get into the hands
of your customers?

With SCS Static Management Program (SMP), finally, you know.

SMP offers companies an effective way to detect electrostatic discharge (ESD) events and help
prevent component failures. Static control instrumentation helps businesses achieve a
competitive advantage in the marketplace by reducing losses due to ESD, electromagnetic
interference (EMI) and electrical overstress (EOS). SMP can assist you in identifying and
addressing concerns associated with ESD, EMI and EOS issues. By helping to minimize these
concerns, your yields may likely be improved, leading to possible cost savings and increased
customer satisfaction.

SMP combined with SCS proprietary diagnostic static control instrumentation, finds and
measures actual ESD events and EOS (electrical overstress) situations, instead of simply
assessing the potential for such events. Our products capture, record and read data affecting
your products, versus only verifying whether or not precautionary measurements are
functioning properly. All of this is done in real-time, yielding your company real results.
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Overview

SMP is a distributed software system designed for control, monitoring, and management of
SCS monitoring devices. In the most basic (and most common) installation, the architecture
looks like the below image.

SMP Server API SMP Manager Web App

Hosted on Microsoft Windows Machine Accessedvia web browsers

e aiee
mus e e e e e

——ne-s Ground Master
L O _sees T eees ©

WS Aware WS Aware Ground Master EM Aware

lon Pro

All monitoring devices are connected to a local area network with a server (physical or
virtual) running the software.

In general, SMP offers a flexible architecture with loosely coupled components.

SMP Backend is the core of the entire system. It contains system data storage, background
processing logic and public service layers that all other components use. SMP Backend is
implemented as .NET service running on Windows OS. Public services are implemented as
.NET OWIN web API (JSON over HTTP(S)).

SMP Manager is main system application used for administration, control, monitoring,
reporting and system management. It is implemented as an SPA web application (with
Aurelia framework). Although not required the SMP Manager can be hosted on a same
server as the SMP Backend. It is also required that SMP Manager is publicly accessible over
the internet although all other scenarios are supported (local intranet, VPN, cloud).

SMP Config is special application used for system installation, configuration, and upgrade.
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Server Installation

SMP offers a flexible architecture. It can run on a LAN, over the internet or in a cloud. SMP
Backend and SMP Manager are not required to run on the same server but can for the initial
setup. SMP Manager is accessible from any PC on the same network as the SMP Backend.
All SMP devices must reside on the same LAN in order for communication to be established.

NOTE

SMP Backend and the connected SMP devices must be on the same LAN. SMP Manager
may be hosted anywhere provided it has HTTP access to Backend. SMP also supports
network setup where the physical SMP devices are located in different networks and or
locations.

The rest of this user guide will outline the requirements for a standard installation.

Prerequisites

SQL Server Compact

SMP stores data within a Microsoft SQL Compact database by default. Free official
download is available from Microsoft. SQL Server Compact is the only requirement for SMP
Backend.

NOTE
The Microsoft SQL Compact Database is only required for SMP Backend. These
prerequisites do not apply for SMP Manager.

IIS (Internet Information Server)

SMP Manager is implemented as single page web application (SPA) and hosted under
Microsoft IIS. The server hosting the database must have Microsoft IS installed (enabled)
and configured properly.

Desktop OS (Windows 10)

On a Windows OS, IIS activation can be found at Control Panel 2 Programs and Feature
= Turn Windows features on or off:

Step 1: open Control Panel

Use Windows search box:
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All Apps

Documents

Best match

Control Panel

App
Apps
Control Panel
[5] Settings > App
¥ PrimoPDF Settings >
Run > T Open
Windows Administrative Tools >
Settings Recent
[J Eye control settings > @ Turn Windows features on or off
¥ Controlled folder access > Il Programs and Features
o~ Windows Administrative Tools
W App & browser control >
e Device Manager
% Game bar controller settings >
=} System
Search the web "
[ Uninstall a program
£ control - See web results > s X .
s Devices and Printers
Documents P choosea power plan
|1 Control_Spire.cfg > ¥ Power Options
|| ai_controller.cfg > 9 Change date, time, or number formats
[ ai_controller_backup.txt > % Network and Sharing Center
Photos o Security and Maintenance
4 control-spire-low.png >
% control-spire-high.png >
Folders
Controllers - in dotnet-core >
& Controllers - in AureliaDotnetTemplate- N
master
T console-control-strings >

O control|

SCS - 926 JR Industrial Drive, Sanford, NC 27332
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Step 2: click on Programs

E& Control Panel = O X
<« v 4 > Control Panel vd |5&arch Control Panel r
Adjust your computer’s settings View by: Category ¥

System and Security User Accounts
Review your ccm.puter s statgs - _ & G Change account type
Save backup copies of your files with File History
Backup and Restore (Windows 7) i )
) Appearance and Personalization
% Network and Internet
View network status and tasks y & Clock and Region
4 / Hardware and Sound ‘/; Change date, time, or number formats
- * View devices and printers —
% Add a device EaSﬁ of Access .
Adjust commonly used mobility settings Let »u-‘nr\dcvfxs SUQQE“ SEtungs
Optimize visual display
~~~ Programs
‘I Uninstall a program
Step 3: click on Turn Windows features on or off
a Programs - O X
<« v M E > Control Panel > Programs > v d Search Control Panel P

Control Panel Home

Appearance and
Personalization

Clock and Region

Ease of Access

& Turn Windows features on or off

(\- Programs and Fqerteres
System and Security J Uninstall a program
Run programs made
Network and Internet
Hardware and Sound g Default Programs . )
o Change default settings for media or devices

e Programs

User Accounts &, | Java (32-bit)

View installed updates
v to install a program

3 v >
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Step 4: enable Internet Information Services and ASP.NET 4.8

@l Windows Features — 0 %

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[J  Data Center Bridging Al
@ [] | Device Lockdown
[]  Guarded Host
@ [J | Hyper-V
— Ll _letccess Loalance L
= [m] | Internet Information Services
e =T
@ [ = Web Management Tools
= W]  World Wide Web Services
= [m]  Application Development Features
NET Extensibility 3.5
.NET Extensibility 4.8
Application Initialization
ASP

ACD MET 2 C

=

ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
@ (W = Common HTTP Features
@ (W]  Health and Diagnostics
@ (W | Performance Features

OORNPREDO0ORO

@ (W | Security
[]  Internet Information Services Hostable Web Core
@ [ | Legacy Components v

e click on checkbox left of Internet Information Services (this will select default
options)

e click on plus sign left of that checkbox to expand IIS node

e expand (click on plus) World Wide Web Services node

e expand (click on plus) Application Development Features node

e select (click on checkbox) ASP.NET 4.8

e click OK

NOTE
Follow steps above if IIS isn't installed on the desktop. If it is already installed and enabled,
then check if the ASP.NET 4.8 feature is enabled. If not make sure to enable.
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Server OS (Windows Server 2016)

Installation (enabling) 1IS on a Windows Server OS is quite similar to installation on a
Windows desktop OS (see details above).

Installation is started from Server Manager

i Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

i Local Server
ii All Servers s . = O S 3z
= 0 Configure this local server
R File and Storage Services b =
o Is QUICK START
Add r d feat
i er servers t e
WHAT'S NEW — . =
r a server grouy
5 _onnect erver e e
Hide
LEARN MORE

BOlLEc AMD CEOMUED SOOI

by clicking on Add roles and features. What remains to be done is enabling Web Server
(1I1S) and also enable ASP.NET 4.7 under Application Development (if IIS is already
enabled, enable ASP.NET 4.7 if not already).

fEs Add Roles and Features Wizard = O X
% R DESTINATION SERVER
Select server roles WIN-GHKDFTS11GM
Before You Begin Select one or more roles to install on the selected server.
nstallation Type Roles Description
Server Selection ] Remote Desktop Services Application Development provides
T s jntcastrachure for cleveloping s
ee— 4 (W) Web Server (IIS) (13 of 43 installed) hosting Web applications. Use these
Features 4[] Web Server (12 of 34 installed) features to create Web content or
[@) Common HTTP Features (5 of 6 installed) extend the functionality of IIS. These
Health and Diagnostics (1 of 6 installed) technologies typically provide a way

to perform dynamic operations that
result in the creation of HTML

A output, which IIS then sends to fulfill
-

[C] .NET Extensibility 3.5 chient requests,
' .NET Extensibility 4.7 (Installed)

[J Application Initialization

[] Asp

[C] ASP.NET 35

' ASP.NET 4.7 (Installed)

[ cal

' ISAPI Extensions (Installed)

+ ISAPI Filters (Installed)

[] Server Side Includes

Performance (1 of 2 installed)
Security (1 of 9 installed)

CIDCHCIC)

[
[
[
[
-

< Previous l Next > nsta Cancel
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URL Rewrite module for IIS

Microsoft URL Rewrite Module 2.0 for IS is free and the official download is available from
Microsoft.

NOTE
URL rewrite module is required for SMP Manager web application only.

SMP Config

SMP Config is application used for SMP components installation, configuration and
maintenance. It is available from SCS CDN:

e download ConfigSetup.msi from SCS CDN
e run downloaded setup application

Setup program will install SMP Config application on the local machine and create desktop
icon.

This application is for installation and system maintenance (see details in next chapter) of
SMP.

aSMP Configuration v1.1.5 X
Software Configuration
Install, uninstall, upgrade or SCS CDN location:
SMP Server f\:’a”;ﬁ:ere shiESenver on [ocal \http://staticcontrol.descoindustries.com/downl

Authorization header:

Install, uninstall, upgrade or smp.ah
SMP Manager configure SMP Backend web
application on local machine.

SMP Update SMP Configuration

. ; (this application) to the latest
Configuration eran

SMP Server up to date
SMP Manager up to date

SMP Configuration up to date

2022-09-28 10:50:00 AM 192.168.9.23 configuration

NOTE information part of main window - it contains information about installed version(s) and
latest version available on SCS CDN.
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Installation

Once all the prerequisites are fulfilled (see above), SMP Config application provides quick
and easy method for server installation. It is designed for most the common scenario
(intranet, server components on single computer) but can also be configured for unique
network infrastructures.

SMP Config is also the app used for upgrading to the newest version, (re)configuration and
reinstallation.

SMP Backend

To install SMP Backend follow these steps:

1. Ensure prerequisites

Start SMP Config

Click on SMP Server button

Pick installation folder (C:\SCS\SMP\Server is default)

Pick port (20115 is default, change only if that one isn’t feasible)
Pick folder for database (C:\SCS\SMP\Data is recommended)
7. Click on Install button

oOakwN

SMP Config will download installation package from SCS CDN (make sure this was set
correctly on previous screen).

Once installation is done, click on Root link to validate the installation of Backend — web
browser should open containing text in the body referencing SMP API, © 2022. SCS

B SMP Configuration v1.1.3 *
SMPBackend Upgrade Uninstall Configure Running Stop
Root: hitp.//DARKO:20115

Data folder: CASCS\SMP\Data

Application installation package:

* Get from CDN
File

Preparing database folder...OK

Preparing application folder..OK

Downloading application package..OK

Extracting application package...OK

Configuring..OK

Installing Windows service.. Creating url reservation...OK
Starting Windows service...OK

Installation complete.

Close

24.8.2022. 15:01:57 192.168.1.7 configuration
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SMP Backend runs as windows service. A successful installation will start the service
immediately.

NOTE
Features within the app will change, buttons and items will no longer be available (Ex:
installation folder is greyed out).

Information about the windows service (status) is now available as well as new button to
Start/Stop the installed service.

There is also an Upgrade button available. This feature is used when there is a new version
available.

NOTE
The upgrade feature is manual (not automatic). This allows the process to be completed if
necessary

The upgrade feature can also be used to reinstall/repair the existing installation. It will
“‘upgrade” to the same version but pulling the application files from the CDN should fix
problems like accidental deletes, file corruption, etc.

WARNING!
Upgrade stops windows service but does not start it again!

SMP Backend service should be started manually after successful upgrade using Start
button.

There is also a Configure button available. This feature reconfigures the existing installation.
It can be used to change the data folder or authentication header name.

NOTE
This feature should only be used at the recommendation of SCS.

SMP Manager

It's recommended to install SMP Backend before Manager.
To install SMP Manager follow these steps:

1. Ensure prerequisites

Start SMP Config

(Optional) install SMP Backend (see comment above)

Click on SMP Manager button

Pick installation folder (C:\SCS\SMP\Admin is default)

Pick port (20200 is default, change only if that one isn’t feasible)
Set API Root (it is set automatically to default backend API root)
Click on Install button

©NO O WN

The SMP Config app will download the installation package from the SCS CDN (make sure
that this was set correctly from the previous screen) for setup.
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Once installation is complete, click on the Root link to validate the installation of SMP
Manager. A web browser will open displaying the SMP Manager login page (see details
about SMP Manager in the following chapter).

B SMP Configuration v1.1.3 X
| SMP Manager Upgrade Uninstall Configure
Root: http://DARKQ:20200

{ APl Root: http://DARKO:20115

! Application installation package:

' ' Get from CDN
' File

Preparing application folder...OK
Downloading application package..OK
i Extracting application package...OK
Creating website...OK
| Configuring...OK
i Starting website...OK
Installation complete.

Close

24.8.2022. 15:01:57 192.168.1.7 configuration

NOTE
Features within the app will change, buttons and items will no longer be available (Ex:
installation folder is greyed out).

There is also an Upgrade button available. This feature is used when there are new versions
available to update.

The upgrade feature can also be used to reinstall/repair an existing installation. It will
“‘upgrade” to the same version but restore files that were removed by mistake, corrupted, etc.

There is also a Configure button that allows you to reconfigure the existing installation. It
can be used to change API root or authentication header name.

NOTE
This feature should only be used at the recommendation of SCS.

SMP Backend should be centralized on a server and can be accessed by SMP Manager
from any computer. SMP’s web-based platform allows multi-user access from anywhere on
any device (with access to a web browser) within the same network. SMP devices will only
communicate with SMP Backend if they are the same LAN. If SMP devices will be located
on multiple LAN’s, this system can be configured to allow it. Contact the SCS factory
representative for full details on this setup.
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SMP Manager

SMP Manager is a web portal that offers access to the SMP system. It is designed to
provide:

¢ Management (administration) of system entities like monitors, alarms, layouts,
settings, etc.

¢ Constant monitoring of system state including versatile query, reporting and alert
features

e Controlling operational parameters of SMP devices

e Exporting data in various formats (Excel, html, text, e-mail)

¢ Importing layouts for monitor management

e Controlling overall SMP operation

When started, the SMP Manager requires user authentication:

sme Static Management Program

User Login

Every installation comes with a predefined username and password. Multiple login profiles
can be created (see Users section). The default username is SCS (not case sensitive) and
password scs (case sensitive). This user has a role of Owner and therefore includes full
administrative privileges (see Users section for role permissions).
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WARNING!

Keeping the default user profile active may offer a security risk!

It is recommended the default “SCS” profile is replaced with a new one; see below:
open Users (under Administration)

click on New User

define new user — set role to Owner (important!)

logout predefined SCS admin (on the sidebar menu)

login with created user

if everything is fine, go to Users again and delete SCS Admin (red delete button)

If SMP Manager is installed and configured properly, the dashboard view will display.

S_ A Locations Status n Active Alarms L’m' .
Page Size 20

Live
Reports 9 Zagreb

Administration Q Office

Tools

Q Storage

Language

Q Vorbion

Q Server

The Navigation menu is located on the left sidebar which includes access to the logout
button, licensing information and activate button. The SMP icon in the upper left-hand corner
will bring you back to the dashboard view if you are on any other screen.

The dashboard is composed of the following “widgets”:

e Locations hierarchy and status
e Live active alarms list (visibility toggled using n button)

It's possible to show/hide or configure alarms list (number of alarms shown, alarms ordering,
etc.).

System dashboard is “live”, it refreshes automatically to always reflect current system status.

SMP Manager is a “responsive” web application. It will fit and rearrange on smaller screens
(tablets, mobile devices, etc.).
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Common functionality

SMP Manager offers full management of all system entities which can be found under the
Administration menu like shown below.

Administration

[J Devices

= Lines
Q Locations
M Solutions

& Users

Clicking on, for example, Devices opens standard “master” (list) view.

List view

Devices @ m @
« <n2 3 > »  PageSize 8 @

Location $ Status $

E300000F0987 WS Aware

Monitor
. |3 "™ D300010F0987 V1 Server

V1 Server

0 WS 2 T ™ D300015614C2 Device Simulator Office
0 “m’ P D300005614C2 Device Simulator Office
- D300000F0987 V2 Server

Paul's Test WS Aware [ S0 E31004000100 @
New WS4 D300020F0987 1666 Storage
“g "™ £900030F0987 V1 Server
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Every list view in SMP Manager looks similar and has the following features:

1. Title with overall entity count

Filtering

Button to create new entity (not available for devices)
Pagination

List header with sorting and select all

List of filtered entities

First column with entity name and a set of available operations

NoO oA WD

Device view shown above contains all possible components. Some other entity (or report)
lists may not contain parts and commands that are not relevant. List view will always adapt
seamlessly.

| List title

List title contains the title that describes associated list and information about overall (filtered)
entity count as well as information about entities shown.

o
Devices
showing 1-8 of 19

| Filtering

Every list can be filtered in various ways:

®

term entry field
search button
advanced filter button
clear filter button

PwonpE

The most basic option is filtering by term. It can be done by entering any text in the term
entry field and pressing Enter (or clicking on search button). The list view will immediately
refresh to show only entities that “contain” entered term.

For example, entering WS in the search term would match names like WS V2, WS 1, Test
WS Aware, Browser, ... - anything containing “ws” (letter casing is irrelevant).

NOTE

SMP term matching is more extensive. For each entity, a set of “term” attributes is defined.
In our devices example, search above would also match devices with serial number
containing WS.
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For more advanced scenarios there is advanced filter option. It provides additional
meaningful filtering options. Advanced filter automatically adapts for related entity — for
devices it is:

Advanced Filter

show only Devices that satisfy:

tatus Device type

L1
L1

Ground Master Monitor ©

WS Aware Monitor ©

Apply

Clicking on Apply button (or on search button in filter bar) will filter list accordingly.
Advanced (extended) filter button in filter bar toggles visibility of advanced filter form.

Finally, clear filter button clears any filtering criteria. It is equivalent to “show all” command.

NOTE
Advanced filter and clear filter buttons indicate whether any filtering is applied. They will
turn blue if filtering (including term filter) is active and grey otherwise.

| New command

Every list view except devices and solutions contains new item button

| Pagination

It is rarely useful to have large lists on screen, SMP Manager uses standardized pagination

« <-2 > »  Page size 10

consisting of pager and control for adjusting page size. Pagination is visible only when
necessary, i.e., if there are more entities then those shown.

List header

List header contains titles and some of them are clickable as indicated by mouse cursor and
arrows to their immediate right. Clickable titles are used to sort the list — clicking on title
toggles between ascending and descending sort on related attribute.
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In the leftmost column there is a check box with drop-down menu. For devices it looks like

Delete selected

- —

Paste configuration to selected
u -~
| E=Tad —

Checkbox is used to select/deselect all, and drop-down menu contains commands relevant
for current selection.

Entity list
List body simply contains a list of (filtered) entities with predefined columns shown.
In the leftmost column there is a checkbox used for selecting/deselecting individual item.

On smaller screens list with many columns may not fit into viewport. If that happens then list
becomes scrollable (left/right).

Name (command) column

First column always contains entity name (or description) and a set of relevant commands

New WS4 Z X 2 o D300020F0987

& Copy configuration
Paul’'s Test WS Aware Py 9

fi Paste configuration

f

Standard operations (commands) on every entity are edit (modify), delete and preview.

Preview is not available always (only for complex entities and reports). In our operator
example, name is in fact a button. When clicked, operator preview will open in popup form.

For some list views (reports in particular), whole row becomes preview trigger. Availability of
preview is noticeable by cursor change in that case.

In devices list there is separate edit button next to operator name. For simpler entities (Lines
for example) this button won’t show! Since simple entities don’t have preview option, clicking
on name will open edit (details) form instead.
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Delete button is red button with cross. Deleting will always ask for confirmation

Delete Item (%]

Are you sure you want to delete this item?

oo

NOTE

SMP uses concept of soft vs. hard delete. Hard delete removes entity from the system and
it isn’t reversible (can’t be undone). On the other hand, soft delete only marks entity as
deleted but keeps it in the system. Soft delete is equivalent to setting entity status to
Deleted.

Soft delete is simply called “delete” and hard delete is called “erase” in SMP. Complex
entities have Status attribute and have both soft and hard delete available. Simple entities
do not have status and have only hard delete available (for them delete=erase).

Hard delete may not succeed. If removing entity would disturb consistency of data (entity is
referenced somewhere) then erase fails with informative message.

Some entities have additional commands. In case of devices those are: live (real time) view,
copy and paste configuration.
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Detailed view

Entities are created and edited using details view (form). They are always invoked using
either Create New or Edit command on list view (see previous section for details). In some
cases, they are very simple and sometimes show quickly as popups. In some cases, they
can be fairly complex and contain multiple tabs (for example, location form)

. ‘
Location .
Off.cc‘ Zagreb

Name

Plan Organize

selecty X

Details view always contains two commands: back (grey left arrow) and Save (blue button).
Back command will return to previous location (list view) but will prompt if changes were
made:

Unsaved changes! (%

Are you sure you want to exit before saving changes?

oo

Save will save changes made (if there were any) and return to previous location (list view).
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Preview

Preview is another standard SMP Manager feature. It is available for complex entities, fault
history and various reports.

GM (MS) (E900035614C2)) o

Ground Master Monitor m

Location: Office Line: Modbus simulator

Configuration
Alarms Warnings

1200 Q Metal Ground Impedance Warning 10.00 Q
652.00 mV M tage Warning NaN mV

Preview is always shown in a popup window that can be closed using the close button (grey
button with cross) or simply by pressing the escape key.

Export

Export is standard feature of all reports.

The primary purpose for exporting the data is to customize reports and synchronize the data
with external systems/applications. Reports are offered in the following formats:

e Excel
e Tab and comma delimited text
e PDF

Export capabilities are extended (for reports) also with:

o PDF preview (useful for printing)

All report pages contain action buttons in the top right corner
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Clicking on the Export options brings up a form for customization

Export (%

Alarms handling

o Column names in O
Excel 2007 + =

Columns:

Time

Alarm

Device

Severity

Value

Handled On

Action

Handled By

Comment

This enables columns (attributes), output format and file name selection.

Selecting Export will generate the reports and a create a file to the downloads folder.

NOTE
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Export always includes current filtered selection. Use standard filtering and sorting options
to produce the desired report.

The PDF option (button) opens the resulting PDF in a new browser tab. This is similar to a
print preview function offered in other applications.

Common controls

SMP Manager uses standard Ul controls — buttons, input fields, dropdown lists, checkboxes,
switches, etc. but also the following features:

| Autocomplete input

Autocomplete offers suggestions based on the characters being inserted. The suggestions
are based on the text available in SMP Manager.

W X

WS 2

WS V1

WS V2

New WS4

Paul's Test WS Aw are

Selecting Enter will “complete” the apply the highlighted suggestion.

It's also possible to use the down/up arrows to change the highlighted suggestions or simply
click on the desired one.

NOTE

It's also possible to list “all” available choices without typing in the hint. This is done by
pressing Down Arrow while the input field is empty. Autocomplete will then display all
available entities.

Autocomplete suggestions are always limited to the first 12 matches. Suggestions are
always displayed in a random order. The autocomplete feature allows operators to quickly
identify full device names. This feature also allows multiple selections to be made or detailed
filtering.

Alarm type

(v L sorvoor 0 [ e o
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Date/time input
The SMP Manager uses a special input control where dates and times are available.

I < August 2022 > !
Su Mo Tu We Th Fr Sa
311 2 3 4 5 6
7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 XA 25 26 27
28 29 30 31 1 2 3

4 5 6 7 8 9 10

®©

3

08/24/2022 4:24 PM

End time
The input field, where the date and time can be chosen, extends when selected.

If the time only requires updating, that control will only be displayed. Same would go or the
date. In most cases it looks like the above.

Selecting the clock icon will switch to choose a specific time

O
» 2
12 o [
|
| |
v v

and calendar icon can be used to switch it back.

In date mode, selecting the month at the top of the window brings up a month chooser.

< 2020 >

Jan Feb Mar

Apr May Jun

Oct Nov Dec

Selecting the year bring up a year chooser.
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Organizing system layout

SMP automatically discovers all SCS devices (monitors) connected to the local network.
SMP identifies each device by its serial number. Devices will always remain in the software
even if disconnected from the network as Inactive.

INFO!
If a device is relocated but still within the network subnet, it will remain active. If the device
is tied to a layout, it will appear in the same location until the layout is revised.

SMP Manager allows you to organize the dashboard to a layout that allows operators to
easily identify where devices are located. The standard system layout consists of:

e Locations
e Lines
e Devices

Location is an entity that groups lines and devices. It usually corresponds to a physical
location (Ex floor or building) within the facility. This can also represent any grouping
concept.

Line is a logical grouping of one or more devices. Each location can contain one or more
lines and each line can contain one or more devices.

INFO!

Locations are generally organized in layers. Examples of this would be a factory containing
several buildings and several rooms.

Typically, only bottom level locations contain lines (and thus devices) and higher-level
locations represent the system layout.

Devices are the main SMP entity and are organized by lines.

INFO!
To “place” a certain device in a location, a line that belongs to that location is required.
Therefore, standard process should be something like:

e Create location

¢ Create line and attach it to that location

e Attach device to that line

Additional details on location plans and the navigation pane will be covered throughout the
user guide.

Administration

Users

User is an entity that has access to SMP Manager
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‘
User .

DESCQ

First name

Owner s Active s

Desco Change Password

Roles are important because they define permission:

e Admin and Owner have full access to all available functions
e Manager has limited access
e User has only “read” access (can view but can’t modify)

Setting status to anything but Active will disable the user profile.

First and Last name are not required but recommended to help quickly identify Roles.
The e-mail field is optional but linked to Alert Notifications.

Required entry: Username, Password.

Lines

Line is used to organize (group) devices:

Line ()

smT|

Name

, 190)

o)
o

o
o

rgb(188, 1

Name is what you call the line the device will be connected to. It should be specific but can
be universal and used for multiple devices in multiple locations/buildings.
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Location is where the line/device is located. This field is not required but recommended to help
identity where devices are installed.

Color is the color for device icons located on the layout.
Required entry: Name.

Locations

Location is used to describe and view the layout of the facility and where devices are located.

Location nm

l Poxheabuonit | | P AsaPas

Name is a unique location name.

Parent location is a location that contains this location (hierarchy). It is either selected using
standard auto complete entry field or directly created using New Location button.

Plan is bitmap image of the facility layout. The layouts help identify where devices are
located within a building, floor and line. The plan is linked to the dashboard and offers quick
access to devices.

Required entry: Name.

System layout defined by locations is not required but provides some extra features within
SMP Manager. It can be very simple, containing just a couple of locations and ranging to
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complex hierarchical structures. One example of location hierarchy is (on system
dashboard):

Locations Status n

Q Zagreb

Q@ Office

Q Storage

@ Vorbion

Q Server

Locations that have a plan are presented as links. Clicking on a link will open location “live”
view consisting of a plan with “live” device symbols.

Laying out devices

Location form also has a Organize panel that is used to lay out device symboals:

Plan Organize

Devices

|
I
l
|

Locations l
\

SMT (BC1004000003) —
Printer (E41004B00103) I

BT lonizer (E41004B00102)
Burn In (E41004181302)
Calibration (E31004000104) _ == —
Burn-In (E31004000102) a

SMT Line (E91004000004) ANt -
Touch-Up (E31004173204) L
Programming (E31004000105) Reflow Cven o
Pick & Place #2
(E31004000101)

Assembly (E31004000100) 1 Q,_l
Pick And Place ;. Pick And P 1
Test (BC3621000001) | 1 —

Pick & Place (E41004800101)

Tow
| ~

-if
—t

|
(| S 1l ]
= 15 [ =

"™ Programming £31004000105 X A

~

"5 WS Aware Monitor on line SMT |

el e

In order to have this feature, location should have a plan already and there should be some
device assigned to it (using Location->Line->Device association described before).

Sidebar on the left contains a list of assigned devices. Devices that are already “placed” are
indicated with bold font.
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To place device on a plan, just drag-drop device name from the left sidebar to desired
position on a plan.

It is possible to zoom in and out on a plan using mouse wheel. It is also possible to rearrange
device symbols. To move a symbol just drag drop it to different location.

Clicking on device symbol will show a popup with basic device information as shown on
figure above.

IMPORTANT!
All manipulations with location plan must be saved. SMP Manager will not show standard
“‘unsaved changes” prompt.

Devices

Device is a main SMP entity and represents a SCS monitor:

oom0
[ £n Aware Moaitor | Serial: E41004193201 =3

Configuration P

Alarms Warnings

Devices are created automatically by the SMP discovery mechanism and identified by serial
number as described before. It is, therefore, not possible to create new device or change
sensor type or serial in SMP Manager. Even though delete button exists in device list view,
deleting an existing device is not available.

Name is a unique device name. Name is optional but convenient for informational purposes
as well as in searching and filtering. Devices without a name will be shown with just a serial
number.

Line is the line that device belongs to. This is optional and described in more detail in the
previous chapters.

Configuration

SMP Manager is also used to (re)configure devices in real time. SCS monitor configuration
usually consists of a set of limits (for alarms and warnings). Configuration for WS Aware
Monitor also contain two “special” settings: Hide Terminal 1 and Hide Terminal 2. Those
settings control behavior in SMP — related channels won't be visible in real-time view and
alarms for related channels won’t be generated.
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The device form also contains blue info button that shows available (applicable) device limits
for reference:

Available Device Limits (%]

WS Aware Min Max
Body Voltagae Limit (V) 0.0 2.0
Body Resistance Limit (MQ) 2.0 35.0
Metal Ground Impedance Limit (Q) 1.0 20.0
EMI Voltage Limit (mV) 1.0 1,000.0
Soft Ground Resistance Limit (MQ) 100.0 1,000.0

A typical SMP system will often contain several monitors of the same type. Very often those monitors
will use the same configuration parameters. To aid in configuration parameter maintenance and
remove the necessity to enter a set of values over and over, SMP Manager has a configuration
cloning feature. This is a very simple process:

e Copy existing device configuration

e Paste configuration to one or more devices of the same type

]

Copying a device configuration is done either by clicking the copy button on the device
form or by selecting the Copy configuration option from commands menu on the devices
list view:

Name “ Serial $ Device type $

D300035614C2 WS Aware Monitor Devi

O

I Paste configuration

E400025614C2 EM Aware Monitor Mod

O

Once an existing configuration is copied it can be applied to other existing devices. Cloning a
copied configuration to a single device is done with the Paste configuration command on
the command’s menu displayed above. Cloning a copied configuration to multiple devices is
available from the selection menu in a list view:
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Delete selected :

Paste configuration to selected

IMPORTANT!
Device configuration is a sensitive function. All configuration changes will immediately be
sent and applied to a device, thus altering its behavior.

Solutions

Solutions are sets of troubleshooting tips available for alarms. This feature will be described
in action in a later chapter. SMP Manager contains a list of available SMP “problems” and
makes the editing of troubleshooting tips possible:

Solution (%]

Balance Voltage

Problem name

Solutions + Add

Identify the 3M™ EM Aware and the position the device is placed in the SMT line or bench area.
4

3M™ EM Aware is detecting lonizer balance through this parameter therefore identify if there is an lonizer which is being

monitored. P

Identify if the ionizer is turned on.
g

Determine the type of ionizers and its capabilities.

If the specifications of the ionizer call for levels lower than +/-10V ionization balance check the ionizers, clean the tips, clean
the ionizer and change the air flow to high.

If the specifications of the ionizer call for levels higher than +/-10V ionization balance, contact 3M representative to help you - JEES
with changing the limits if possible. It is recommended that you use an ionizer that has better then +/-10V balance for high

This form provides:

¢ Editing of the Problem name
¢ Adding and/or removing troubleshooting tips
¢ Editing troubleshooting tip text
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Dashboard

System Dashboard (SMP Manager “home” screen) is always accessible by clicking on the
title in the top of the left sidebar. It is composed of widgets that give information about the
system and is refreshed in real time:

Locations Status n Active Alarms chronologically s
Page Size 20 B

LA - L we o J sc v eso § onv J o 08/26/2022 3:45 P
Metal Ground EMI Voltage 1

Q Test on WS Aware Monitor Calibration 62.67 mvV
08/26/2022 3:45 PM mZ 0 v x
Metal Ground EMI Voltage 2
on WS Aware Monitor Calibration 7842 mv
08/26/2022 11:52 AM
£5D Voltage
on EM Aware Monitor Burn In 42235V
08/26/2022 10:33 AM Nz 0 v x
Metal Ground EMI Voltage 2 10.21 mV

on WS Aware Monitor Touch-Up

08/26/2022 9:40 AM mZ 0 v x

Operator Body Resistance 2

on WS Aware Monitor Pick & Place #2 125.45 MQ

08/26/2022 9:30 AM mZ 0 v x

Operator Body Voltage 1

on WS Aware Monitor Programming 3.09V
08/26/2022 6:41 AM mZ 0 v x
Metal Ground EMI Voltage 1 72.51 mV

on WS Aware Monitor Touch-Up

08/26/2022 6:00 AM mZ 0 v x

Operator Body Resistance 1

on WS Aware Monitor Calibration 124.49 MQ

Location Status widget shows locations hierarchy with live status.

Organizing the system into locations hierarchy was described in detail in an earlier section.
Locations that are “browsable” (have a plan) are represented as blue links. Clicking on link
will open a live location view.

This widget also shows “location status” in real time. Location status is defined as the
cumulative status of all location devices grouped by channel type. Status is represented by
colored tags — text is abbreviated channel type name and color indicates status. Channel
states and statuses will be described in more detail in later chapters.

INFO!
Parent location by definition “contains” all devices contained in any of its children. Location
status will therefore appear even if a location does not have directly assigned devices.

Active Alarms widget shows a list of active alarms with basic information and provides
management options for alarms. System faults and alarm functionality will be described later
in a dedicated chapter.

Toggle alarms button n turns the active alarms list visibility on and off.
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Real time monitoring

Monitoring system state in real time is one of the core SMP functions. SMP Manager
provides various views in individual device state as well as overall location state. Information
about fault conditions and alarms is also collected and presented in real time and will be
described in detail in the next chapter.

SMP Backend collects states from all connected devices every second and SMP Manager
provides versatile functionality to display and monitor those in real time. SMP Manager also
has versatile reporting functionality to display state history which will be described in detail
later.

DEFINITION:

Each SCS device measures several values. Those values are called channels.
Each channel has value (numeric, with physical unit) and status.

Status is in SMP Manager represented by color and can be any of:

Normal (operational) — GREEN

Alarm (faulted) — RED

Warning — YELLOW

Disconnected — BLACK

Unavailable — WHITE

For example, WS Aware Monitor has Operator Body Voltage channel with value in volts
(V).

Some device types may have several channels of the same type because several
operators can connect (e.g., Operator Body Voltage 1, Operator Body Voltage 2).
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Active devices status

Status item under Live sidebar menu shows in real time status for all (or selected) devices:

Live Status m n

showing 1-8 of 8

Device ¢ Line$ Location$ Status M show full name

B Burn In SMT CA1 m m m

EM Aware Monitor

o« I o DOCD0

WS Aware Monitor

Calibration SMT CA1 u m BR u m a

WS Aware Monitor

B e oo oo EEICHE

EM Aware Monitor

B Pick & Place #2 SMT CA1 n ﬂ BR n m B

WS Aware Monitor

B Printer SMT CA1 m m m E

EM Aware Monitor

Programming SMT CA1 m E m m E

WS Aware Monitor

B SMT Line SMT CA1 m m

Ground Master Monitor

It is shown in standard list view with standard functionality (filtering, sorting) as described
before. This list is refreshed in real time and shows status by channel type for every device.

INFO!
When device has multiple channels of the same type, SMP Manager shows combined
status for all of them. Combined status is always the most significant status:

e RED

e YELLOW
e GREEN
e BLACK

For example, status will show as RED if any of channels are red, it is GREEN if no
channels are red or yellow and it will be BLACK only if all channels are black.
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Default filter will show all active devices, but it can be modified using a common Ul:

Advanced Filter

show only Devices that satisfy:

O

%

Live devices list also allows device editing (and configuration) using the edit button on the
left, switching to device live view (device name is a hyperlink) or switching to location live
view (location name is a hyperlink if location has a plan).

Statuses are represented with abbreviated channel type names, but it is also possible to
show a full name using show full name checkbox:

Device ¢ Line$ Location$ Status ¥ show full name

B o [ () (e

EM Aware Monitor

E Burn-In SMT CA1 Body Voltage J| Body Resistance [ Metal Ground Impedance
WS Aware Monitor EMI Voit Soft G T taae

E Calibration SMT CA1 M | Body Voitage TSTLTEEENITNE Metal Ground Impedance
WS Aware Monitor
o

Finally, all devices that experience a problem will have an additional Troubleshoot button

left of statuses. Troubleshooting will be covered in more detail later.
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Locations status

Locations live status which was already described before is shown on the dashboard:

Q Zagreb

Q Office

Q Storage

9 vorbion (1 D I ED
o serer (1 (3 0 D

Locations with a plan act as a hyperlink that goes to a location live view (see below) and
statuses shown are combined statuses of all channels of a given type for all devices in a
location. Channel combination was already described in a previous chapter. RED status
means that some channel on some device in that location or any contained location is red.
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Location live view

If location has a plan with associated devices laid out, then it is enabled for live view:

Location CA1 status

i
l Pick And Place :! Pick And Plce 1
J

=d 0 —
i . B A Ve

il B (|
1 P s

T ————

= L —

ey L L

=l = =

The plan is “zoomable” (using your mouse wheel) and device symbols show and refresh
(combined) status in real time.

Clicking on a device symbol will show a detailed device status popup form (also refreshing in
real time):

WS Aware Monitor Calibration

Workstation 1 Workstation 2

Operator Body Voltage Operator Body Voltage
Operator Body Resistance Operator Body Resistance
Metal Ground EMI Voltage Metal Ground EMI Voltage
Metal Ground Impedance Metal Ground Impedance
Soft Ground Resistance Soft Ground Resistance
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Device name is a hyperlink that opens device live view.

Device live view

A major SMP feature is providing a real time view of an active device>

WS Aware Monitor Test Q ann Recent Alarms

Workstation 1 08/27/2022 12:55 PM
Metal Ground Impedance 1

Operator BOdy VOItage 1 on WS Aware Monitor Test 31320

08/27/2022 12:53 PM m» &0 v x

992V Metal Ground Impedance 2 41230

on WS Aware Monitor Test

08/27/2022 12:52 PM m»Z 0 v x

Operator Body Resistance 1

Operator Body Voltage 1

on WS Aware Monitor Test -10.30V
seoMn AR
~ - Metal Ground Impedance 3
; on WS Aware Monitor Test 14540
Metal Ground EMI Voltage 1
- g 08/27/2022 12:52 PM
Operator Body Resistance 1
0 0 00 mv on WS Aware Monitor Test NaN MQ
08/27/2022 9:46 AM =z 0 v x
Metal Ground Impedance 1 wiinetlerr oyt 100.07 MQ
on WS Aware Monitor Test
vz o
9.65Q Metal Ground Impedance 4 - |
on WS Aware Menitor Test 030

This view consists of all device channels (status, value) and a list of recent alarms for that
device.

Recent alarms list may contain both active and handled alarms and will be described in detalil
in the dedicated chapter later. It is also possible to toggle recent alarms list visibility using

n button.

Status view displays all device channels grouped by workstation. By default, each channel is
displayed with graph, gauge and value and refreshed in real time.

Graph shows last minute (i.e., 60 most recent values), uses color to indicate status and
shows lines indicating configured limits (alarm and warning).

Gauge shows the relative magnitude of the most recent value and uses color to indicate
status.

Value (numeric) is shown with physical unit and uses color to indicate status.

Clicking on ./ button will go to location a live view (if available).

Clicking on button will go to default history report. Available reports and related features
will be described in a later chapter.
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Display mode
Device live view allows for two other different display modes. Compact display mode does

not show graphs and this button E switches the view (shown with recent alarms turned

off):
WS Aware Monitor Test Q a E o

Workstation 1 Workstation 2

Operator Body Voltage 1 995V Operator Body Voltage 2 -6.87V
Operator Body Resistance 1 7.84 MQ Operator Body Resistance 2 9.23 MQ
Metal Ground EMI Voltage 1 0.00 mV Metal Ground EMI Voltage 2 0.00 mV
Metal Ground Impedance 1 8250 Metal Ground Impedance 2 9.70 Q

Metal Ground EMI Voltage 3 0.00 mV Metal Ground EMI Voltage 4 0.00 mV
Metal Ground Impedance 3 7.41 Q Metal Ground Impedance 4 9720

This view also refreshes in real time and is convenient because it saves space and usually
all channels fit to screen.

Zoomed view is available by clicking on the button:

WS Aware Monitor Test Q a n nn

Operator Body Voltage 1
/\‘ -4.70V

Operator Body Resistance 1

9.11 MQ

Metal Ground EMI Voltage 1 1

1000 |

0.00 mV

Zoomed view always displays each channel in full width. It is designed primarily to be seen
from distance on larger monitors.
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It is also possible to select which channels are shown while in zoomed view by clicking on
the u button.

Channels (%]

Faults and alarms

Notifications about any problem occurring are an important part of any real time sensor
monitoring system. SMP uses the concepts of Alarm and Fault for this purpose:

DEFINITION:

Whenever a problem (alarm or warning) occurs on any device channel, SMP will generate
and store a Fault.

If the problem continues to exist, SMP will not create a new fault — it will just extend its
duration. Each fault has a duration in seconds. “Discrete” fault events will have duration of
1.

Since a fault represents a continuous series of problems over a period of time, it cannot be
represented with a single value. Faults are instead represented with three standard
statistical measures: minimum value, maximum value and average value over problem
period (discrete faults will have min, max and average all equal to a single value that
produced the problem).

Faults are generated for warnings also and if problem escalates from warning to alarm,
SMP won'’t create a new fault — it will just escalate its level.

Alarm, on the other hand, is a natification that a problem occurred. This means that alarm
will be generated and recorded only when the problem first occurred. In other words,
whenever a problem occurs on a device channel for the first time, SMP will create a fault
and also an alarm. If a problem on the same channel occurs again, SMP won’t create new
alarm — it will just record corresponding fault. Alarms, thus, have a value — its initial
channel value that triggered the problem condition.

There is a logical association between alarms and faults: all faults recorded on a channel
are associated with a corresponding alarm.

Page 41 of 61 — October 2022
SCS - 926 JR Industrial Drive, Sanford, NC 27332

East: (919) 718-0000 | West: (909) 627-9634 « Website: StaticControl.com

© 2022 DESCO INDUSTRIES INC



Alarms remain active until handled in SMP Manager. Alarms that were not handled by
an operator expire (get automatically “handled”) by SMP at the end of the day.

For example, if there was a problem on Body Voltage 1 channel, SMP will create a
corresponding alarm and fault and associate any future faults on Body Voltage 1 with the
created alarm. When the alarm gets handled, the first Body Voltage 1 problem that
happens afterwards will create a new alarm.

Alarms also have the concept of Severity. Severity is defined to be a cumulative duration
of all associated faults. Severity levels are represented in SMP by colors (a darker color
indicates higher severity).

Active Alarms

Main dashboard contains Active Alarms list;

Active Alarms chronologically a
Page Size chronolgically
by severity

08/27/2022 1:01 PM

Operator Body Voltage 2

on WS Aware Monitor WS V1 =415V
08/27/2022 12:55 PM mZ o v x
Metal Ground Impedance 1

on WS Aware Monitor Test 31320
08/27/2022 12:53 PM mZ o v x
Metal Ground Impedance 2 41230

on WS Aware Monitor Test

08/27/2022 12:53 PM

Metal Ground Impedance 4

on WS Aware Monitor WS V1 82.27Q

08/27/2022 12:52 PM » 70 v X
Operator Body Voltage 1

on WS Aware Monitor Test -10.30V
08/27/2022 12:52 PM mZ 0 v X
Metal Ground Impedance 2

on WS Aware Monitor WS V1 11943 Q
08/27/2022 12:52 PM mZ 0 v x
Metal Ground Impedance 3 14.54 0

on WS Aware Monitor Test

This is a standard list view that may be ordered either chronologically (default) or by alarm
severity.

This list contains information about active alarms only. Each alarm is represented with time
of occurrence (in the title bar), severity (color of title bar), problem type, device type and
name and value. Title bar also contains a command bar with standard action buttons.
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Clicking on an item in alarms list will open a detailed list of associated faults:

Metal Ground Impedance 2 on WS V1 (%)
showing 1-10 of 89 faults combined duration: 89 s
« < n 2(3/4|5(6|7(8|9|>»
Start End Min Max Average
8:10:17 PM 8:10:17 PM 118.59 Q 118.59 Q 11859 Q
8:10:08 PM 8:10:08 PM 7531 Q 7531Q 753110
8:09:13 PM 8:09:13 PM 47.58 Q 47.58 Q 47.58 Q
8:08:55 PM 8:08:55 PM 6433 Q 6433 Q 6433 Q
8:02:06 PM 8:02:06 PM 12095 Q 120.95 Q 120.95 Q
7:55:10 PM 7:55:10 PM 48.09 Q 48.09 Q 48.09 Q
7:53:46 PM 7:53:46 PM 7829 Q 7829 Q 7829 Q
7:52:16 PM 7:52:16 PM 5240 Q 5240 Q 5240 Q
7:36:41 PM 7:36:41 PM 11819 Q 11819 Q 11819 Q
7:34:03 PM 7:34:.03 PM 11418 Q 11418 Q 11418 Q

« < n 2|3 415/,6|7,8(9|>|»

Note that device name is a hyperlink. This is a quick way to check out the live view of a
device on which an alarm happened (and check its present status).

Each item in the active alarms list has the following commands available:

v . .
Resolve (.) — handles alarms and marks it as resolved. Alarm is closed and removed from
the active alarms list. Any future problem on the same channel will generate a new alarm.

Ignore (n) — handles alarms and marks it as ignored. Alarm is closed and removed from
the active alarms list. Any future problem on the same channel will generate a new alarm.

Mark as important (ﬂ) — marks alarm as important. This is in fact a toggle button and an
alarm marked as important can be unmarked by clicking again. For important alarms the
button will change color from grey to yellow. This feature is designed for facility managers to
be able to indicate to an operator in charge that certain alarms need special handling
(immediate action, problem analysis, etc.).

When an alarm is marked as important it won’t allow simple handling (resolve, ignore). It will
always require a comment i.e., display comment described below.
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Comments () button allows entering comments for an alarm:

Metal Ground Impedance

s 124.38 Q

| Occured on: 08/27/2022 8:29 PM

AN

‘ Mark as Ignored ’ [ Mark as Resolved

Save Cance

The main purpose of this form is entering and editing comments for an alarm, but it may also
be used to handle an alarm (ignore or resolve).

Troubleshoot (n) button shows problem troubleshooting tips in a wizard-like form:

\Q Operator Resistance on WS Aware Monitor Test (%)

Hints for problem solution

v Check if 3M™ WS Aware Dual Workstation Monitor is properly connected to facility ground.

v Determine if 3M™ WS Aware on this bench is fitted with 3M™ Big Brother remote terminal. If so, educate your operator to
connect to the remote terminal within three seconds when coming into the area.

@ Ensure the area to be free of objects with 18 inches from the remote terminal

Next hint -> Show all hints

[ Mark as Ignored Mark as Resolved

This form has an option to show hints one by one (standard because an operator is
supposed to check and solve potential problems one by one) or show all available hints right
away.

Maintenance of troubleshooting tips are explained above under Administration. SMP comes

with a predefined, default set of tips already, but it is possible to add, remove or change
those tips at will.

Finally, the troubleshooting wizard also contains buttons to handle an alarm (ignore or
resolve).
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SMP Manager contains an additional active alarms view — Active Alarms under Live menu

on the sidebar:

Active Alarms

showing 1-8

Time »

u 08/27/2022 8:29 PM

‘ M Troubleshoot 27PM

‘ [ Manage 21PM
Important
‘ i} 18 PM
Vv Resolve
PM
‘ X Ignore iz

w 08/27/2022 8:15 PM
m 08/27/2022 8:15 PM

m 08/27/2022 12:52 PM

Alarm ¢

Metal Ground Impedance 1
Operator Body Resistance 2
Metal Ground Impedance 4
Operator Body Voltage 2

Metal Ground Impedance 1
Operator Body Resistance 1
Operator Body Voltage 2

Metal Ground Impedance 2

« (nf‘

> »  Page Size P.

Device $ Device type ¢ Severity ¢
-
W5 V1 WS Aware Monitor alarm-1
Test WS Aware Monitor alarm-1
Test WS Aware Monitor alarm-1

> » Page Size RB

Value ¢

12438 Q

31.52 MQ

92340

1193V

68.76 Q

38.60 MQ

19.69V

11943 Q

This view provides all functionality that the active alarms widget on the dashboard provides,
but it is also a standard list view with additional standard functionality (filtering, sorting,

pagination).

Alarm commands described above are invoked from an actions button on the left, clicking on
a table row also opens a detailed list of associated faults and device name is a hyperlink that

opens a device live view.
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Recent Alarms for device

The recent alarms list on device live view will show a list of recent alarms that occurred on
that device:

Recent Alarms

08/27/2022 8:53 PM mZ 0 v x

Operator Body Voltage 1

on WS Aware Monitor WS V1 -9.94V

08/27/2022 8:53 PM mZ 0 v X

Operator Body Voltage 2

on WS Aware Monitor WS V1 985V

08/27/2022 8:29 PM mZ 0 v x

Metal Ground Impedance 1

on WS Aware Monitor WS V1 12438 Q

08/27/2022 8:21 PM

L
0
°
<
x

Metal Ground Impedance 4

on WS Aware Monitor WS V1 92.34Q

08/27/2022 8:15 PM

Operator Body Voltage 2

on WS Aware Monitor WS V1 19.69V

08/27/2022 1:01 PM

Operator Body Voltage 2

on WS Aware Monitor WS V1 -14.75V

08/27/2022 12:53 PM

Metal Ground Impedance 4

on WS Aware Monitor WS V1 82.270Q

08/27/2022 12:52 PM

Metal Ground Impedance 2

11943 Q ~

The list is chronological (from most recent to older) but active alarms will always get shown
first.

The recent alarms list provides the same functionality as the active alarms list but handled
alarms don’t have action buttons available.

Reports

SMP collects a huge amount of data over time and one of its main features is the ability to
review that data on demand. SMP Manager implements several reports in order to review
data history and export to standard documents.

Device History

Device history is the most basic SMP report that provides both detailed and aggregate
insight into state history for any device over any given period of time.
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It is possible to open device history directly from the device live page as described before:

WS Aware Monitor Test @ @ Graph  Status

« @ @ »
Step minute % @ 12:00:00 AM @ @ Page size 20

Time BV1 BR1 EMI1 MG1 EMI3 MG3 BV2 BR2|

12:00:00AM  -9.94 (-9.99 — -9.89)V  8.82 (8.19 — 9.27) MQ 0.00 (0.00 — 0.00) mV 8.45 (7.95 — 8.90) Q 0.00 (0.00 — 0.00) mV

12:01:00 AM -9.9

12:02:00 AM -9,

12:03:00 AM

12:04:00 AM -9.97

12:05:00 AM -9.91

12:06:00 AM -9,

12:07:00 AM -9.97

12:08:00 AM

12:09:00 AM

121000AM  7.20 (7.15 - 7.26) V. 9.43 (8.97 — 9.86) MQ 0.00 (0.00 — 0.00) mV_ 9.86 (9.51 — 10.00) Q 0.0 (0.00 — 0.00) m

12:11:00 AM 7.27 (7.24 - 7.33) V 9.50 (9.10 — 1

12:12:00 AM

12:13:00 AM 7.37 (7.29 — 7.45) \
12:14:00 AM 7.46 (7.42 — 7.51) V. 9.76 (9.33 — 10.00) MQ 0.00 (0.00 — 0.00) mV 9.54 (9.07 — 991) Q 0.00 (0.00 — 0.00) mV  10.11 (9.55
12:15:00 AM 7.44 (7.39 — 7.48

12:16:00 AM 7.47 (7.41 = 7.52) V

12:17:00 AM 7.43(7.38 - 749V 82 . 8.66) MQ 00 — 0.00) m 3,36 (7.96 — 8.66) Q 0.0 . n\ )1 — 9. 88 (9.83 — 9.92)

By default, it will show device history for today in table view. The report window consists of:

1. Device type and name

Command bar (changing view, exporting data and adjusting options)

Navigation slider used for browsing

Unit time period selector (time unit for a row in table view or point in graph view)
Label with start date/time

Page size selector (number of rows in table view, number of data points in graph
view)

7. Data area

SR EAN N

Unit time can be:

e Day

e Hour

e Minute
e Second

Unit time selector is automatically adjusted for the history period. If the report shows history
for only a couple of hours, then available choices will be minute and second only. If history
was requested over months, then the selector will offer day, hour, minute and second.

When unit time is second, history will show exact values for every channel. For all other time
units one history item (row in table view, data point in graph view) represents a set of values
which is then represented in table view using:

average (min — max) unit
where minimum, maximum and average are calculated for the time period shown.
In graph view, a data point will represent average value.

Channel status is indicated with color in a standard way.
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Table view

The functionality of table view was already described above. There is just one additional
feature available: clicking on a table row will zoom into that period. The same thing may also
be achieved by changing the time unit and scrolling, but this is faster, more precise and more
convenient.

Graph view

Operator Body Voltage 1 (V)

08/28/2022 12:22:00 AM \/
R WIBV1 (V). 054

Operator Body Resistance 1 (MQ)

Metal Ground EMI Voltage 1 (mV)

Metal Ground Impedance 1 (Q)

‘WWM‘/\’\/—M'

Graph view provides better insight into trends over time but is less informative about exact
values. Hovering the mouse pointer over data points will show more information (data point
exact value).

Clicking on graph will perform “zoom in” functionality similar to clicking on a row in table view.

Status view

Status view provide another, different, view into data collected for period shown:

Device Status by Channel

Operaticnal: 9.97%
Warning 0.00%
Operator Body Voltage 1 Faulted 89.76%
Unavailable 0.23%

Disconnected:  0.27%

Operational:  99.73%
Warning: 0.00%
Faulted: 0.23%
Unavailable 0.00%
Disconnected: 0.04%

Operator Body Resistance 1

Operational: ~ 99.96%

Warning 0.00%
Metal Ground EMI Voltage 1 Faulted: 0.00%
Unavailable: 0.00%

Disconnected:  0.04%

Operaticnal:  99.66%

Warning 0.00%
Metal Ground Impedance 1 | Faulted: 0.30%
Unavailable: 0.00%

Disconnected:  0.04%

Operational: ~ 99.96%
Warmning: 0.00%
Metal Ground EMI Voltage 3 Faulted: 0.00%
Unavailable 0.00%
Disconnected:  0.04%

Each channel here is represented with the relative percentage of each possible status.
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Options

Options popup controls display history period and visible channels:

History options o

Interval Channels
Interval
o
06/28/2022 12:00 AM =]
Start time
08/28/2022 2:32 AM &

== - |

Time period may quickly be set to one of the most common options or selected arbitrarily
using the Custom choice.

It is also possible to choose only some channels that will be present in the report:

History options o

Interval Channels

(<N <

o0

Export

All SMP Manager reports have standardized export functionality. SMP exports data to Excel
or text format (CSV, tab delimited) and for some reports export to PDF will also be available.
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The history report has the following options:

Export (%)

History

©c

Excel 2007 +

“

Format

Include in output:
History by second
History by minute
History by hour
History by day

Status

Available formats here are Excel and text.

INFO!
SMP report can contain a very large amount of data. Controlling export behavior is
implemented in System Options. This will be described in detail in a later chapter.

Accessing history report using menu

Th history report is also available using the Reports menu on the sidebar. The only
difference is that in that case SMP will prompt for a device first:

History options (%

g X
GM (MS)
Interval
Q Toda

A device is picked using a standard autocomplete selection field.
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Device Comparison

SMP Manager provides another useful “flavor” of history report — Device Comparison. This
report consists of a selection of channels from one or more different devices shown “side by
side”.

This report is invoked from the Device Comparison on Reports sidebar menu and first
requires devices/channels selection:

Comparison options (X

G M (MS)

WS Aware Monitor Test u

WS Aware Monitor WS V1 u

coocococoocoooonn ©

It is usually most efficient to select devices first and then choose channels for each of them.

History comparison reports are very similar to the device history report with some obvious
differences.

In table and status view each channel will also show the device name (in addition to channel
type).
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Graph view is different because it shows all “similar” channels of all devices in a single graph
using different colors for different channels:

Body Voltage

B vestsvi(v) I Testev2 (v) I WS V18V (V) WS V1BV2 (V)

| [

—

Body Resistance

I Test8R1(MO) [ Test 8R2 (MO) [N WS V1 BR1 (MQ) WS V1 BR2 (MQ)

T

NOTE
It is possible to change the channels displayed using options and add even more devices
or remove existing ones.

Faults summary

Faults summary is another report available in SMP Manager. It is used for analytics because
it provides an overview of overall problems within a system over a period of time:

Faults Summary - | Br0F | 0vicr: |

Total number of faults: 320,385
Total duration of faults: 528 08:49:22

Faults by Device Type:

Faults Duration / Count

Device Type # Faults Faults Duration

Il ws Aware Monitor 476 72 02:58:16
B ws Aware Monitor 270,059 454 16:50:59

Ground Master Monitor 276 22:54:40
. EM Aware Monitor 49574 14:05:27

B WS Aware Monitor I WS Aware Monitor
Ground Master Monitor [ EM Aware Monitor

Page 52 of 61 — October 2022
SCS - 926 JR Industrial Drive, Sanford, NC 27332

East: (919) 718-0000 | West: (909) 627-9634 « Website: StaticControl.com

© 2022 DESCO INDUSTRIES INC



This report provides a faults overview grouped by device type (shown as a chart and table),
faults overview grouped by alarm type (shown as chart and table) and faults overview
grouped by device (shown as a table)

Faults by Device:

Device Device Type

WS 1 WS Aware Monitor
WS 1 WS Aware Monitor
Ws1 WS Aware Monitor
WS 2 WS Aware Monitor
ws2 WS Aware Monitor
ws 2 WS Aware Monitor
(E400025614C2) EM Aware Monitor
EM EM Aware Monitor
WS V2 WS Aware Monitor
WS V2 WS Aware Monitor
WS v2 WS Aware Monitor
WS V2 WS Aware Monitor
WS V2 WS Aware Monitor
WS V1 WS Aware Monitor
WS V1 WS Aware Monitor
WS V1 WS Aware Monitor
WS V1 WS Aware Monitor
GM 1 Ground Master Monito
Paul's Test WS Aware WS Aware Monitor

Paul's Test WS Aware ware Monitor

Test Aonitor

Alarm Type

Body Resistance

Ground Impedance
Body Resistance

Body Voltage

Metal Ground Impedance
ESD Event

ESD Event

Body Resistance

Body Voltage

Metal Ground EMI Voltage

Metal Ground Impedance

Body Voltage

Metal Ground EMI Voltage

Metal Ground Impedance

Body Resistance
Metal Ground Impedance

Body Resistance

# Faults Faults Duration

75 02:42:53

78 03:21:32

147 00:02:28

C 5:40

52 01:41:49

9 00: 2

1 00:01:27
49,570 1

67 05:40:53

05:54:54

67 03:11:26

1 05: 8

67 05:48:08

9,790 12:37:24

21,804 126 09:07:04

167 08:13:23

39,700 23:43:50

276 22:54:40

135 69 09:33:58

00:00:01

19,408 6 00:30:36

Each of the report parts show faults with total number of occurrences and total combined

duration.

For this report Options only select a time period — no device or channel selection is available
because the report will always consider all active devices.

For export, this report also offers exporting to a PDF document. The generated document will
open in a new browser window if the PDF button is used and will be downloaded if the PDF
format was selected in the Export popup.
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Alarms Handling

The Alarms Handling (located under Reports) sidebar menu provides detailed information
about alarm handling history.

Alarms Handling [ & cxport | PE | @ Options | :

311

gesie 20 |3

Time Alarm Device Severity Value  Handled On Action Handled By Comment

08/27/2022 8:15 PM Body Voltage 2 WS Aware Monitor WS V1 m 19.69V 8/27/2022 8:53 PM Resolved DESCO
08/27/2022 1:01 PM Body Voltage 2 WS Aware Monitor WS V1 m -14.75V  08/27/2022 8:14 PM Ignored DESCO
08/27/20221255PM  Metal Ground Impedance 1 WS Aware Monitor Test m 31320  08/27/2022 814 PM DESCO
08/27/2022 1253PM  Metal Ground Impedance 2 WS Aware Monitor Test m 41230 08/27/2022 8:14 PM DESCO
08/27/2022 1253PM  Metal Ground Impedance 4 WS Aware Monitor WS V1 m 82270  08/27/2022 814 PM DESCO
08/27/2022 12:52 PM Body Voltage 1 WS Aware Monitor Test m -10.30V DESCO
08/27/2022 1252PM  Metal Ground Impedance 2 WS Aware Monitor WS V1 m 119.43Q  08/27/2022 8:53 PM e DESCO
08/27/2022 12:52 PM Metal Ground Impedance 3 WS Aware Monitor Test m 1454 Q 08/27/2022 8:15 PM m DESCO
08/27/20221252PM  Metal Ground Impedance 3 WS Aware Monitor WS V1 m 76070 0s27/2022853°M  [ignored DESCO
08/27/202212:52PM  Body Resistance 1 WS Aware Monitor Test m NaN MQ  08/27/2022 8:15 PM Ignored DESCO
08/27/2022 9:48 AM Metal Ground Impedance 1 WS Aware Monitor WS V1 m 99.11Q 08/27/2022 8:15 PM Ignored DESCO
08/27/20229:47AM  Body Voltage 1 WS Aware Monitor WS V1 m -1497V  08/27/2022 8:53 PM et DESCO
08/27/2022 946 AM  Body Resistance 2 WS Aware Monitor Test m 100.07 MQ  08/27/2022 8:15 PM lonored DESCO
08/27/2022 9:46 AM Metal Ground Impedance 4 WS Aware Monitor Test m 62.03Q  08/28/2022 3:46 AM m v

This is a standard list view showing all available information about handled alarms.

Each row is “clickable” and clicking on a row shows a list of associated faults (see chapter
about alarms and faults for details).

The handled alarms list does not use standard filtering — available filtering options are
instead located on the Options form.

For export, this report also offers exporting to a PDF document. The generated document will
open in a new browser window if the PDF button is used and will be downloaded if the PDF
format was selected in the Export popup.
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Device Calibration

Device Calibration (under the Reports menu on the sidebar) is a special kind of report with
dual purpose.

This report is a list view with information about device calibration:

Device Calibration n
showing 1-8 of 19
« < n 2 3 > » PageSize 8 B
Name $ Serial $ Device type Calibrated $ Due $ Note

@ E900035614C2 07/20/2022  Send for calibration first week in September.
II] D300015614C2 09/05/2022 ()
I] D300005614C2 WS Aware Monitor 04/01/2022 01/05/2023
)  D300035614C2 m 0
C—————  BC00015614C2 0
( ) E400025614C2 m 0
C————————  E300005614C2 m 0

M | E400020F0987 m 0

« <n: 3 > » Page Size 8

Devices that are overdue for calibration are shown in red, devices with calibration due soon
are shown in yellow and green indicates calibrated devices that are not due soon for
calibration.

The second purpose of this “report” is for management of calibration related information.
Clicking on the device name in first column brings up a form:

WS 2 (D300015614C2) Calibration (%)

ar

= 09/05/2022

Note

Facility managers may enter or edit the date of last calibration, next calibration due date and
notes.

This report is designed to aid in facility maintenance but is entirely optional. Keeping
accurate information about device calibration schedules is left up to management discretion.
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Export is available only to a PDF document — clicking on the PDF command button will open
a PDF report in a new browser window.

Alerts

SMP is capable of notifying about problems within the system. SMP Manager provides this
information in real time as already described, but it is also important to be able to notify
people not using SMP Manager when a problem occurred. SMP server can send e-mail
notifications about problems. This feature is designed to provide maximum flexibility and
cover every practical use case.

Alerts under the Tools menu on the sidebar opens a standard list view with defined
notification schedules:

Alert notifications n

1

Page Size 20
.- email Title $ Alarms $ Faults $
C ‘ john@smp.com n ESD Events m m
‘ manager@smp.com n Office alarms m

Details view defines scheduling:

Alert notification

e-mail Filte

john@smp.com

Recipient e-mail

ESD Events

Instant s Daily 4

e-mail tab

This tab defines naotification e-mail(s) that will be sent: recipient, title and contents. The
notification e-mail may contain information about alarm(s), faults or both.

Options for sending alarm notifications are:

e Never (do not send notification)

¢ Instant (notification is sent the moment alarm happens)
o Every 15 minutes

e Every hour

e Every 4 hours

e Daily
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Notifications sent for alarms over a period of time will contain a list of alarms that happened
within that period.

Send empty notifications option controls whether “empty” e-mails will get sent. For
example, if this option is on and alarm notifications were scheduled for every 15 minutes and
there was no alarm within 15 minutes, then a notification e-mail with NO ALARMS will be
sent.

Options for sending faults notifications are:

Never (do not send notification)
Daily

Weekly

Monthly

Fault notifications contain Faults Summary reports for a selected period of time (see details
about this report in an earlier chapter). The report always contains faults by device type,
faults by alarm type and faults by device.

Use e-mail attachment option controls whether summary tables will be embedded in the
message body or attached as Excel tables.

Filter tab

e-mail Filter

O
O

EM Aware Monitor © ESD Event ©

This tab provides a versatile option for filtering problems. It is possible to restrict notified
problems to one or more device types, alarm types, devices, lines or locations. This feature
offers flexibility to cover all practical use cases.

INFO
Empty selection (no selection) for any of filtering options above means “use all”.

Page 57 of 61 — October 2022
SCS - 926 JR Industrial Drive, Sanford, NC 27332

East: (919) 718-0000 | West: (909) 627-9634 « Website: StaticControl.com

© 2022 DESCO INDUSTRIES INC



Options

SMP Manager provides control over certain system options. It is possible to set and change
some display aspects of SMP Manager itself but also control operation of some backend
features.

IMPORTANT!

All changes made on the Options page must be saved explicitly by clicking on the Save
button!

Options are available under the Tools menu on the sidebar.

General tab

System options @ save

General

Temperature in °F EXpOFt

Truncate larger tables

Here it is possible to control several aspects of SMP Manager:

e temperature units (Celsius or Fahrenheit)
o SMP is compatible with Fluke 1620 T&H sensors. This feature allows you to
display the results in C° or F°. Contact the SCS factory for more information
e page size (number of rows) on all list views under Administration section
o refresh periods for live views: live device view, live status view, alarms list, live
location view

It is also possible to control export behavior. It was already mentioned in the chapter
explaining reports that a generated report can contain huge amount of data. This would
result in Excel tables with millions of rows, text files with millions of lines or PDF files with
thousands of pages. Export options control this by setting a maximum allowed data size
(number of items).

Truncate larger tables option defines the export behavior further. If it is turned on, then
larger tables will get truncated at a defined size. If it is turned off, then exported document
(Excel sheet or text file) won't be generated if data is larger than the set limit.
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Server tab
This tab contains settings that control backend operation:

Database Mail server (SMTP)

1:00 AM

mail.smp.com

Use SSL

admin@smp.com

It was already described in a previous chapter that SMP Backend may send e-mail
notifications about system problems. To make mailing functionality available, SMP uses
SMTP mail server. All required parameters for SMTP server are available on this tab. This is
advanced feature normally performed by network/system administrators.

SMP maintains system database to store data. By default, SMP uses SQL Server Compact
as database engine. SMP collects and stores a huge amount of data which is bound to
exceed SQL Server Compact limitations over time (database size limited to 4GB). To cope
with that and still be able to store history data over a long period of time, SMP uses a special
data catalog feature.

When database size reaches defined limit, it will get closed, stored in a catalog and a new
database will be created to receive future data.

SMP has very advanced custom implementation that is able to perform data queries “over
catalog”. When history is requested in SMP Manager or via APl then SMP Backend queries
all databases for the given period and combines results if necessary.

Database split operation when the current database reaches a defined limit is quite
demanding (takes time and computer resources). During a database split process, SMP
Backend is effectively “shut down” — it does not receive any data from devices and all API
services are disabled. Even though this process usually lasts less than a minute, it may still
result in unwanted “gaps” in history. To minimize potential damage, SMP Manager allows
setting of a Split time — time of day when SMP will check if a split is necessary and run it if it
is.

Itis also possible to set a Split size (defaults to 2MB) — limit to decide whether the database
should get split.
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Changing language

SMP Manager is translated and available in several languages. Language selection is done
from the sidebar:

SMP

Vivo

Informes

Administracion

Instrumentos

Idioma
inglés

v espaiiol

Software activation

SMP requires valid license to operate. Upon installation, SMP will run with a trial license and
validity is shown on the sidebar:

© DESCO INDUSTRIES INC
version 1.1.15 expire 11/15/2020

P Activate

IMPORTANT!
License is related to SMP Backend even though it is shown on and maintained by SMP
Manager. If the license expires, the whole SMP will stop working.
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To activate SMP software click on the Activate button (see image above):

SMP Activation ()
Product ID
5E85-7435-690C-7TC1-M8F1
Send this id to DESCO and enter obtained activation key below

|

Activation key

This form contains a unique Product ID. Send this ID to your SCS representative and obtain
the activation key. Enter the activation key in the respective field and click Activate.

If the entered activation key was valid, SMP will be activated permanently.

It is also possible to obtain an extended trial key from SCS, but it will only be valid for limited
period of time. Contact your SCS representative for further details.

Contact Us

Main Address: 926 JR Industrial Drive, Sanford, NC 27332
Support Number: (919) 718-0000

Support Email: Service@ StaticControl.com

Limited Warranty, Warranty Exclusions, Limit of Liability and RMA Request
Instructions

See the SCS Warranty -
http://staticcontrol.descoindustries.com/Limited-Warranty.aspx
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