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Datasheet

Authentication, security for consumables and peripherals

Features

. Authentication of consumables and peripherals
; Usage monitoring with secure counters
’ Nonvolatile memory zones with user-defined access rights

Security features

. Secure system solution
UFDFPN8 XDFN3 X2F-PSONG6 Secure MCU

’ .
\

- Secure STSAFE-L010 operating system for authentication and data
management

- Unique serial number on each die

- Monitoring of environmental parameters

- Protection mechanism against faults

- Protection against side-channel attacks
. Advanced asymmetric cryptography

- Advanced asymmetric cryptography relying on ECC with 256 bits key
length (Edwards curves Ed25519)

Product status

STSAFE-L010 Hardware features
. 32 Kbytes of secure nonvolatile memory
- Flash memory
- 10 years data retention at 25°C
- 100 000 erase/program cycles endurance at 25°C

. Supply voltage

- 1.62Vto55V
. Operating temperature:
- -25°C to 85°C
Protocol
. ST1Wire communication interface on one I/O
- Up to 100 kbps communication speed
. I?C communication interface
- Up to 100 kHz communication speed
- 7-bit addressing mode
Packages
. ECOPACK-compliant UFDFPN 8-lead ultrathin profile fine pitch dual flat
packages
. X2F-PSONG6 package (under commercial conditions)
. XDFN3 package for direct contact (under commercial conditions)
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For further information, contact your local STMicroelectronics sales office.
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Description

1 Description

The STSAFE-L010 system-on-chip is a secure element providing authentication and data management services
to a local host.

The primary function of the STSAFE-L010 is to allow the peripheral or consumable to which it is attached to be
authenticated by a host for the latter to discriminate between wanted and unwanted peripheral or consumable.

The STSAFE-L010 authentication is performed by generating a digital signature over a challenge sent by the host
(traceability data or zone data can be added to the challenge to authenticate it). It uses an Ed25519 signature
private key that is unique for each chip and loaded at ST secure personalization center.

On top of authentication, STSAFE-L010 comes with a unique ID and offers a usage monitoring service with
decrement-only counters.

A 32 Kbytes nonvolatile memory can be configured in memory zones with different access rights, so that a given
zone can always be read but not modified, like manufacturing data, or can freely be modified during the life of the
product, to track the way it is used for instance.

Figure 1. STSAFE-L010 connection diagram
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1.1 Pin and signal description

Figure 2. UFDFPN8 pinout - Top view
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Figure 3. X2F-PSONG6 pinout - Top view
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Note: For the X2F-PSONG package, Vcc and RESET are internally wired to pin 6

Figure 4. DFN3 pinout - Top view
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Note: For the DFN3 package, Vcc and RESET are internally wired to pin 3 (Vcg)
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Table 1. Signal descriptions

I T

The 1.62 V to 5.5 V supply voltage is supported for powering all internal STSAFE-L010

Vee Power supply functions.

Supply and

GND ;
signals ground

Ground reference pin for power and all //O signals.

This input signal is used to reset STSAFE-L010. The RESET pin is pull-down by default
RESET Reset meaning that the device is reset if connected to ground or if the pin is floating. The device is
active if the RESET pin is tied high.

100/SDA Sjtréiltinpuv This I/O signal is used to transfer data into and out of STSAFE-L010.
SCL Serial clock Serial clock for I2C data flow synchronization.
NC - Not connected internally.

1.2 Data management and usage monitoring

The STSAFE-L010 includes a secure memory storage intended for storage and device usage monitoring. The
user memory region consists of up to 64 partitions (zones) with one-way counter. Each zone can be individually
written, read, and updated. The following sequence diagram illustrate the use of read, write, and update
commands.

Figure 5. STSAFE-L010 data read/update sequence

Host STSAFE-L010

Read / Update command (zone ID ,Offset, size, data)

»
-

Read write
Update user
NVM

Response

DT75516V1

The data partition is set during chip manufacturing and can be customized on specific demand. Access to each
zone can be restricted and locked using a set of attributes.

Overview of zone attributes:
. Type: indicating whether the zone has a one-way counter or not.

. Data segment: the zone data excluding the one-way counter (if any). The data segment can be absent
(length is 0) when the zone type indicates that there is a one-way counter. When there is no one-way
counter, the data segment cannot be absent.

. One-way counter value: 3-bytes unsigned integer. Absent if zone type indicates that there is no one-way
counter.

. Read access conditions (AC): in increasing order of strictness
- Always.
- Never.

. Read AC change right: A boolean indicating whether the read access conditions and read AC change

right can be changed to a stricter value.
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. Update access conditions: in increasing order of strictness
- Always.
- Never.
. Update AC changes the right flag: A boolean indicating whether the update access conditions, and the

update change right flag can be updated to stricter conditions.

1.21 Device authentication

The ECC authentication is one of the primary services offered by the STSAFE-L010. This service provides a
standardized approach to protect the brand ecosystem and the device against cloning. The device authentication
relies on two factors:

. The verification of a unique identity composed of a unique ECC key pair and a pre-provisioned certificate in
the STSAFE-L010.

. On the capabilities of the STSAFE-L010 to protect and never expose the ECC private key used during
identity verification.

As illustrated in Figure 6, the pre-provisioned leaf-public key, is shared in a certificate signed by
STMicroelectronics where STMicroelectronics acts as a certificate authority (CA). Any entity that needs to
authenticate the device must first ensure the integrity and authenticity of the certificate by verifying the STSAFE-
LO10 certificate using a root CA self-signed certificate provided by STMicroelectronics. This confirms that the
device certificate has been issued by STMicroelectronics and that its content is not altered. When the certificate is
verified, the authenticity of the device is confirmed by sending a challenge to be signed by the device unique
private key and verified using the public key shared within the device leaf-certificate.

Figure 6. STSAFE-L010 ECC authentication diagram

STSAFE-L010
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d
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content and signature over
ST Root CA certificate

Verify product
authenticity

Prepare challenge
(TRNG)

Generate_signature (Challenge)

-

Sign challenge using
ECC private key
Signature []

Verify signature using
STSAFE-L010 leaf
public key
&

Figure 7, illustrates the STSAFE-L010 authentication process on distant/external entity.
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Figure 7. STSAFE-L010 ECC Authentication diagram on distant entity
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1.2.2 User NVM data authentication

In complement to standard usage of the STSAFE-L0O10 NVM space as a storage area, the STSAFE-L010 offers
developers with the possibility to enforce integrity and authenticity of the information coming from the secure
element. It also protects against unwanted data manipulation on the bus.

As illustrated in Figure 8, the STSAFE-L010 unique key pair can be used to sign/verify the data exchanged on the

communication bus from an STSAFE-L010 to the host . As for the standard authentication process, a two-step

approach is to be followed to guarantee the authenticity of the data:

. Verification of the device certificate using the STMicroelectronics root CA to guarantee the leaf-public key
authenticity.

. Verifying the signature generated by the STSAFE-L010 using its ECC private key over specific user-NVM
zone content and the leaf certificate public-key.
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Figure 8. STSAFE-L010 user NVM data authentication
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Figure 9 illustrates the STSAFE-L010 authenticated data exchange process with distant/external entity.
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Figure 9. STSAFE-L010 user NVM data authentication on distant/external entity
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2 Ecosystem

2.1 Services
The STSAFE-L010 comes ready to use, with pre-provisioned keys.

STMicroelectronics offers key provisioning services for storage of customer credentials in a secure, certified
environment.

2.2 Software

The STSAFE-L010 is provided with a host software library that can be ported to a wide range of general-purpose
microcontrollers or microprocessors. This library includes a command wrapper, cryptographic library as well as
authentication and NVM update services.

2.3 Hardware

An STM32 Nucleo-64 extension is available as a reference design, and to accelerate the development of a secure
solution with STSAFE-L010. This hardware allows the developer to benefit from the full STM32 Cube/Nucleo
ecosystem.
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3 STSAFE-L010 command set

ECHO

Returns as response the data received as command.

RESET
Closes any on-going secure session between host and STSAFE-L010 device then reboots the STSAFE-L010.

HIBERNATE

Sets the product in low-power consumption mode. In hibernate state, the device remains powered but loses its
session context. Exiting from hibernate state can be performed by triggering the Reset pin or toggling data 1/0.
The device restart is equivalent to a restart after a reset or power on reset (POR).

DECREMENT

Decrements the one-way counter in a counter zone. When the counter reaches zero, the command is refused. In
complement to the counter, the command can update the associated data segment with provided data.

It is also possible to change the access conditions (AC) to the counter/segment to a stricter value than the current
one.

READ

Used to read data from a data partition zone. It reads the data starting from the specified offset within the zone
and with the requested length. It checks the access conditions and only return the data starting from the specified
offset up to the zone boundary.

This command can also be used to change the read access conditions of the zone to a stricter value.

UPDATE

Used to update data in a zone. It checks if the written data exceeds the zone boundary. When this occurs, it does
not perform the operation.

This command can also be used to change the update access conditions of the zone to a stricter value; for
example, when writing data only once. This command is applicable only on User-NVM zones without counter. For
zone with counter the update is done through dedicated decrement command.

GENERATE SIGNATURE

This command generates an EADSA signature over challenge, with the following optional data to sign :
. User NVM zone content
. STSAFE-L010 traceability information

REPEAT RESPONSE

Request STSAFE-L010 device to send again the last response frame.

PUT DATA

Used to modify specific device configuration attributes.

GET DATA

Used to get status on device configuration attributes.
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Communication interfaces

The STSAFE-L010 device supports ST1Wire and /2C communication interface. It acts as target on all the
supported interfaces.

ST1Wire interface

The ST1Wire protocol is a custom protocol developed by STMicroelectronics to reduce the number of contacts
required to perform bidirectional point to point communication between an applicative system (host) and a secure
element (SE) device from STMicroelectronics.

The hardware implementation of the ST1Wire bus is illustrated below:

ST1Wire 3-contact implementation

Consumer electronic device Accessory / Consumable

STSAFE
LO010

The ST1Wire protocol is based on a single serial data line that carries information between a single master device
(host) and one STSAFE-L010 device.

The ST1Wire protocol is a half-duplex protocol where the host can communicate with only one STSAFE-L010
device and in only one direction at a time.

. The host and the STSAFE-L010 are alternatively sender and receiver depending on the type of Frame to be
exchanged on the bus. Specific bus arbitration based on ST1Wire Line steady state detection and byte
acknowledge requires both master and slave communication //O to be configured in open drain mode .

The bus pull-up resistor (Rp) must be selected, based on the I/Os electrical characteristics of master device and
STSAFE-L010 devices. The following conditions must be met for Rp value selection:

Ronhost

V”_maxihost >vecer ——
Rp + Ronhost

Ronssisare-010

VILmax_stsare1010 > VCC*
Rp + Ronsisare-t010

VvCC
|OLmax_host >
Rp + Ronnost

VCC
10Lmax_stsare 1010 > ————————
Rp + Ronsrsare-wo10

To be compliant with the ST1Wire electrical requirements, the host must use an open-drain I/O to interface with
the bus. This allows the bus to be in two states:
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. Idle state: Line is at high level Vstqwire_H for more than Teye HosT min- Neither host nor any STSAFE-L010
devices drive the line. There is no communication on the bus.
. Communicating state: Line is driven alternatively by the host and the STSAFE-L010 device for frame

exchange . During frame exchange both entities act alternatively as transmitter and receiver on the line .
Transmitter and receiver cannot hold the line low for a time period higher than Teye HosT max- Except when
the host sends an ST1Wire start of frame (SOF). Refer to Section 4.1.3: Frame protocol description for

more details.
Note: For voltage and timings, refer to the Section 5.8: ST1Wire electrical characteristics.
411 Bit-transfer

The ST1Wire protocol encodes bits by applying pulse width modulation (PWM) of the ST1Wire data line. See the
bit encoding representation in Figure 2.

Figure 11. Bit encoding

two_1 fwo_o fw1_1 twt o
VST1W—.E H ______ h r‘: _______________ T ____________ b r‘: ______ r_ ______
Vstwietk e d o e N I Y R A
Logical bit=0 Logical bit=1
fwo_o = fwo_1 fwi_o = fwi_1

Logical bits are encoded with a Vstiwire_H pulse, followed by a Vstiwire_L pulse. The table below shows the
encoding rules.

Note: For information on allowed durations, refer to Section 5.8: ST1Wire electrical characteristics.

Table 2. Logical bit encoding

0 two_o > two_1. duration of Vgr1 Wire L > duration of VST1Wire_H

1 twi1_o <tw1_1. duration of Vg4 Wire_L < duration of VsTiwire_H

The Vst1wire_H and VsTiwire_L depends on physical bus implementation and characteristics of both STSAFE-
L010 and host //O.

4.1.2 Byte transfer

The ST1Wire interface transfer unit is the byte. Bytes are encapsulated in a data structure containing three parts,
as illustrated in the image below.
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Figure 12. Byte structure

Tack

Teve ACK
[Line is driven Low
and High)

B tructure, MSB
Vte;:.f:éi / syne ¥ b7 X b6 X b5 ba b3 X b2 X b1 X bo N\

Byte structure, MSB MACK
first, NACK Josyne X b7 X b6 X b5 X b4 X b3 X b2 X bl X b0 / (Line is High)

. Sync : First symbol of the byte transfer. The sync symbol is always generated by the ST1Wire host device
and consists in a low level (VsT1wire_L) pulse. As before the sync symbol, the ST1Wire is in idle state at

(VsT1wire_H), the implementation of the sync symbol can consist in generating a bit with a logic “1”.

. Byte: Contains the byte to transfer. Bits in the byte are transferred in series. After the last bit has been sent
to the interface, the transmitter releases the interface, which is set high. It then polls the line for a reply
which is called the ACK .

. ACK : A byte acknowledge symbol generated by the receiver at each byte transfer. This symbol informs
the transmitter whether or not the current byte has been received correctly and if the receiver is ready to
receive the next byte.

- ACK: A high pulse followed by a low pulse. The ST1Wire line is driven high (VsT1wire_H), and then
low (VsT1wire_) and then the ST1Wire line is released again to (Vstiwire_H)- A new byte can then be
immediately released by the transmitter. As before the back symbol, the ST1Wire is in idle mode at
(VsT1wire_H) - the implementation of the ACK symbol can consist in generating a logic "0" bit.

- NACK = ST1Wire line stays at ST1Wire_H level for more than Tack.

The ACK symbol duration (Tack) is bounded to [2xTcyc]. The transmitter detects that a NACK has
occurred when Tack has expired, and no “low” pulse of the appropriate length has been received. If the
receiver NACKs a byte, the transfer is aborted. The bus is in idle state and the master must repeat the
transfer from the beginning.
The ST1Wire protocol supports inter-byte delay as illustrated in the figure below. The inter-byte delay slows down
the communication between the master and the STSAFE-L010 device. The inter-byte duration must be managed
by the ST1Wire master when generating the Sync bit for each byte to be read or written. During the inter-byte
delay, the line must be kept at Vstiwire H -

Figure 13. ST1Wire inter-byte delay

ST1Wire Byte n e Byte n+1 - - Byte n+2
host read Y Inter-byte Y Inter-byte vt
delay delay

ST1Wire
host write

o>

Inter-byte
delay

A
Byte n+1 c | <
il K Inter-byte

delay

Byte n+2

0oz <on

I ST1Wire line driven by host device.
["]sT1Wire line driven by STSAFE-LO10 device.

DT75502V1
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On host systems running specific OS or RTOS, it is recommended to use critical software section during byte
transfer. Critical software sections ensure correct byte read timings and byte write timings on the ST1Wire bus.
During a critical section, the host must disable all interrupt and potential OS/RTOS concurrent task management.
As represented in the figure below. To minimize the impact of the critical section at system/host level, the inter-
byte delay allows the host to process interrupts and concurrent OS tasks between each ST1Wire byte transfer.

Figure 14. Host processing vs inter-byte management

ST1Wire .
1 /
ST1Wire Byt - Iy Byt 1
en [Olem = = = = = = = /= ————— = e n+
host read Inter-byte delay
T T 77 t
|
Host processing SW Critical section ‘ Process concurrent tasks or interrupts SW Critical section
ST1Wire ,
1 /
STiWire . /4 Byte n+1
: Byte n IO Sl T R e n+
host write K Inter-byte delay J
T I’I‘ T T
t
| | | |
Host processing i SW Critical section ‘ Process concurrent tasks or interrupts ’ SW Critical section ‘
. . . =
o]
[l ST1Wire line driven by host device. §
[C]sT1Wire line driven by STSAFE-LO10 device. .':
a
41.3 Frame protocol description

When the ST1Wire bus is in the idle state , the host can initiate the communication by sending an ST1Wire SOF
followed by either a command frame (CF) or a response frame.
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Figure 15. ST1Wire start of frame (SOF)

VsTiwire H == ~m=mf==========---mmmmm oo oo oo —

VsTiWire L —-ceee -

Figure 16. STSAFE-L010 ST1Wire command frame

Start of Command

Command payload FAck

Length (1 to 255 Bytes) (1-byte)

Frame (2-Bytes)

B ST1Wire line driven by Host
[ ] ST1Wire line driven by STSAFE-L010

Important: A command frame must always be followed by a response frame. If an error is reported on the bus, the whole
command plus responses which were exchanged must be repeated.
An ST1Wire command frame is always composed of the following elements.
. Start of frame (SOF): VsTqwire line is pulled low for a minimum duration tsof min duration.

. Command length (2-byte): Defines the command type and payload size. The command frame length
must always be superior to 0x0000.

. Command payload (n-byte): Command data with content aligned with STSAFE-L010 device user manual

. Frame acknowledge (FAck) (1-byte):Both command and status frames must be acknowledged (ACK) by
the slave using an FAck byte equal to 0x20. Other values are considered as a NACK. In the case the slave
NACK the frame, the ST1Wire is moved into Idle state.

Figure 17. STSAFE-L010 ST1Wire response frame

Start of e FAck EEEIEE Response payload
Frame  (2DVies= [N Length (1 to 255-bytes)
0x0000) (2-bytes)

[l ST1Wire line driven by Host
[ ] ST1Wire line driven by STSAFE-L010

An ST1Wire response frame is always composed of the following elements.
. Start of frame (SOF): VST1Wire line pulled LOW for a minimum duration tgor min duration.

. Status byte (2-byte): must be equal to 0x0000. This byte notifies the STSAFE-L010 device that a
response to the previous command is requested.
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. Frame acknowledge (FAck) (1-byte):Status frames acknowledgement by the slave using an FAck byte
equal to 0x20. Other values are considered as a NACK. In the case where the slave NACKs the frame, the
ST1Wire is moved into idle state.

. Response length (2-byte):length of the response payload to be sent by the STSAFE-L010 device.
. Response payload (n-byte):Response data with content aligned with STSAFE-L010 device User Manual
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5 AC/DC characteristics

This section summarizes the operating and measurement conditions, and the DC and AC characteristics of the
device. The parameters in the DC and AC characteristic tables that follow are derived from tests performed under
the measurement conditions summarized in the relevant tables. Designers should check that the operating
conditions in their circuit match the measurement conditions when relying on the quoted parameters.

5.1 Absolute maximum ratings

Table 3. Absolute maximum ratings

Supply voltage -0.3t06.5
Vio Input or output voltage relative to ground -0.3to Vgc + 0.3 \%
Ta Ambient operating temperature -25 to +85 °C
Tste Storage temperature (Refer to package specification) —65 to +150 °C
VESD ,\Elllsggfstatlc discharge voltage according to JESD22-A114, Human Body 4000 Vv

Note: Stresses listed above may cause permanent damage to the device. This is a stress rating only and functional
operation of the device at these or any other conditions above those indicated in the operational sections of the
specification is not implied. Exposure to absolute maximum rating conditions for extended periods may affect
device reliability.

5.2 Recommended power supply filtering
Supply filtering is recommended as shown in Figure 18.

Figure 18. Recommended filtering capacitors on VCC

Interface device

110
CLK
RST
vce

* *

100 nF 1 uF
R +

GND

@ @

Table 4. Maximum V¢ rising slope

Svce Maximum V¢ rising slope V/us
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5.3 AC characteristics
Ta =-25 °C to 85 °C, unless otherwise specified.

Table 5.1.8 V and 3 V AC characteristics

T ey ey e

twiReset' " Pulse width for reset

tHLReset Minimum time for reset active after power-up - 80 - - us

¢ Delay between V¢ reaching the POR threshold and ) 10 20 ms
BOOT STSAFE-L010 ready to receive first command .

tR, tFReset Reset rise and fall time - - - 1 us

tr, tr /O /O rise and fall time Load capacitance ) } 1

=30 pF Hs

1. Anylow pulse (from "1'to "0', then "0'to "1') shorter than 100 ns is ignored. Reset is not guaranteed for pulses between
100 ns and 500 ns; reset is guaranteed for pulses longer than 500 ns.

5.4 DC characteristics
Ta =-25 °C to 85 °C, unless otherwise specified.

Note: The voltage on all inputs or outputs must not exceed Vg + 0.3 V or be less than —0.3 V.

Table 6. DC characteristics

S N LT KT

Power-on-reset voltage - 1.45 1.61

Vee Standard operating voltage (1.8 Vto 5V £ 10%) - 1.62 - 5.5 \%

Table 7. 1.8 V DC characteristics (Vcc = 1.8 V 210%)

Input low voltage (RESET, I/O) 0.2 x Ve
ViH Input high voltage (RESET, I//O) - 0.7 x Vce - Vee Y,
Input low current (//O) 0<V) <0.2%x Ve -100 - 1 A
. Input low current (RESET) 0<V|L<0.2x%xVcc -1 - 10 A
IH Input high current (//O) 0.7 x Vge < Vg < Ve -100 - 1 pA
IH Input high current (RESET) 0.7 x Vee < Vi < Vee 1 - 10 HA
VoL Output low voltage (//O) loLmax = 1 MA 0 - 0.15 x Ve Vv
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Table 8. 3 V DC characteristics (Vcc =3V £10%)

A S T Y NS T

Input low voltage (RESET, I/O) 0.2 x Ve \Y
ViH Input high voltage (RESET, I/O) - 0.7 x Veg - Vee \Y;
Input low current (//O) 0<V|L<0.2x%xVcc -200 - 1 pA
- Input low current (RESET) 0<ViL<0.2xVee 1 ] 10 UA
Input high current (//O) 0.7 x Voo < ViH < Vce -200 - 1 pA
" Input high current (RESET) 0.7 x Vee < Vin < Vee 1 ) 10 uA
VoL Output low voltage (//O) loLmax = 4 mA 0 - 015xVee |V
5.5 Performance and power consumption characteristics

Ta =-25 °C to 85 °C, unless otherwise specified.

Table 9. 1.8 V and 3 V power consumption characteristics

I O N 3 A

Supply current when executing 4

lccproc instructions stored in ROM B
IccHibernate Supply current in hibernate mode - 1 2 PA
lccReset Supply current in reset - 0.2 0.5 mA
5.6 Timings
Figure 19. Power-on and warm reset sequences
Power-on reset sequence
Voo Vce-10% A~
RESET
Warm reset sequence
tr twi tR]
RESET \ /
5.7 AC measurement conditions

Ta=-25°Cto 85 °C, f =1 MHz, unless otherwise specified.

Table 10. AC measurement conditions

Parameter Value

Input rise and fall times 10 ns (max.)

Input pulse voltage ViLto Vi
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Parameter Value

Input timing reference voltage 0.5 x Ve

Output timing reference voltage VoL to Vo

Figure 20. AC testing input/output waveforms

© VoH

© VoL

Input Output

Figure 21. AC testing load circuit

VPS

20 kOhm

Device
Under O out

Test
T C| =50pF

C| includes JIG capacitance

Table 11. Capacitance on 10 pad

Input capacitance

Cout Output capacitance . 30 oF

5.8 ST1Wire electrical characteristics
The following tables give the electrical characteristic of the ST1Wire protocol.

Table 12. ST1Wire 3-contacts DC characteristics (1.62 to 5.5 V; -25°C to 85°C ; CL = 20 pF; Pull-up = 1.375
kQ)

STSAFE-L010 logical ‘0’ bit low

tbo_low_STSAFE pulse duration 4.9

tho_high_STSAFE ELEQZE:S;? logical ‘0" bit high 4 7 35 us
to1_jow_STSAFE (?Jzﬁgf-wm logical ‘1’ low pulse 18 37 us
tb1_high_STSAFE sL]-I?eAZEr;—t?;r? logical 1" bit high 5.3 6.6 us
tACK _high_STSAFE ﬁ;ﬁﬁii:gl?a%t: acknowledge  , 3.9 us
tACK_low_STSAFE EIVSSEE:&TQ&VS? acknowledge 4 4 5.2 us
teyc HOST HOST bit duration 10 200 us
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HOST logical ‘0’ bit low pulse

tbo_low_HoST duration 0.6 0.75 teyc_HOST
HOST logical ‘0’ bit high pul

tho_high_HOST durati or? gica ithigh puise 0.25 0.4 teyc HoOsT
HOST logical ‘1’| |

tb1_low_HOST durati or? glca ow pulse 0.25 0.4 teye HOST
HOST logical ‘1" bit high pul

tb1_high_HOST dl?l’:ﬁ or:)gwa bit high pulse 0.6 0.75 teye HOST

) HOST byte acknowledge high )

tACK _high_HOST pulse duration. 0.1 us
HOST byte acknowledge low

tACK_low_HOST pulse duration. 0.5 20 us

t HOST Start of frame low pulse

sof_low_HOST duration 37 - us

tsync_low_HOST HOST sync bit low pulse duration | 5.1 11.9 us

tinter-byte HOST sync bit high pulse duration | 3.1 - us
Delay between rising edge of SoF

tSoF_low_to_sync_high y g edg 3.6 5 us

and beginning of tsync_high

Figure 22. ST1Wire DC timings description

| tonign | o laow R tet_rign | e
R B e R e L S EEEEERE ---
Vsrwiewr | L N _________ [ -
Logical bit =0 Logical bit = 1
T e = B bign Tot_tow < tb1_rign
‘t-‘CK_th o tack e P Lot e -
VsTiwire H = === = e e e e m e e e I ---
R S N R -
Acknowledpe Start of frame
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6 Package information

6.1 UFDFPN8 package specification
This section provides specific information concerning the 2 x 3 x 0.50 mm, 8 lead, ultra thin, fine-pitch, dual flat,
no-lead package (UFDFPNS8).
In order to meet environmental requirements, ST offers these devices in different grades of ECOPACK®
packages, depending on their level of environmental compliance. ECOPACK® specifications, grade definitions
and product status are available at: www.st.com. ECOPACK® is an ST trademark.

Figure 23. UFDFPN8 package
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6.1.1

UFDFPN8 package information

Figure 24. UFDFPNS8 - 8-lead, 2 x 3 mm, 0.5 mm pitch ultra thin profile fine pitch dual flat package outline

« D
|
1 A
Pin #1 | (7 Teoc]c] 4 A1
ID marking 1 ) P——
N I i R Blecelc) ¥ &
i Seating plane A3
‘ Side view
o | I
‘ 2x| | aaa|C
2 aaac] | 2 SIS
Top view
NN Datum A
€ b
1 i | N * !
3 [0 00 0] A"
A | L L3 =
‘ 73N
) \ | |
Pin #1 | ' ‘
ing =T | 2 v
ID marking ‘% ) ‘\ ¥
‘!( K <—[&—> Terminal tip
TN o .
L !l ! \ Detall nAu
[‘D \-}/)_Q Even terminal
"ND-1 x@
Bottom view See Detail “A”

ZWb_ME_V1

1. Maximum package warpage is 0.05 mm.
2. Exposed copper is not systematic and can appear partially or totally according to the cross-section.
3. Drawing is not to scale.

Table 13. UFDFPNS8 - 8-lead, 2 x 3 mm, 0.5 mm pitch ultra thin profile fine pitch dual flat package
mechanical data

A 0.45 0.55 0.60 0.018 0.022 0.024
A1 0.00 0.02 0.05 0.000 0.001 0.002
b @ 0.20 0.25 0.30 0.008 0.010 0.012
D 1.90 2.0 2.10 0.075 0.079 0.083
D2 1.20 - 1.60 0.047 - 0.063
E 2.90 3.00 3.10 0.114 0.118 0.122
E2 1.20 - 1.60 0.047 - 0.063
e - 0.5 BSC® - - 0.020 BSC®) -

K 0.30 - - 0.012 - -

L 0.30 - 0.50 0.012 - 0.020
L1 - - 0.15 - - 0.006
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N S L S S
L3 0.30 - - 0.012 - -
aaa - - 0.15 - - 0.006
bbb - - 0.10 - - 0.004
ccc - - 0.10 - - 0.004
ddd - - 0.05 - - 0.002
eee®) - - 0.08 - - 0.003
1. Values in inches are converted from mm and rounded to 3 decimal digits.
2. Dimension b applies to plated terminal and is measured between 0.15 and 0.30 mm from the terminal tip.
3. Basic spacing between centers.
4. Applied for exposed die paddle and terminals. Excludes embedding part of exposed die paddle from measuring.

6.1.2 Recommended footprint information for UFDFPN8 (landing pattern)

The figure below describes ST recommendations in terms of the printed circuit board landing pattern for the
UFDFPNS8 2 x 3 mm package.

Figure 25. Recommended footprint for UFDFPN8

0.500 | 0.300

{900

I L [1.200

1.300 T

1. All dimensions are in millimeters.

6.1.3 UFDFPNS8 tape and reel packing

Surface-mount packages can be supplied with tape and reel packing. The reels have a 13" typical diameter. They
contain 5000 devices each.

Reels are in plastic, either antistatic or conductive, with a black conductive cavity tape. The cover tape is
transparent antistatic or conductive.

The devices are positioned in the cavities with the identifying pin (normally Pin “1”) on the same side as the
sprocket holes in the tape.

The STMicroelectronics Tape & Reel specifications are compliant to the EIA 481-A standard specification.

Table 14. UFDFPN8 package on tape and reel

Tape width Tape pitch Reel diameter Quantity per reel

UFDFPN8 2 x 3 mm Flat package, no lead 8 mm 4 mm 13 in. 5000
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Figure 26. Dimensions of a 13" reel for 8 mm tape

—»> T

Table 15. UFDFPNS8 reel dimensions

N T T S LT ST

13" 13 £0.25 14.4

Figure 27. Embossed carrier tape for UFDFPN8

21.5+0.1/-0.0
— ——4.00
2.00 £0.05 (note 3) 21.00 min
4.00 (note 1) | 1.75+10

0.30 £0.05 j —

] (B @f 00 0 ¢ o[,
| BEBEBEE )

——

’*’*A 3.50 £0.5 (note 3)

— —KO0 —1 AQ — RO0.3 typ.

Section A-A

Cumulative tolerance of ten sprocket hole pitches: £0.2.

Camber in compliance with EIA 481.

Pocket position relative to sprocket hole measured as the true position of the pocket, not pocket hole.
All dimensions are in millimeters.

Unless otherwise noted, tolerances are +0.02 for one decimal place and +0.10 for two decimal places.
A0 =2.30; Bo = 3.30; KO = 0.75.

S ok ON
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Figure 28. Leader and trailer for UFDFPN8

End Start

> 0((0 0 (o @ ¢{o o0 ¢ (O
/0010 0}8em o0

Top . /
cover Trailer Leader
tape 160 mm min. 400 mm min.

Sealed with cover tape

User direction of feed
Die orientation into the tape - Leader and trailer
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6.2 DFN3 package specification

6.2.1 XDFN3 package information
XDFN3 is an three-terminal, 4 x 3.2 mm, extremely thin dual flat no lead package.

Figure 29. XDFN3 package outline

- D |
F D1 f_ e G
N N 7] Note ZJ
Y
|
; ; Y
I I I \<
| | | |
| | |
| | |
| | |
| | |
| | |
! I I E1 E
| | |
| | |
| | |
| | |
| | |
| | |
i i i |
| | |
1 1 1 5
L 2
ﬁ|
7'y @3
o
&
y A g
[ ] [ ] [ ] [ ] [ ] [ ] |
I T I T I T ¢ Y E
3 2 1 T =
=
A3 A1 R

1. Drawing is not to scale.
2. This stands for C0.15
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Table 16. XDFN3 package mechanical data

Millimeters(")(2

[ e [ o= ]

A - - 0.38
A1 - - 0.05
A3 0.10 REF
D 3.90 4.00 4.10
D1 1.05 1.10 1.15
E 3.10 3.20 3.30
E1 2.80 2.85 2.90
e 1.240 BSC®
F 0.21 REF
f 0.14 REF
G 0.175 REF
N (number of pins) 34

1. Dimensioning and tolerancing schemes according to ASME Y14.5M-1994.

2. All values are in millimeters rounded to the second decimal except for N.

3. Basic space between centers.

4. Total number of terminals

6.2.2 XDFN3 4 x 3.2 x 0.35 tape and reel packing

Surface-mount packages can be supplied with tape and reel packing. The reels have a 13" typical diameter. They
contain 5000 devices each.

Reels are in plastic, either antistatic or conductive, with a black conductive cavity tape. The cover tape is
transparent antistatic or conductive.

The devices are positioned in the cavities with the identifying pin (normally pin “1”) on the same side as the
sprocket holes in the tape.

The STMicroelectronics tape and reel specifications are compliant with the EIA 481-A standard specification.

Table 17. XDFN3 4 x 3.2 x 0.35 packages on tape and reel

Tape width Tape pitch Reel diameter Quantity per reel
13"

BOML XDFN 4X3.2 3L 12 mm 8.00 +£0.10 5000 units
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Figure 30. XDFN3 4 x 3.2 x 0.35 reel diagram

O —»

Table 18. XDFN3 4 x 3.2 x 0.35 reel dimensions

et iz | ape o | Atox | Bin |G| Duin | Glox | Nin | T | Ui

13" Hub 7" 12 mm 332mm | 1.50 mm @ 13+0.50/-0.20 mm | 20.20 mm 1440 mm 176 mm 18.40 mm = 5000 units/reel

Figure 31. XDFN3 4 x 3.2 x 0.35 Leader and trailer

o of((o o dfo
Ao oo

TOP COVER
TAPE

NO COMPONENT | COMPONENT NO COMPONENT
<— 160 min Min.—>1 —— 400 mm Min.—*

USER DIRECTION OF FEED
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Figure 32. Embossed carrier tape for XDFN3 4 x 3.2 x 0.35

T Do P2 Po El
_To.zs +0.03 @1.50 o0 2.00 +0.05 (I 4.00 +0.10 (1) 1.75 + 0.10
Y
o N A A v d)
®1.50 020 hg
E 0.l 'E‘
o

I
Y
Il Ko

SECTION Y-Y

BB REE R

SECTION X-X

DT73364V1

Measured from center line of sprocket hole to center line of pocket (1)

Cumulative tolerance of 10 sprocket hole pitch = + 0.20 (1l).

Measured from center line of sprocket hole to center line of pocket (lll)

Other materials available

Dimension with () is used for design reference purposes. No measurement required
Shinning imprint (It occurs in all pockets) (VI)

SPOT patented by C_PAK

Note: The roman numerals in brackets refer to specific notes in Figure 32

NS oA 0N~

Table 19. Carrier tape dimensions for XDFN3 4 x 3.2 x 0.35

I R = R R

XDFN34x3.2x0.35mm  350+£0.10 4.30+0.10 0.50+0.10 5.50+0.05 8.00+0.10 12.00+0.30/-0.10 | mm

6.3 GQFNG6 package specification

6.3.1 X2F-PSONG6 package information (B0G5)
This X2F-PSON is a 6-lead , 1.4 x 1.6 mm, plastic ultra and super thin small outline, non-leaded package.
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Figure 33. X2F-PSONG6 - Outline

[©]aaalc D (A]

2X
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BOTTOM VIEW SIDE VIEW TOP VIEW
BRI _ ]
B6X _— ~7/\ /’/—
$]odd WIcIAl sl r’/ T~ N
6X /L
|—|>17i,7,7,7f:,* SEATING PLANE
DETAIL A /' /
DETAIL B /=Y
ROTATED 90°

1. Drawing is not to scale.
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Table 20. X2F-PSON - Mechanical data

Lo [ Tome T e [ G |

AP 0.35 - 0.40 0.014 - 0.016
A1 0 - 0.05 0 - 0.002
L1 0.20 0.25 0.30 0.007 0.009 0.012
b1 0.20 0.25 0.30 0.007 0.009 0.012
D 1.40 BSC 0.055 BSC

1.6 BSC 0.063 BSC
e 0.60 BSC 0.024 BSC
el 0.50 BSC 0.020 BSC
NE© 6
aaa - 0.05 - - 0.002 -
cce - 0.03 - - 0.001 -
ddd - 0.10 - - 0.004 -

1. Values in inches are converted from mm and rounded to 4 decimal digits.

2. X2F-PSON stands for plastic ultra and super thin small outline, non-leaded package family
. Super thin profile: 0.30 mm < A < 0.40 mm

3. Total number of terminals

Figure 34. X2F-PSONG6 - Footprint example

1 ™

L] O
I I I B B

0.20 0.50

oo

] L

1. Dimensions are express in mm.

6.3.2 X2F-PSONG6 package marking
The following figure shows the device marking for the X2F-PSONG6 package.
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Figure 35. X2F-PSON6 package marking

A - Assy Year

(%4

B - Assy Week
(W)

C - DOT

6.3.3 X2F-PSONG6 tape and reel packing

X2F-PSONG6 packages can be supplied with tape and reel packing. The reels have a 7 inches typical diameter.
They contain 5000 devices each.

Figure 36. Dimensions of a 7" reel for 8 mm tape

W3 (inchudes flonge distortion
ot cuter sdge)

D
-

e

ok

et o} RE-CYCLE SYMBOL.
g 1 B3 N (

SECTION A—A \‘

p Detal B
EJE:SKN;EEL) ?Jgﬁ;é :g‘m PART NUMBER | @A 2520 [en0.50 B 2030 | ec 2030 [en 2830 [erzoafemizoq | withi
SAMRE026,/26029031 | SAMRE036 /26029041

b w3 SCALE 3:1
W5 | 21,00 [t
R7-8-2-€ | 180.00 | 5450 | 220 | 1300 | 2070 [1.45 [1.10 8,40 11.40 | 8.40 |10.8
PART NUMBER IDENTIFICATION

MATERIAL CODE =
o
‘T -‘E ﬁ High impact polystyrene stylon. \
MATERIAL CODE .
HUB DIAVETER (INCH) £ romtuaieinl o \ /
CARRIER TAPE WIDTH (mm) H

W1 (Meosured ot hub inner width)

€ : CONDUCTIVE POLYSTYRENE (<10e5 Ohm/sq)
D : NORMAL POLYSTYRENE
REEL DIAMETER (INCH)
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Figure 37. Embossed carrier tape for X2F-PSON6

D o
iy o0 2 PO -3
0.25+0.03 $1.50 0.00 v 2op005m 4.00:+0.10(TD) at'd
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- EREREE
A ?l J? A 7] LT LT [ 71 [ [
q RIB REF | Y
. KO oy 0.05=0.04 AO P1
7l
SECTION Y-Y
SECTION A-A
I Measured from centreline of sprocket hole
¥ (D to centreline of pocket,
4 (II) Cumulative tolerance of 10 sprocket
DETAIL A holes is £ 0.20 .
(III) Measured from centreline of sprocket
hole to centreline of pocket.
A 1.60 +/-0.05
BQD 1.80 +/-0.05 (IV) Other material available.
Ko 0.56 +/-0.05 (V) Dimension with () is used for design reference
F 3.50 +/-0.05 purposes. No measurement required.
P1 4.00 +/-0.10
W 800 /010 ALL DIMENSIONS IN MILLIMETRES UNLESS OTHERWISE STATED)
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7 Ordering information

Example: STSAFL010 DF YY XXX

Product name

STSAFL0O10

Package codification
DF = UFDFPN8

F6 = GQFN6

F3 = GQFN3

Customer ID

XXX = Customer identification

Personalization revision code

YY = Personalization setup

Note: For a list of available options (speed, package, etc.) or for further information on any aspect of this device,
please contact your nearest STMicroelectronics sales office.
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Revision history

Table 21. Document revision history

T e T e o |

01-Jul-2025 1 Initial release.
04-Jul-2025 2 Minor change.
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Glossary

AC Access condition

ACK Acknowledge

CA Certification Authority

CF Command frame

ECC Elliptic curve cryptography
FAck Frame acknowledge

1/0 Input/output

ID Identity

I>)C Inter-integrated circuit

LSB Least significant byte

MAC Message authentication code
MCU Microcontroller unit

MSB Most significant byte

NACK Not acknowledge

NVM Nonvolatile memory

OS Operating system

POR Power-on reset

R-MAC Response message authentication code
ROM Read-only memory

RTOS Real-time operating system
SE Secure element

SOF Start of frame
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IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2025 STMicroelectronics — All rights reserved
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