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Abstract
 
The HARTING MICA CISS Complete IIoT Starter Kit is designed to give you a jump start in developing 
Industry 4.0 condition monitoring applications. The HARTING MICA edge computing device is paired 
with the BOSCH “Connected Industrial Sensor Solution” (CISS) to deliver an extremely robust 
platform for the processing and monitoring of environmental data. Software has been preloaded onto 
the HARTING MICA to assist in the translation of sensor data from the CISS, to a real-time visual 
dashboard.

Web: HARTINGMICAStarterKits.com

Email: micausa@HARTING.com

Phone: +1 (866) 278-0306
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Parts Included 

1 The CISS Gateway

The Bosch CISS Sensor contains an Accelerometer, Temperature sensor, Humidity sensor, Digital light 
sensor, Gyroscope, Magnetometer, Pressure sensor and Acoustic sensor. 

The IIoT kit provides multiple data points and is intended to show how easy publishing this data to differ-
ent subscribers (that have their own requirements) can be. This kit provides an example using NodeRed to 
display sensor data (via MQTT) in a user friendly way. 

# on Photo Part Number Description
1 20911051101 HARTING MICA® USB

2 BOSCH "Connected Industrial Sensor Solution" (CISS)

3 20932040131 HARTING USB PushPull CISS-cable

4 20932010504 M12 X coded PushPull LAN-cable

5 21348400C79010 M12 A coded GPIO-cable 

6 12V 1A Power Supply

7 09458450009 HARTING PushPull protection cover

2 3

4 5

67

1

For further information about the Bosch CISS Sensor refer to: 
https://www.bosch-connectivity.com/products/ connected-industrial-sensor-solution/
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2 Getting started

2.1 Overview
The MICA CISS IIoT Kit contains a MICA USB, a M12 X coded PushPull LAN-cable, M12 A coded GPIO-ca-
ble, 12V Power Supply, and a BOSCH “Connected Industrial Sensor Solution” (CISS). The MICA USB 
comes preinstalled with the “CISS Gateway”, “MQTT” and “NodeRed” containers.

2.2 Hardware setup
Click on the “Management” page to setup the reader hardware and read RFID tags for testing purposes. 

To get started with the MICA® CISS IoT Kit, follow the instructions below:
1. Connect the CISS Sensor to a USB port of your MICA.
2. Connect the M12 I/O connector of the GPIO-cable to the MICA I/O socket.
3. Connect the Barrel Jack of the GPIO-cable to the Power Supply.
4. Connect the M12 PushPull connector of the LAN-cable to MICA PushPull socket.
5. Connect the RJ-45 Ethernet connector of the LAN-cable to your PC or Switch.

2.3 Connecting to the web interface

As soon as you have connected your MICA to your Network or PC and the I LED has turned green, your 
MICA has fully booted and you can now log into the device. You will need to change the static ip address 
of your personal computer to be within the range of the MICA.  Because the MICA’s ip address defaults 
to 10.10.10.10, the static ip of your machine should be 10.10.10.x (e.g. 10.10.10.121) with a subnet 
of 255.255.255.0.  Next, open your browser and enter: https://10.10.10.10. Alternatively the MICA is 
reachable at: https://<device-name>.  

When you first attempt to access the MICA in your web browser, you may receive a certificate/security 
notification. This is actually expected behavior, because there is not a registered security certificate 
associated with the webserver on your MICA. You can safely ignore this warning and proceed to the 
MICA’s website. The login screen should appear where you can enter the credentials shown on the MICA’s 
product label.  
 
 
 
 

 
 
 

 It is important to connect the CISS Sensor to the USB port before powering on the MICA!

The device name along with your login password, MAC address, and serial number (S/N) 
can be found on your MICA’s product label. 
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2.4 Gateway Configuration

After logging in to the MICA’s web interface, click on the “CISS Gateway” icon and it will take you to the 
CISS Gateway UI. 

You should see the connected CISS-Sensor in the “Devices” section. To activate the sensor click on the 
button. If the sensor is working correctly, the activation button will turn yellow and an icon       will appear. 
Clicking on the connected device will allow you to label it. In the “Reports” section you can add a set of 
subscriber endpoints. To configure your MICA for the IoT kit, please create a new subscriber endpoint with 
the following settings (click the words “New Subscriber”):
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1. Type: Choose MQTT as endpoint type
2. Host: Enter: MQTT-<device-name>.local
3. Port: Use the port 1883
4. Topic: Enter: /USB, This is the topic that  
 will be used when publishing reports.
5. Client ID: Enter: gateway
6. QoS: Choose: Exactly once

Click the “Apply” button to save this config-
uration and click the         button to activate 
your new subscriber endpoint.

An example of the report sent to MQTT is shown below:   

{
“applicationId”:”Serial CISS Gateway”,
“reportName”:”Bosch CISS-DataStreamer”,
“date”:”2018-03-05T11:59:47.073”,
“totalMilliseconds”:988,
“initiation”:”REAPEAT_PERIOD”,
“initiator”:null,
“termination”:”DURATION”,
“terminator”:null,
“devices”:[
{
“name”:”Bosch CISS-DataStreamer (F1:02:55E5:37:53)”,
“fields”:[
{
“name”:”Temperature”,
“value”:27.8,
“date”:”2018-03-05T11:59:46.264”
},
{
“name”:”Pressure”,
“value”:991.58,
“date”:”2018-03-05T11:59:46.264”
},
{
“name”:”Humidity”,
“value”:46.63,
“date”:”2018-03-05T11:59:46.264”
}, {
“name”:”Light”,
“value”:0.0,
“date”:”2018-03-05T11:59:46.264”
}, {
“name”:”Accelerometer”,

You can find your (device-name) 
listed on your MICA’s product label
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“value”:{,
”x”:0,
”y”:0,
”z”:0
},
“date”:”2018-03-05T11:59:46.798”
}, {
“name”:”Magnetometer”,
“value”:{,
”x”:-470,
”y”:-1966,
”z”:-147
},
“date”:”2018-03-05T11:59:46.799”
}, {
“name”:”Gyroscope”,
“value”:{,
”x”:0,
”y”:0,
”z”:0
}, “date”:”2018-03-05T11:59:46.799”
},
} ...

2.5 Dashboard
 
For proper function of the dashboard you should use the same time zone for your PC and MICA. (When-
ever possible, use NTP on both devices). To change the time zone settings on your MICA navigate to the 
Settings page from the home page of the MICA’s web interface. Click on the “Time & Date” button and 
apply any changes.
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The dashboard setup should only be done after the Gateway configuration process has been completed. 
To reach the dashboard editing screen, go back to the home screen of the MICA web interface, open the 
NodeRed container, and click on the “Editor” button.
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A new browser tab will appear where you can configure the NodeRed container.

Click on the “CISS Gateway” tab in the NodeRed UI. This displays the NodeRed configuration for the CISS 
Gateway UI. 

Double click the MQTT node icon     and a new field will appear (on the right side of the screen) 
where the MQTT connection settings can be configured. Click on the icon next to the server field. On 
the next page, enter the server and the port.

1. Server: Enter: MQTT-<device-name>.local
2. Port: Enter: 1883

Click on  and In the next step click on                           on the right side of the NodeRed 
window. 

You can find your (device-name) 
listed on your MICA’s product label



HARTING MICA® CISS Complete IIoT Starter Kit - Setup Guide

11

To view the CISS Gateway dashboard, go back to the NodeRed container and click on the UI button. 

A new tab will appear with the Bosch CISS dashboard. Here you can see all of the monitored parameters 
of the CISS Sensor. 

Next Steps
 
For whatever application you have in mind, HARTING MICA has the tools for you to build software to reach 
your end goal.  One of the most powerful tools provided is the NodeRed container. The GPIO port on the 
MICA can be controlled via NodeRed, and most internet based protocols are also supported.

For ideas or support on how to continue developing your application, refer to the tutorials and examples 
at HARTINGMICAStarterKits.com or don’t hesitate to reach out!
 
Email: micausa@HARTING.com | Phone: +1 (866) 278-0306
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